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S AND ACRO MS

ACGIH = American Conference of Governmental EHF = extremely high frequency
Industrial Hygienists EIR = equipment improvement report
AEL = accessible emission limit EL = exposure limit
AFALC = Air Force Acquisition Logistics Center EMF = eleciromotive force
AIR = American Institute of Research EMI = electromagnetic interference
AMC = US Army Materiel Command EOD = Explosive Ordnance Disposal
AIT = autoignition temperature EPA = US Environmental Protection Agency
AMSAA = US Army Materiel Systems Analysis Activity ET = effective temperature
ANSI = American National Standards Institute FHA = fault hazard analysis
AOAP = Army Oil Analysis Program FMEA = failure mode and effects analysis
APDS = armor-piercing discarding sabot FMECA = failure mode, effects, and criticality
AR = Army Regulat.or analysis
ASARC = Army Syst_gm Acqu isition Review FSD = full-scale developmcm
Council FTA = fault tree analysis
ASME ="American Society of Mechanical FTCA = Federal Torts Claims Act
Engineers GFCI = ground fault circuit interrupter
ASMIS = Army Safety Management Information GFE = Government-furnished equipment
System GFP = Government-furnished property
ASP = automated sneak program GOCO = Government-owned, contractor-
ATE = automatic test equipment operated
BIT = built-in test Hb = hemoglobin
BITE = built-in test equipment HC1 = hydrogen chloride
BRH = Bureau of Radiological Health HCN = hydrogen cyanide
C. = time concentration factor HEL = US Army Human Engineering
CA = criticality anaiysis Laboratory
CDR = Critical Design Review HEP = high-explosive plastic
CFR = Code of Federal Regulations HERO = hazards of electromagnetic radiation to
CO = carbon monoxide ordnance
CO; = carbon dioxide HF = high frequency
COC1; = phosgene HPR = human performance reliability
CPR = cardiopulmonary resuscitation H.S = hydrogen sulfide
CW = continuous wave I = incapacitating
D, = dosage factor ICsy = incapacitating concentration factor
DA = Department of the Army IFVS = infantry fighting vehicle system
DAB = Defense Acquisition Board ILS = integrated logistic support
DARCOM = US Army Materiel Development and IPR = in-process review
Readiness Command (now US Army IR = infrared
Materiel Command (AMC)) JAN = Joint Army and Navy
DB = dry-builb L = lethal
DiD = data item description LD = lethal dose
DoD = Department of Defense LDs, = statistical estimate of the dosage neces-
DOT = US Department of Transportation sary to kill 509 of an infinite population
DTIC = Defense Technical Information Center of test animals
EBW = exploding bridgewire LF = low frequency
ED = effective dose LFL = lower flammability limit
EDs = dosage necessary to produce a particular LOS = line of sight
effect in 50¢¢ of an infinite population of MA = managing activity
test animals MAC = maximum al!owable concentration
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LIST OF ABBREVIATIONS AND ACRONYMS (cont'd)

MADP = Materiel Acquisition Decision Process

MANPRINT = Manpower and Personnel Integration

MEOP = maximum expected operating pressure
MF = medium frequency
MICOM = US Army Missile Command
MIL-STD = military standard
MPE = maximum permissible exposure
MRSA = US Army Materiel Readiness Support
Activity
NASA = National Aeronautics and Space Ad-
ministration
NBC = nuclear, biological, and chemical
NCRP = National Council on Radiation Pro-
tection
NEC = National Electrical Code
NFPA = National Fire Protection Association
NIOSH = National Institute of Occupational
Safety and Health
NRC = Nuclear Regulatory Commission
NSCCA = nuclear safety cross-check analysis
O&S = operating and support
O&SHA = operating and support hazard analysis
OD = optical density
OHA = operating hazard analysis
OSHA = Occupational Safety and Health Ad-
ministration
PDR = Preliminary Design Review
PAM = pamphlet
PEF = personnel-equipment functional
PHA = preliminary hazard analysis
PM = program manager
ppm = parts per million
PRF = pulse repetition frequency
PSI1L-4 = preferred speech interference level
QDR = Quality Deficiency Report
R = roentgen
rad = radiation absorbed dose
rbe = relative biological effectiveness
rem = roentgen equivalent man
RF = radio frequency

RFNA = red fuming nitric acid
RFP = request for proposal
ROC = required operational capability
S&A = safing and arming
SAE = Society of Automotive Engineers
SCA = sneak circuit analysis
SDC = sample data collection
SHA = system hazard analysis
SHF = super high frequency
SIT = spontaneous ignition temperature
SOAP = Spectrometric Oil Analysis Program
SOC = self-organizing concept
SPC = system performance report
SPL = sound-pressure level
SSA = software sneak analysis
SSHA = subsystem hazard analysis
SSPP = System Safety Program Plan
STEL = short-term exposure limit
T = lower temperature limit
TAMMS = The Army Maintenance Management
System
TB = technical bulletins
TECOM = US Army Test and Evaluation Command
THERP = technique for human error rate
prediction
TLV = threshold limit value
TMTT = tell me three times
TOP = test operation procedure
TRISAFE = triple redundancy incorporating self-
adaptive failure exclusion
UDMH = unsymmetrical dimethyl hydrazine
UFL = upper flammabiiity limit
USAEHA = US Army Environmental Hygiene
Agency
USASC = US Army Safety Center
UHF = ultrahigh frequency
VHF = very high frequency
VLF = very low frequency
WB = wet-bulb
WBGT = wet-bulb global temperature
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This chapter, which provides an initial overview of system safety within the US Army, begins by contrasting
the obsolete principles that have guided the safety policies of the Army in the past with the up-to-date
principles that guide the policies of today. This is followed by a brief history of how system safety as a discipline
evolved in the US Army. Product liabilitv—one of the most powerful factors influencing system safety
today—is discussed next. The system safety program requirements are addressed. The chapter closes with a
discussion of the relationship of system safety 1o other disciplines involved in the acquisition of materiel for the

r been considered safe.
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esteem forexhibitingdaring and courage in the face of the
enemy. Unfortunately, the enemy is not the only source of
death or injury faced by the soldier; his own equipment
can kill him just as easily. For example, members of the
Ancient and Honorable Order of Arullerymen were
equent y exploded with devastating results.
Gradually, commanders realized that losses of personnel
and equipment through accidents were just as final and as
serious as losses caused by enemy action.

As the complexity of Army systems increased, the pos-

sibility of accidents increased too. Also the increased

nf aduvarca nl’fnn' chn
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other factors, such as weapon system and training ¢
increased the need for accident prevention.

OUTDATED CONCEPTS OF ARMY

o~ - T e

ACCIDENT CAUSES
This increased need for safety led to a reexamination of

the causes and preventiion of accidents within the Army.
This reexamination revealed that many long-standing
concepts about accident causes were fallacious. A discus-
sion of some of these fallacies follows:
1. Fallacy Number 1:
a. Fallacy. Operator errors are the cause of most
accidents. The remaining few accidents are due to “Acts

~AE A
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1-1.1

(V11 cqutpmcut ldlll.il S,

IHCICIUKC plCVCHllllg
accidents, investigating accidents, and administering pun-
ishment for involvement in accidents are command func-
tions. Thus the occurrence or absence of accidents is an
indication of the competence of the commander.

b. Discussion. Reexamination of safety concepts

indicated that the causes of accidents often originated
long before the personnel of a unit received or were
trained on the equipment. Deficiencies in equipment
design or production were found to be powerful causal
factors that often had gone unnoticed because they did
not cause accidenis uniil the equipment was {ielded. in
addition, mistakes by maintenance personnel set the stage
for accidents that were not the fault of the operators. In
some cases accidents were caused by operator error, but
in many other instances the accidents should not have
been attributed to mistakes by operators. Thus the con-
cept of “operator error™ as it was—i.e., when an operator
was invoived in an accident, 1t was usuaily his fauli—had
tn ha madified

2. Fallacy Number 2:

a. Fallacy. Safety problems of a new piece of
equipment can be identified only after a prototype has
been built or the equipment has entered service.

b. Discussion. New methods permil early safety

. sacmbinl cnfaeer ammn -

lll a new

al-lleblb i0 CleudlC pUlClllldl SdITly plUUlClllb
piece of equipment before the design of the system is
begun. This new safety analysis capability is part of a
systematic program that will ultimately result in safer

equipment, fewer accidents, and less need for costly
modifications.
3. Fallacy Number 3:
a ’:nl/ntw QQ{FF pnlnnmonl a!\'lvla‘vls CGS{S mere
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b. Discussion. Insome cases the safer design is the
cheaper one—even when viewed only in the narrow frame
of hardware procurement costs. For example, the Army
switched from liquid propellant missiles to solid propel-
lant ones, which are both sater and cheaper. This is an

l.
cost. In other case h
same—again consxdermg only the hardware procurement
costs. A discussion in Chapter 9 will illustrate how a valve
oriented in one direction in a line would be “fail-safe™,
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although the same valve oriented in the opposite direction
could lead to an accident. Even when design changes for
increased safety do increase the initial procurement cost
of the hardware, they will probably decrease the life cycie
costs of the system because safer design will probably

lengthen the average useful lif

decreased operating and maintenance personnel training
costs, lower repair parts use, and lower depot or factory
rebuild costs.
4. Fallacy Number 4:
a. Failacy. Safety slows operauon
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mvolve other personnel and cqmpment in corrective
activities is eliminated. Equipment that is inherently safe
or is made safe through proper design features helps speed
operations because operators do not have to follow elab-
orate procedures that are required when equipment is
known to be unsafe.

1-1.2 SYSTEM SAFETY POLICY AND

FUNDAMENTAL CONCEPTS

The policy statements regarding the Army Safety Pro-

gramcomainedi Arm egulauon(AK)‘sSS 10 (Ref. 1)

..... £ veasl
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on a ‘worst-first’ basxs Evaluauon ofhazard priority must
include consideration of the overall potential consequen-
ces defined by degree of injury, occupational illness, and
damage. Mission, legal, and statutory impiications of
each hazardous situation must aiso be considered.’

From the general policy statements concerning system
safety, fundamental system safety concepts have evolved.
Some of these concepts follow:

Strong management interest in system safety and
emphasis on its accomplishments are necessary to pro-
duce a safe svstemn.

‘,

for ¢ i may
classified as hazardous chdrdctcnstlcs of a system, prod-
uct, operation, or location; equipment malfunctions; or
adverse environmental effects. If a specific hazardous
condition is eliminated, no accident can result from it. If
the condition cannot be eliminated but can oe adequately
controlled. the probability o
reduced.

3. Poorconsideration of human factors can resultin
operator errors that can cause accidents. Whenever pos-
sible, equipment should be designed to minimize the
chance of operator error. If the chances of human error
cannot be removed from the equipment through design.

then extensive training must be given to the operators in
the correct operation of hg equipment.

cost-effective manner, system safety programs must be
initiated early in the acquisition process.

5. An inherently safe system should be the primary
goal of every designer.

1-2 HISTORY

Q\/c tem safetv as an
ety ar

mlhtarv For centuries the cannon served as an outstand-
ing example of an unsafe military design. Over the years
accidents with cannon were reduced but not as the result
of an organized system safety program. Improvements
were made in the cannon to improve range, projectile
weight, and cannon life, and these improvements resulted
in a safer weapon. The lack of an organization concerned
with system safety prevented the lessons learned regard-
ing the cannon from being applied to other procurement
programs. An action took place in 1958 that led to the
establishment of system safety organizations.

“On 22 May 1958, a major accident at a NIKE-AJAX
cite near Middletown NT [Pcnhpﬁ ney

i
site near Migaietown, e

gsuited 1n exien-

sive property damage and loss of lives to Army personnel.
An Ad Hoc Committee, appointed by the Army’s Chief of
Ordnance, was assembled to study the findings of the
Board of Investigation and to identify ‘...areas where
nmpm\ ement in organization, mission, assngnmcnts and

14 pesma agonfaty o
pluucuuncs WOui1d efinance tne bdlc‘lV a

overall missile svstem prg

isstle system
Among the recommendat
study were the followmg:

*...a. Thatsafety control through independent review
and a balanced technical check of missile systems be
established to prevent compromise of safe design and
operations in the rush to perform mandatory engineering
1(_comn!!5hments.“

..b. That the Army (Ordnance) MISSl]C Command
estabhsh an authoritative safety organization to review
missile weapons systems design...

“Based on these recommendations a formal system

ie
Arcenal in Ju Iu 1960: the basic mission of

tion was to ensure that safety engineering requirements,
consistent with operational utilization, be incorporated
into the weapon system’s design. This organization
became the first system safety activity within the Depart-
ment of the Army.
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LA 1700, VIIL UL [ U

bnckd the Department of the Army S
conference on the benefits being derived from our efforts
and recommended adoption of similar programs at the
other commodity commands. Soon thereafter, the first
AR 385-16, ‘Svstem Safety’, was published by DA, based
upon a draft prepared by our office. The Army System

tv Praoram had b

Safetv Program had begun. .
In 1963 the Department of Defe
nized the need for guidanc

\
J-
e (DoD) also recog-
vstem safety and

ns

arding s\
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—
o
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1ssued military specification MIL-5-38130, General Re-
quirements for Safety Engineering and Associated Sub-
svstems and Equipment, for all Services and for all types
of equipment. Later it was decided that the requirements
for system safety programs were better suited to a military

standard (MIL-STD) Therefore, ’v{IL-S—38I30 was re-

Civme 10L7 sLo Ao L. e et PP,
Since 1790, tne 1‘\1[“) “db UCVU[CU kU“lluu[llE aticnuon
to all asnects of svstem safetv and safety trainine nro-
to all aspects of system salety, ang salety traiming pro

grams are continually refined. Consideration of the safety
budget is an important part of the procurement planning
process. New and improved safety regulations, standards,
and specifications have been developed to guide the safety
program of the Army. DoD and Army olrecuves instruc-
an .
cussed in par. 1-4.
Having reviewed briefly the history of system safety, let
us next examine one of the most potent forces shaping the
present and future impact of system safety —the effects of
product hability on the US Army.

1-3 PRODUCT LIABILITY

Product lhiability is the general term indicating that
manufacturers and sellers of products that prove to be
defective are hable for personal injuries to or damage to
the property of those using the products. Product liability
1S not new, bul the Icgul precedems durmg Ihe Iast 55 vr

eased: consequentl new lldblhl} cases are now being
reported everydayv. The justification is that the costs ot
injuries in liability cases should be borne by the manufac-
turers and seilers of the detective products. rather than by
the persons injured (Refs. 4 and 5). This great increase in

liability court

the number of

184 338830 w0

cases is supported by a
situation accepted as fact. namely. that some manufac-
turers produce unsafe products. Judgmenls and settle-
ments for very large sums are common.

The discussion lhul follows will ’\pluin why. I"or mi]—

ever, because of the 27 Ju
dccxslon—dlscussed in par. | -—military and other
Government contractors broad immunity
against such losses. Product liability as well as the tact
that safer equxpmem conmbutes to opera ationai capabll—

nen tha o~
ll\ are tn€ rcason

now have

requirements for contractor
1-3.1 THE CONTRACTOR AND THE
GOVERNMENT

As a sovereign power. the United States Government
cannot be sued without its consent. The Government has
never given its consent for any suits to be brought under

MIL-HDBK-764(MI)

any concepi of product liabili
an area of concern in the Army acquisition process? The
interest is financial because under all cost-type contracts
the Government agrees to indemnify (repay for loss) the
contractor for any damages he may be required to pay asa
result of litigation or settlement. Therefore, although the
Army contractor is the named defendant in a liability

f(\ \‘IL .L.r:
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Treasury. The cost of Army cquipmen.t f_haf. 1s proved
defective in a successful product liability suit will there-

fore include payments to reimburse the contractor.
In cases that involve adesign developed by a contractor
to satisfy the requ1rements of afunctional Army specifica-

tion, the liability of the Government may be himited
Withant a clanrluctated indamnitu slance aroinment mact
Without a clearly stated indemnity clause, argument must

be made by the contractor that some specific requirement
of the contract—i.e., specification, material, Government-
furnished equipment (GFE), or other factor—was the
root cause of the product defect that caused the injury.
This issue becomes more clouded because if the cause of
the defect were obvnous the contractor would have had

it to the Armv’s attention
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1-3.1.1

Some contractors are producing Army equipment that
is manufactured to specific, detailed, Army-provided
manufacturing specifications. The exact design of the
equipment is a contractual requirement to be fulfilied by
the contractor. Should this manufactured item be the
cause of injury to anyone—a Government civilian, a mil-
itary person. or a private citizen-—he can sue the contrac-
tor. The type of relief to the contractor through reimburse-
ment by the Government depends on the type of
indemnification clause in the contract.

Special Contractor Exposure

1-3.1.2 Relaxing the Immunity of the

Governmem
The Federal Torts Claims Act (FTCA) of 1946 pro-
vides for litigation of tort* claims in the Federal District
Courts. There are certain necessary conditions that must
be present to create a liability under the FTCA. The most

Ll olaee T sl slin laiioel o o
lrI]pUrl' Nt O1 1NESE ciemeEntis is wat i€ Sitddtuioi Oof act l 1
anection wac under Government control Claimants seek-
question was uncer Lrovernment CORtro:l, Liaimants seex

o . Cl

ing recovery under FTCA have advanced many theories
of Government control. Some of these theories follow:

“A. Contractual Provisions. The safety provisions
contained in a Government contract have greatly influ-
enced Government liabiiity. Typicai provisions of a
Government contract dealing with hazardous activities,
such as explosives manufacture, provide for Government
safety inspections in compliance with Government safety
manuals: standards and permit work stoppage if stan-

dards are not met. The contract additionally may require

*A tort is a breach of duty to exercise due care.



specified materials, designs and construction procedures
to be used. Such provisions can place the Government in
control of contract operations for safety purposes and can
make the Government liable for accidents involving the
contractor's employees.
“B. Good Samaritan
ity may arise by the Government performing duties in
connection with a contract which it is not obliged to
perform. Government emplovees nearly always volunteer
suggestions or recommendations to the contractor which

Doctrine. Government lLabil-

comments concern for safety conditions. This principle
may be illustrated by the ancient story of the blind man
crossing the street. If a bystander simply observes the

blind man threading his way through traffic across a busy
street, he is not responsible for an accident to the blind
person. On the other hand if he voluntarily assumes to
heip the biind man across the slreel he 1mmed1atelv comes

*“C. Another theory by which the Government is
held liable is based upon the Ownership of the Premises
Where the Contract is Performed. The law in most states
provides that the owner of real property must take certain
steps to protect the interest of persons invited on to the

land for business purposes. The owner must exercise
reasonable care to p_ror.ec,the <a ety fsur‘h pers ns This

to warn visitors of concealcd perils of which the owner
knows orshould know;i.e., GOCO [Government-owned,
contractor-operated] operations, Government ranges,
etc.
ized in the Contract’s Perjormame Aside from the
ownership of the premises upon which the contract is
being performed. it is possible to base a claim against the
Government on injuries caused by Government property
utilized in a contract’s performance.

“E. The next theory is Non-delegable Duties as to

Ultra-Hazardous Acts. Absolute liability can arise irre-
spective of how the Tort Feasor conducts himself; it is

imposed automatically w
a result of the decision to
hazardous activity.
“F. The next theory concerns Dis
M L. N

enany damages are incurred as
ngage in a dangerous or ultra-

m:“

cise or pcrformance...of discretion in any function or
duty...whether or not the discretion involved be abused.’
There has been general agreement that high level policy
decisions cannot result in habilitv. Where, however. the
decision occurs at the *operational’ level of governmental
activity, which is to say, when it 1s made by one who 1s
actively engaged in carrving out the work in the field.
there have been cases declaring that the Government is

liable for its acts or omissions.

1-4

“G. Anothertheory that has been utilized is Res Ipsa
Logquitor. This doctrine makes it impossible to sue the
Government under the FTCA without proving the negli-
gence of a specific employee. The cases applying this
doctrine typically list the following requirements for its
use:

(1) The instrumentality causing harm was within
the exclusive control of a Government employee.

(2) The Government employee was acting within
the scope of his employmem

howevcr it is often dlfﬁcul how sufﬁcxem control by

either party where both the Governmem and contractor

have partial control over the instrumentality allegedly

causing the claimant’s injury.
wry o

n. rmany there lS lnC [IL]E T
Incompetent Contracror.” (Ref. 6
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mployment of an

1-3.2 CONTRACTOR AND GOVERNMENT
LIABILITY AND THE MILITARY
PERSON

In past years the cot u hat n nly an but

ment responsible for injuries. A]though thc Governmem
was still immune from suit unless immunity was waived,
the contractor providing systems or services was open to
direct suit when his products or services caused injury.
| he courts were concernea that the safety features of a

lﬂ
defense that a person in the military assumes risks with
regard to the use of equipment not assumed by a civilian
was no longer allowed. The courts have stated that in
order for a military person to assume risk. he must be
aware of the danger (identification of specific hazards).
nd he must have a volumarv chonce whether or not to

Court decmon. however, in lhe case of Marine copilot
Boyle versus United Technologies changed the liability
responsibilities. The decision gave the mlhldrv and olher

rvice umhP"k and other
rvice memoers and otner

uwn

when caused by neghLently designed equipment. This
decision was a major victory for the military equipment
industry, which had been deluged in recent vears with
dozens of suits by injured military personnel and survi-
vors of dead personnel. Under the Supreme Court ruling,
manufacturers of aircraft, ground vehicles. and other
equipment cannot be held responsible for mishaps involv-
ing the items when thev have followed design and produc-
tion specifications established by US Government agen-
cies. The opinmion was based on the position that an




exemption to normal liability rules is justified for Govern-
ment contractors engaged in balancing the safety and
combat effectiveness of systems and equipment.

1-3.3 THE ROLE OF SYSTEM SAFETY IN
PRODUCT LIABILITY

Government attorneys and others are identifying the
alarming growth of the liability problem. These people
point out that if the equipment procured by the Army
were free of defects, there would be no injuries from
defects, and product liability litigation would not be an
Army problem. How can the Army approach this goal of
having defect-free equipment?

The foundation upon which to build defect-free Army
systems is a good product assurance program and a well-
integrated system safety program. Fortunately, more and
more contractors recognize that the best protection
against product liability is strict attention to the safety
and quality of their products and the adequacy of their
safety support. The basis for an expectation of success in
such a program must be the commitment by high-level
management to develop, produce and sell onlv high-
quality, safe products. Army materiel acquisition person-
nel must be committed to insisting upon this objective. To
be effective, this policy must be communicated to every
person who is involved in the Army acquisition process.

Good safety support in the Army acquisition process
starts with adequate consideration for safety during con-
cept exploration and continues throughout the acquisi-
tion process. In the fielded system complete disclosure of
remaining hazards must be provided in warnings. Instruc-
tions for operation, maintenance, or repair of the equip-
ment must also identify the dangers involved in perform-
ing these activities incorrectly. Anticipating foreseeable
misuse of Army equipment can become as important as
identifying the hazards due to normal use (Ref. 5).

1-3.4 PRODUCT LIABILITY SUMMARY

No binding rules regarding product lability can be
stated since each liability case is decided on its own merit.
Some generalized conclusions concerning product habil-
ity and the military are presented in this subparagraph.
These conclusions should be considered by developers of
Army materiel. In addition, Army procurement person-
nel should seek competent legal advice in every case con-
cerning product liability since court decisions change the
legal precedents rather often.

The conclusions follow:

l. An injured person, whether a military or civilian
Government employee or a member of the public at large,
may not sue the US Government for injuries because of
the combined effects of the theory of “sovereign immun-
ity”, the Federal Employees’ Compensation Act, and the
separate statutory system for compensation of military
personnel.

e 1n
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2. Aninjured person may sue any person or institu-
tion other than the Government, including individual
Government emplovees, co-workers, or contractor com-
panies. The principle of strict liability—the legal concept
wherein the defendant is liable without regard to fault or
negligence—applies equally to companies manufacturing
and distributing products to civilian consumers. This
right of action does not include the right of one military
person to sue another when both are performing their
official duties. However, if either military person s acting
outside the scope of his employment, with respect to any
action for damages, he is then treated as a member of the
public at large and may be held liable.

3. The Federal Tort Claims Act of 1946 makes the
Government liable for injuries to third persons (those
persons outside the Government). This statute provides
for third person recovery for injuries due to the negligent
and wrongful act or omission of any Government em-
ployee while acting within the scope of hisemplovment. It
operates in the same manner and to the same extent as a
private individual is responsible under like circumstances
(Ref. 4).

4. Although the Army contractually requires equip-
ment manufacturers to have system safety programs and
although the Army accepts the equipment, the manufac-
turer is legally responsible under strict liability concepts
to produce only safe products or services. A Government
employee, whether civilian or military, may sue the com-
pany selling the equipment that caused the injury. This is
a general statement; the execution of individual procure-
ment contracts requires specific advice from competent
legal counsel as previously stated.

5. Sometimes the intended military use of a product
requires that a safety feature present in a civilian version
of the product be eliminated. When this action is taken by
the managing activity, it may insulate the manufacturer
from liability when there is an injury that would have been
prevented by the eliminated safety feature. If the manu-
facturer is exempt from payment in such cases, the
Government will be paying the awards for damages. Of
course, it is important that the managing activity be aware
of any safety alteration to an “off-the-shelf” purchase for
military use.

1-4 SYSTEM SAFETY PROGRAM
REQUIREMENTS

The need for system safety programs has been recog-
nized at all command levels of the Department of
Defense, the Department of the Army. and the other
military departments. Regulations, directives, and mil-
itary standards have created the Army Safety Program
philosophy, objectives, concepts, and operating guide-
lines, which will be described briefly in the paragraphs
that follow. Since the system safety requirements are
found in documents issued by various headquarters, the

1-5
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discussion in the paragraphs that follow will be developed
around these various documems

. The field of occupational safety does overlap
some of the system safety activities, but it is not primarily
concerned with system safety engineering in the Army
materiel acquisition process. Therefore, it is not discussed
here. A point that should be made here is that the appro-

nriate reonlat: on o the Decunatianal Safetv and Health
priawl nusuluu i1 01wl wllupaniiiiarl Saitiy ana atanad

Administration (OSHA) must be followed for Army
materiel except where unique military requirements pre-
vent compliance.

2. Nuclear safety pertaining to the nuclear warhead
is unique Although the principies of system safety for

nuclear weapons are the same a
180
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weapons, the 'lnnhrahle {‘lll’f‘ ards, and spec -

fications for nuclear weapons a dequ: ment are a unique
group of documents. Because svstem safety for nuclear
weapons 1s such a highly specialized field. it is not
included here.

1-4.1 DEPARTMENT OF DEFENSE
DOCUMENTATION

The primary documents within the DoD relating to
military system acquisition are DoD Directive 5000.1
(Ret. 7)and DoD Instruction 5000.2 (Ref. 8). DoD Direc-
tive 5000.1 provides the highest ievel of gundanu. for the
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does state that operational suitability ot a system of which
satety 1s a part is of equal importance to operational
effectiveness.* Also it is stated in this directive that the
guidance in DoD Instruction 5000.2 shall be followed.
‘DoD instruction 5000.2 provides uniform procedures for
the direction and review of major system acquisition.
Program documentation i1s an essential part of these
procedures, and this documentation is required to con-
tain information concerning system safety.

The key “umbrella™ directive leading to the require-

entfor svstem safety programs is DoD Directive 1000.3

5 directive establishes the policy that pro-
. I )

general publlc from injury and or mcupatmnal illness.
DoD Directive 5000.36. Svstem Safety Engineering
and Management. (Ref. 10) is the main DoD document
directly related to svstem safetv. This document states the
hoagtahlichad ;
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Ref. 3). The programs
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accordance with MIL-STD-88 2
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*See Glossary for the definitions of operational suitability and
operational effectiveness.
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shall start with programnitiation and continue through
the acqunsmon process of a system. Prlmary emphasis
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ination, or control, of hazards before the production and

1-4.2 DEPARTMENT OF THE ARMY
DOCUMENTATION
The capstone document within the US Army relating to
materiel acquisition is AR 70-1, Systems A('quisition Pol-
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unique to the Armv Althouzh no system safetv require-
ments are stated in this regulation, it endorses the system
safety requirements in DoD Directive 5000.1 and DoD
Instruction 5000.2.

The overall Army safety program is a
385-10 (Ref. 1). As stated in par. 1-1.2, this
provides policy statements regarding the A
Program.

AR 385-16 (Ref. 12) implements DoD Directive
5000.36. This regulation provides the objectives. policy.
and engineering and management functions for system
safety. The responsibilities of the Army staff and the

maior comm: £
HiajUl coemmangs reiatleg e

cussed. This regulation also establishes Army system
safety actions for multiple-service acquisitions.

DA Pamphlet 385-16 (Ref. 13) provides combat devel-
opers, materiel developers, testers, independent evalua-
tors, and users mlh the information necessary to develop

e a and ff
lllllldlc all
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1-4.3 THE US ARMY MATERIEL
COMMAND DOCUMENTATION

All of the previously discussed documents affect directly
or indirectly the system safety activities at the Headquar-
ters of the US Army Materiel Command (AMC). The
AMC Commanding General has prepared supplements
1o ARs 385-10 and 385-16 (Refs. 14 and 15, respectively)

U AARS 50071V anll JOZ7 0 Uinvlis. 1T anll 12, atSpLieiivig

-

to establish satety policies and assign safety responsibili-
ties within AMC. AMC Supplement | to AR 385-16
establishes the system safety policies and requirements
within AMC and assigns approprnate system safety
responsibilities to the AMC Headquarters staff, to the

vvezione ol dinmata AvemmranAde A \\/l tn ANACT oo
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gram, project, or product managers, and to separate
g

a )
installations and activities reporting directly to HQ
AMC.
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The previousiy discussed documentation addresses the
general policies and requirements of system safety. These
documents dll"ef_‘f_l\ or mdxrec{!v refer the reader to M1 -

STID-882, System Saferv Program Requirements, for a
detailed discussion of the technical requirements of a



system safety program. This standard is the basic docu-
ment addressing in detail the requirements of a system
safety program and program plan. Contractual require-
ments related to system safety are also addressed. The
objectives of the system safety program and the system
safety tasks associated with each phase of the acquisition
process are presented. Detailed responsibilities of a con-
tractor and the Government activity managing the con-
tract are given. Other information in this standard
includes general safety factors to consider during system
design, a discussion of the various safety analyses that
should be conducted during the acquisition process, and
the criteria to be used as a guide for reccommendations on
the acceptance of risk.

1-5 SYSTEM SAFETY ENGINEERING
AND OTHER DISCIPLINES

Most all of the disciplines involved in the design, engi-
neering, production. and deployment of Armyv systems
are concerned in some way with system safety. Accord-
ingly, one of the primary functions of the system safety
engineer is to integrate the safety-related planning done
by various other disciplines. These other disciplines are
responsible for specific categories of safety planning, but
their primary responsibilities are for other services. For
example, reliability engineers are concerned with the fail-
ure rates of all components in a piece of equipment,
whether or not such failures are safety related.

System safety engineers have found that accidents are
caused by adverse environmental effects and by errors in
design, production, operations, maintenance, and dispos-
al. Thus each technical discipline or management activity
that can contribute to the elimination or minimization of
these accident causes should be integrated into the system
safety activities. Some of the principal technical activities
that can affect the safety of a system are discussed in the
subparagraphs that follow.

1-5.1 DESIGN ENGINEERING

Design engineering usually has a greater impact on
systemn safety than does any other discipline. Design defi-
ciencies can cause hazardous characteristics in a system,
and their presence may prevent the adequate control of
known hazards. Sometimes there is a domino effect. i.e.,
the lack of a good safety design may create other deficien-
cies that result in equipment failure or operatorerror. All
of which can lead to accidents.

System designers are concerned with meeting require-
ments for performance, weight, size, cost, reliability, and
other considerations in addition to safety. Until recently,
engineering schools placed very little emphasis on educat-
ing students in safety principles and methods. Therefore,
earlier graduates are not generally knowledgeable of the
techniques of designing for accident prevention. At least

I N\ etV // L] 1
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until very recently, the individual engineer could only
acquire knowledge of safety principles and methods
through experience. The amount of such experience in
safety differs considerably from engineer to engineer.

Design engineers are responsible for producing safe
designs, but system safety engineers must provide the
safety cniteria for their guidance, review the designs to
insure that the criteria have been observed, and either
analyze or teach designers to analyze the design for latent
hazards.

1-5.2  HUMAN FACTORS ENGINEERING

Human factors engineering is concerned with optimiz-
ing the system interface with humans whenever thev are in
the system. Human factors engineers analyze designs to
find ways to maximize error avoidance by the persons
who operate, maintain, store, and transport a system. In
addition to contributing hardware design features, this
discipline has a role in developing safe procedures to be
followed by personnel in each of the previously listed
categories that will minimize the perceived need or desire
to deviate from the prescribed steps.

-These engineers assist in developing training programs
designed to reduce human errors by teaching personnel
the correct techniques for their activities and the emer-
gency actions required to handle contingencies. In addi-
tion, studies of drawings, mock-ups, and prototypes by
human factors engineers often identify deficiencies in
concepts and designs. The results of such studies are
recommendations for human factors engineered, safety-
related changes. In their area of expertise, human factors
engineers can be valuable contributors to the overall sys-
tem safety program.

1-5.3 RELIABILITY ENGINEERING

Just as human factors engineers attempt to minimize
humanerrors leading to accidents, so reliability engineers
attempt to minimize equipment failures. Reliability engi-
neers predict the effects upon the equipment and the
operators that would result from failures of various com-
ponents. When either the frequency or the severity of the
end effects of the failure of a component would not be
acceptable. the reliability engineers will recommend a
change in design or an improvement in the quality of the
component. In some cases complete reliability analyses of
complex systems only for safety purposes have proved to
be extremely costly because in some instances only a few
of the many failures that could occur would result in
accidents. A procedure becoming increasingly important
in accident prevention is to make a reliability analvsis of
only those components that in the past have caused acci-
dents when they failed or of only those components that
other analvses have shown to be critical {rom a safety
standpoint (Ref. 16).
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system safety engineering. The first is insuring that the
hardware is desioned to avoid accidents caused bv eauin-

1ardware 1s gesigned 1o avelg accidents caused by equip

ment failure due to wear, inadequate servicing, lack of
suitable replacements, or reassembly errors. The second is
insuring that the design of the equipment does not
endanger the operators or maintenance personnel while
they are operating or maintaining the equipment.
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neer does the planning for
unscheduled maintenance to be performed on the hard-
ware. The maintenance engineering discipline contributes
to system safety in three categories First, it determines
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procedures by which the maintenance personnel conduct
the scheduled maintenance—with an objective of avoid-
ing accidents. Third, the maintenance engineer also
develops the sequences of detailed procedures to be fol-
lowed by the maintenance personnel in conducting un-
scheduled maintenance—again, with an objective of

avnaiding anridante
avululus ALVGIUCIILD
In general, the experienced maintenance engineering

personnel—whether working within that specific disci-
pline, as technical manual writers, or as training engineers—
are highly sensitive to the requirements of system safety.
They need system safety criteria, and their safety-related
pldnmng shouid be evaiuated for maximum effectiveness.
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the overall svstem safety nproeram
he ov I system salety program.

1-5.6 TEST ENGINEERING

Test engineering interacts closely with system safety
engineering. Safety analyses conducted previously by sys-
tem safety engineers will identify the hazards that will be
present in any test. Therefore, test engineers can develop
suitabie precautionary and protective measures. Con-

vercely tect engineer sersonnel can nerfor iohly
VEISEly, i&st € lglllccu 1€ personne: can periorm nigny
important system safety functions. They can venfy

npertant system salety lunction 1 can venfy

whether or not specific potential hazards exist in the
hardware, the procedures, or the environment; whether
controls for existing hazards are adequate; and whether
any unforeseen hazards are present. Failure rates and
modes can be determined or confirmed by test. The ade-

1-5.7 PRODUCTION ENGINEERING
With respect to the safety aspects of a design, the func-
tion of production engineering is to manufacture the prod-
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required, they must esearch and develop new tools, pro-
cesses, machines, and equipment. They must also inte-
grate the facilities and systems to produce quality prod-
ucts with minimum expenditures. To guide the produc-
tion planning process, it is necessary for designers and
system safety engineers to keep production personnel

infoarmed af ca nt\;,r\rlhnnl itemec matariale and nra.
INIormed Gi saicly-Critica: iteéms, matefriais, ang pro
cesses. Production engineering should make no changes

g
in these identified areas until the changes have been ana-
lyzed by the designers or system safety engineers for
potential effects.
Production personnel should be advised of safety-
critical items that must be given speciai care because of

ion personnel or because a nradnstian
1i0n personnd: 6r o€faust a progucuidn

azardct

hazardsto op
error could eventually result in failures in the fielded
equipment, which would be accompanied by accidents
(Ref. 17).

1-5.8 QUALITY ENGINEERING AND
CONTROL

Quality engineering and control activities are directed
primarily toward the prevention or minimization of the
produciion of defective items. Designers and system
safety personnel must notify quality engineering and con-
trol organizations of items that are safety critical by
means of notes on drawings or other documents so that
close, appropriate inspection methods can be developed
and special attention given to these items during inspec-

tion to avoid safety defects.

1. &0 INNITCTDIATYT LIVAIDND
1=0.7 INAIJUOD I NIAL I 1L UlLINL,

Industrial hygiene personnel are generally knowiedge-
ahla in anviranmantal and matariale mrahlame that ~can
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produce adverse effects on personnel. They are also famil-
1ar with test equipment that can be used to determine the

presence of deleterious substances. In addition, they are
familiar with hazardous events and mishaps that have
occurred in the field. Often they can inform a designer of
the existence of hazardous problems related to his spe-
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of today's sophisticated hardware must be oper-
ated and maintained in specific sequences of procedures
to attain optimum results ‘and avoid accidents. Thcrefore,
operators and maintenance personnel must be thoroughly
trained in order to minimize deviations from prescribed

procedures. The curriculum of training for these person-

mal chanld jnnlisda tha cafatu foatnirac Af A cuctam ~r
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product, the significance of warnings, the demonstration

of steps to be taken during contingencies, and other
information necessary to minimize errors that could



result in accidents. Designers must assist training person-
nel in the preparation of training curricula and manuals
to insure that the information passed on to trainees is
accurate, uncomplicated, unambiguous, and essential.

1-6 SYSTEM SAFETY ENGINEERING
AND MANAGEMENT ACTIVITIES

In addition to the different disciplines discussed in par.
1-5, there are management activities that also interface
with designers and system safety engineers to advance the
salety enon Some of these management activities are

~—

which causes accidents. Therefore. it is necessary to insure
that the items provided by vendors and subcontractors
meet the same design safety criteria imposed on the prime
contractor. Each contracting office should be educated to
insure that items selected for purc'hase meet the critenia
stipulated by the designer or the system safety engineer,
that these requirements are included in the contract being
negotiated, and that quality engineering personnel will
take positive steps to insure that design safety criteria
have been met.

1-6.2 BUDGETING

When budget cuts are necessary, safety or safety-
related programs are often considered expendable. It is
necessary that adequate funding for safety efforts be
included in program estimates. Without appropriate
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1. AR 385-10, The Army Safety Program, | February
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3. MlL STD-882B, Svstem Safety Program Require-
ments, 30 March 1984.

4. Letter, Headquarters, US Army Armament Readi-
ness Command, Rock Island Arsenal. IL. Subject:

Impact of Current Developments on the Legal Mis-
sion of AMCGC [US Armv Materiel Command,

Y g I mre T e caer mamun s amny
Commanding General], 7 January 1976.
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onasystem to be Drocured by DoD Occasnonally, one of
these requirements will be waived in order for the equip-
ment to accomplish the military mission. In some cases
DoD has been able to obtain exemption, such as for
certam Bureau of Radiological Health requirements

requirement, consultatxon wnh the J dge Advocate
General may be required.

1-7 COOPERATION U

INTEGRATION F
SAFETY LEVEL

Cooperation among various disciplines and activities is
essential to the creation of a safe system. Exactly how this
cooperation will be created and maintained depends upon
the organizational structure, the interests and effective-
ness, and the desires of top echelon management. If a
manager with an active interest in system safety stresses
that designers and other program personnel are to partic-
ipate actively in producing a safe system, a safe system

will result. However, if the manager’s interest is not evi-

R HIGHEST

dent or is nonexistent, a safe sysiem may result, and an
nmcafa cyctam ~can ragnlt
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Cooperation in safety efforts will be enhanced if all of

the parties concerned have a clear understandmg of safety
engineering concepts and objectives, if there are periodic
meetings of safety working groups, and if there is joint
participation in reviews to evaluate the safety probiems
and accomplishments during the acquisition process of a

system. The effectiveness of the system safetv program is
directly related to the aggressive and cooperative spirit of
all participants
TI"F
NUE

6. Course Material for System Safety Course, AMC
Field Safety Activity, Charlestown, IN, academic
year 1972

7. DoD Directive 5000.1, Major Svstem Acquisitions
12 March 1986.

8. DoD Instruction 5000. 2. Malor Svstem Acquisition
Procedures. 12 March 1986.

9. DoD Directive 1000.3, Accident Prevention, Safety.
and Occupational Health Policy for the Department
of Defense, 15 June 1976.

10. DoD Directive 5000.
and Managemeni. 6

36, Svstem Sufciy Engineering
December 1978.
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CHAPTER 2
SAFETY ENGINEERING CONCEPTS AND OBJECTIVES

This chapter focuses upon the primary objective of the Army system safety program—
opumum degree of sajet v within the constraints 0] operauonaz effect ¢ d
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concludes with examples

2-1 OBJECTIVES

The basic Army safety goal, as expressed in Army
Regulation (AR) 385-10 (Ref. 1), is to minimize the loss of
resources caused by preventable accidents and injuries.
This goal 15 implememed through svstem safetv programs

establish d. The primary objectives, as stated in A
16 (Ref. 2), are

1. “Maximize operational readiness and mission
protection through accident prevention by ensuring that
appropriate hazard control measures are designed into
the system in a timely manner and at minimum cost.”

2. “Ensure each safety and health risk for new
designs, materiels, processes, and techniques is eliminated
through design or controlled and that risks associated
with residual hazards are formally accepted and docu-
mented.”

QY MNAC i
J. lVlllllllllL

(Y
4. “ldPnhf\ hazards

1e system safety program hav

6

(]

—~

<

[

w

Q

—

~

-

o
(9]
oo
wn
]

—-

ystem or facnlity (hroughoul
figurations and all mission

with these hazards or eac
its life cycle in all possible co
variances.”
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5. “Ensure that modificatio to equipment or pro-
cedures and mission changes do not lessen the safety and

health aspects of a system.”

6. “Ensure that all systems can be demilitarized or
disposed of safely.”

7. “Ensure that system safety engineering and man-
agement principles are applied to developing basic tech-
nology for future systems.’

Close examination of the previously stated system
safety objectives indicates a fundamental system safety

goal, i.e., all of the system safety activities must be under-
taken in a timely, orderly, consistent, and programmed
manner throughout lhe life of a system. These activities
fforts undcrtaken as
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ualitative and quantitative methods of risk assessment, is presented. The
of tradeoff studies related to the safety of weapon systems.

System safety activities also must be cost-effective. The
cost of designed-in safety must be weighed against the

probabie savings resuiting {rom fewer accidents.

2-2 LIFE CYCLE APPROACH TO
SYSTEM SAFETY

nroach to system safety is based on the
idea that accident prevention measures must be initiated
as early as possible in the life of a system and carried
through to the end of its useful life. It is usually much
cheaper and more effective to design safety features into
an item of equipment than it is to add the safety features

arm wrad i
when the item is in production or in the field. Experience

indicates that some of the hazards in a newly designed
system will escape detection no matter how aggressive the
safety program. Therefore, the safety program for a sys-
tem must remain active throughout the life of the system
to insure that safety problems are recognized whenever

they arise and that appropriate corrective action is taken
In the life cycl roachtosystemsafety, the first step

e

s to tailor the safety program to meet the needs of the
system being acquired. A major Army acquisition pro-
gram will include in its system safety program almost all
of the elements identified in MIL-STD-882 (Ref. 3). A
small development program or a simple moamcauon of
fielded Army materiel will prob
standard. The points that follow
tailoring the safety program:

1. Mission requirements of the system

2. Size and complexity of the system

3. Quantities of the system to be fielded

4. Degree of confidence in the technologies used in

n
—
(=]

hly s
aoiy use po
w s

hould be considered in

5. Resources available for the system safety progra

6. Severity of hazards

7. Probability of the occurrence of an accident.
Afler the safety program is tailored to the specific
ety program
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activities that must occur during each phase of the life
cycle of the system. Following these steps will result in a

stemn safety program that can be conducted systemati-
1

Syst
a

(@] J‘V
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Associated with the life cycle approach to safety is the
identification, validation, technical description, and con-
trol of critical items*—an activity that begins with the
description of an operational system requirement (Ref.
4). This requires that adequate knowledge and recogni-
tion of critical items must be maintained by US Army

Materiel Command (AMC) agencies from the design
activity to purchasing, manufacturing, transportation

repair and/or overhaul, maintenance, and using activity.

The major elements of an effective system safety pro-
gram will be examined next. Following that, each phase
of the life cycle and the safety action related to each phase

will be discussed.

2-2.1 SAFETY PROGRAM ACTIONS
The list of safety program actions that follows is a

requirements and inputs of practicing professional svstem
safety engineers. The responsibilities of the various ele-
ments of the AMC for the safety program of a hardware

ystem are covered in AMC Suppiement i to AR 385-i6
R

tem safety program. In addition, establish milestones of
safety actions that safety managers will monitor for each
phase of the life cycle of the system.

2. Brief all program personnel,
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if practlcal 0

with safety personnel.

3. Identify as early as possible the potential hazards
that mlght exist in the proposed system as well as the
ds for their elimination or control.

and the
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requirements to be followed for control of hazards. State
the relative importance of system design features to elimi-
nate or control hazards instead of controlling the hazards
with auxiliary safety devices, warning devices, or reliance
on procedures and training.
5. Evaluate the complexity and hazards of the sys-
the

tem dpugn from a safety \mwpr“n( to determine whether

[S=1 40 R E Lo asailly O ULt iaaans

it will be compatible with the proposed skill levels of
operating and maintenance personnel in the proposed
field environment.

‘A criucal item is a part, assembly. installation, or production
system with one or more critical characteristics that. if not
confaorminog to the dacion da Faaiir o was

coniorming (6 tn€ daesign gata or quuuu requirement, would
result in an unsafe condition (Ref. 4).

2-2

6. Sequence the safety tasks to permit their orderly
accomplishment when needed.

-

7. Plan and schedule tests to obtai the safety data

ad fac cuctarm

needed for system design and to verify later the adequacy
of the design safeguards.

8. Coordinate activities of the other disciplines con-

tributing to system safety with those of the system safety

personnel.
9. Verify that the designers of the system have
accomphshed the followmg specxflc tasks required to
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b. Consultsafety personnel regarding safety design
criteria, potential problems, and possible solutions.
c. Review prescribed safety criteria and insure
they are incorporated in drawings and spec
d. Evaluate the system and its subsystems for
hazards, and coordinate the findings with safety personnel.
e. Identify any necessary safety devices, and, after
coordination with system safety personnel, include the
safety devices in the drawings and specifications.
f DlSCUSS with safety p ersonnel any mformauon
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LIFE CYCLE PHA
SAFETY REQUIREMEN
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Full-scale development
Production and deployment
5. Operating and support.
he first four pnases make up another grouping referred

ion process (Ref. 6).

e
1
2. Demonstrauon and validation
3
4

~
1

as
The number of phases of the acquisition process that
are needed in the acquisilion of a particular system will
depend on the requirements of the system. Two or more
of the phases could be combined, or possibly one or more
phases could be eliminated, in a small system employing
thoroughly understood, stdndardxzed technologies. Sev-
eral of the phases of zh acquisi can be elimi-
nated when a commercial S

Complex systems employmg state- of-lhe art technologv
normally will require all four phases of the acquisition

the mllnarv

ciated with the various life cycie phases, the res ’onsxbliuy
for management of the total system resides within AMC
agencies, which will implement policies and procedures to




assure that the objectives and requirements of Ref. 3 are
met (Ref. 5). Depending upon who is responsible for
performance in the various phases, the execution of the
specific actions detailed for the various life cycle phases
could be the responsibility of the contractor or in-house
AMUC activity. Ref. 7 describes the AMC participation
and responsibilities. During the operating and support
phase, however, the responsibility for safety liaison, mon-
itoring, and reporting is within the AMC commands. The
US Army Test and Evaluation Command (TECOM) has
the responsibility for accomplishing the safety verifica-
tion actions required during development testing to
determine whether test items are safe for operational
testing and Army use (Ref. 7).

2-2.2.1

Threat projections, technological forecasts, and capa-
bility studies identify the mission need for a new or
improved capability. When the need has been approved
(see par. 4, Ref. 6, for information concerning approval of
need), the program to satisfy this need enters the concept
exploration phase. The document identifying the mission
need specifies requirements that must be satisfied, but it
does not describe how the requirements are to be satisfied.
Hence the primary task of the concept exploration phase
is to examine several ways to satisfy the need and to select
the system design concept that most nearly satisfies these
requirements.

A system design concept is a quick, thumbnail descrip-
tion of a particular system—usually a composite formed
from general descriptions of all the major subsystems
believed necessary for the system. For example, one sys-
tem design concept for a mobile air defense weapon sys-
tem might include a 25-ton tracked vehicle with turbine
engine and hydromechanical transmission; armored hull;
high-speed turret containing a single-barrel, 80-mm auto-
matic cannon with a feed mechanism like that of the chain
gun; feed capacity of 85 rounds of proximity-fuzed, fixed
ammunition; directed by a turret-mounted, track-while-
scan millimeter band radar with first-scan, lock-on capa-
bility. Another system design concept for the same wea-
pon system might consist of a 5-ton unarmored wheeled
vehicle with a high-speed reciprocating diesel engine, fir-
ing four platform-mounted, 30-mm multibarrel auto-
matic cannon, etc.

System design concepts, or parts thereof, may come
from similar systems that are operational, from develop-
ments that have been completed but not placed in opera-
tional systems, or from new developments. Occasionally,
1t 1s necessary to conduct feasibility studies to learn how
new technologies can be developed to satisfy the require-
ment. Following the feasibility study, it may be necessary
to make a breadboard model to prove the application of
the new technology will satisfy the need.

When the most promising system design concepts are

Concept Exploration Phase
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assembled, they must be evaluated and the best selected.
The goal is to select the system design concept that will
best satisfy the mission need. No system will satisfy com-
pletely all of the requirements of the mission because
some of the requirements will conflict with one another.
The objective is to select the design concept that satisfies
as many of the needs of the mission as possible and the
one that satisfies the most important need most com-
pletely. One tool that is useful in evaluating conflicting
design concepts is the tradeoff study. Examples of trade-
off studies are given in Appendix 2A.

The system design concept that most nearly satisfies the
mission need is selected. It may seem that concern for
system safety is unnecessary during concept exploration
because most of the effort is focused on concept evalua-
tion and there is little concern for hardware development.
This is not the case, however; system safety should have
been a very important factor in the evaluation of each of
the design concepts. Also the overall System Safety Pro-
gram Plan (SSPP) should be initiated during this phase.
An SSPP is a description of the planned methods to be
used by a contractor or an in-house activity to implement
the tailored requirements of Ref. 3, including organiza-
tional responsibilities, resources, methods of accom-
plishment, milestones, depth of effort, and integration of
other program engineering and management activities
and related systems (Ref. 3). Specific system safety activi-
ties, from MIL-STD-882 (Ref. 3), for this phase follow:

1. “Prepare an SSPP to describe the proposed
integrated system safety effort for the concept explora-
tion phase.”

2. “Evaluate all considered materials, design fea-
tures, maintenance, servicing, operational concepts, and
environments which will affect safety throughout the life
cycle. Consider hazards which may be encountered in the
ultimate disposition of the entire system, or components
thereof, or of dedicated support equipment, which en-
compasses hazardous materials and substances.™

3. “Perform a [Preliminary Hazard Analysis]
PHA®* to identify hazards associated with each alterna-
tive concept.”

4. “ldentify possible safety interface problems in-
cluding problems associated with software-controlled
system functions.”

5. “Highlight special areas of safety consideration,
such as system limitations, risks, and man-rating require-
ments.” .

6. “Review safe and successful designs of similar
systems for consideration in alternative concepts.™

7. “Define the system safety requirements based on
past experience with similar systems.”

8. “Identify safety requirements that may require a
waiver during the system life cycle.”

*PHA identifies safety—critical areas. evaluates hazards. and

indicates safety design criteria to be used (Ref. 3).
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9. “Identify any safety design analysis, test, demon-
stration and validation requirements.”

10. “Document the system safety analyses, results,
and recommendations for each promising alternative sys-
tem concept.”

I1. “Prepare a summary report of the results of the
system safety tasks conducted during the program initia-
tion phase to support the decision-making process."

12. “Tailor the system safety program for the subse-
quent phases of the life cycle and include detailed
requirements in the appropriate demonstration and vali-
dation phase contractual documents.™.

2-2.2.2 Demonstration and Validation Phase

The purpose of the demonstration and validation phase
is to validate the system concept selected during the con-
ceptexploration phase. To validate the concept, it may be
necessary to build and test a prototype of some parts or all
parts of the system. Both a development test and an
operational test are conducted during this period on the
prototype hardware. AMC's responsibilities—exercised
by TECOM —associated with the verification of system
safety are defined in par. 6h(3)ae, Ref. 5. If the system
concept isdemonstrated adequately by passing the tests—
development and operational—the operational require-
ments that the system must meet to satisfy the require-
ment of the mission are stated in a document entitled
Required Operational Capability (ROC). The ROC must
be approved before the demonstration and validation
phase i1s considered complete.

Since during this phase the emphasis of development of
the system shifts from concept evaluation to initial hard-
ware design, it is a very important phase for system safety.
System safety should be ever present in the mind of the
designer so that safety can be designed into the system.
Also during this phase the major planning for the future
system safety activities takes place. Specific system safety
actions, from Ref. 3, for this phase follow:

. “Prepare or update the SSPP to describe the
proposed integrated system safety effort planned for the
demonstration and validation design phase.”

2. “Participate in tradeoff studies to reflect the
impact on system safety requirements and risk. Recom-
mend system design changes based on these studies to
make sure the optimum degree of safety is achieved con-
sistent with performance and system requirements.”

3. “Perform or update the PHA done during the
concept exploration phase to evaluate the configuration
to be tested. Prepare an [System Hazard Analysis] SHA
report of the test configuration considering the planned
test environment and test methods.™

4. “Establish system safety requirements for svstem
design and criteria for verifving that these requirements
have been met. Identify the requirements for inclusion in
the appropnate specifications.”

24

5. “Perform detailed hazard analyses [Subsysiem
Hazard Analysis] (SSHA or SHA)* of the design to
assess risk involved in test operation of the system hard-
ware or software. Obtain and include risk assessment of
other contractors' furnished equipment, of [Government-
Furnished Equipment] GFE, and of all interfacing and
ancillary equipment to be used during system demon-
stration tests. Identify the need for special tests to demon-
strate/evaluate safety functions.”

6. “ldentify critical parts and assemblies, produc-
tion techniques, assembly procedures, facilities, testing,
and inspection requirements which may affect safety and
will make sure:”

a. “Adequate safety provisions are included in the
planning and layout of the production line to establish
safety control of the demonstration system within the
production processes and operations.”

b. “Adequate safety provisions are included in
inspections, tests, procedures, and checklists for quality
control of the equipment being manufactured so that
safety achieved in design is maintained during pro-
duction.”

¢c. “Production and manufacturing control data
contain required warnings, cautions, and special safety
procedures.”

d. “Testing and evaluation are performed on early
production hardware to detect and correct safety defi-
ciencies at the earliest opportunity.”

€. “Minimum risk is involved in accepting and
using new design, materials, and production and test
techniques.”

7. “Establish analysis, inspection and test require-
ments for GFE or other contractor-furnished equipment
(hardware, software, and facilities) to verify prior to use
that applicable system safety requirements are satisfied.”

8. “Perform operating and support hazard analy-
ses of each test, and review all test plans and procedures.
Evaluate the interfaces between the test system configura-
tion and personnel, support equipment, special test
equipment, test facilities, and the test environment during
assembly, checkout, operation, foreseeable emergencies,
disassembly and/or teardown of the test configuration.
Make sure hazards identified by analyses and tests are
eliminated or the associated risk is minimized. Identify
the need for special tests to demonstrate or evaluate safety
of test functions.”

9. “Review training plans and programs for ade-
quate safety considerations.”

*SSHA identifies hazards associated with the design of a sub-
systemincluding component failure modes. critical human error
inputs. and hazards resulting from functional relationships
among components and equipments comprising each subsystem
(Ref. 3).

SHA determines safety problem areas of the total system design
including potential safety-critical human errors (Ret. 3).




10. “Review system operation and maintenance
publications for adequate safety considerations, and
ensure the inclusion of applicable Occupational Safety
and Health Administration (OSHA) requirements.”™

11. “Review logistic support pubiications for ade-
quate safety considerations, and ensure the inclusion of
applicable US Department of Transportation(DOT), US
Envxronmemal Protection Agency (EPA,)’ and OSHA
requirements.”

12. “Evaluate results of safety tests, failure analyses,
and mishap investigations pcrformed during the demon-
stration and vanaauon pnase Recommend redesign or

is d
~oncept design pt 1ase).
. “Make sure system safety requirements are in-
corporated into the system specification/design docu-
ment based on updated system safety studies, analyses,
and tests.”

14. “Prepare a summary report of the results of the
system safety tasks conducted during the demonstration
and validation phase to support the decision-making
process.”

15. “Continue to tailor the system safety program.
Prepare or update the SSPP for the full-scale...develop-

ment phase and production phase.”™

2-2.2.3 Full-Scale Development Phase

The objective of the full-scale development (FSD)
phase is to demonstrate that the system design validated
in the previous phase can go into production and that the
resuiting system satisfies the overail requirements o
mission. Included with the system are the princi
necessary for its production—i.e., the technical dat
package, operating and maintenance manuals, and repair
parts. The suitability of the production prototype is
determined by the conduct of additional development
tests and operational tests.

Specific safety actions, from Ref. 3, for this phase
fallow:

1. “Prepare or update as applicable the SSPP for
the full-scale development phase. Continue effective and
timely implementation of the SSPP during facility final
design phase.”

2. “Revie preummary engineering demgn

v Aecia
Y UllIE

3. “Update system safety requirements in system
specification/design documents.™

4. “Perform or update the SSHA, SHA, and
{Operating & Support Hazard Analysis] O&SHA* and

safety. studies concurrent with the design/test effort to
identify design and/or operating and support hazards.

a0 CIY A Y e T B

*O&SHA identifies hazards and recommends risk
alternatives during all phases of intended system use (

A~
eauction

0
3).

Recommend any required design changes and control
procedures.”

5. “Perform an O&SHA for each test, and review
all test pians and procedures. Evaluate the interfaces
between the test system configuration and personnel,
support equipment, special test equipment, test facilities,
and the test environment during assembly. checkout,
operations, foreseeable emergencies. disassembly, and/ or
teardown of the test configuration. Make sure hazards
identified by analyses and tests are eliminated or their
associated risk controlled. Idennfy the need for special

em cafntv functions.

p an
other contractors or GFE/G [ overnmcm Furnished
Property] (hardware, software. and facilities) to verify
prior to use that applicable system safety requirements
are satisfied.”

U
e SSHA. SHA and or
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7. “Identify and evaluate the effects of storage.
shelf life, packaging, transportation, handling, test, oper-
ation, and maintenance on the safety of the system and its
componcms *

rev
1TV

T ective action.”
9. dcntlfy, evaluate and provide safety consider-
ations or tradeoff studies.”

10. “Review appropriate engineering documentation
(drawings, specifications, etc.) to make sure safety con-
siderations have been incorporated.”

11. “Review logistic support publications for ade-
quate safety considerations, and ensure the inclusion of
applicable DOT, EPA, and OSHA requirements.”

12. “Verify the adequacy of safety and warning de-
vices, life support equipment, and personal protective

equipment.”
13,1

14. “Provide system safety surveillance and support
of test unit production and of planning for full-scale
production and deployment. Identify critical parts and
assemblies, productnon techniques, assembliy procedures,
facilities, testing, and inspection requxremems which may
affect safety and

a. “Adequate safety provisions are included in the
planning and layout of the production line to establish
safety control of the demonstration system within the
production process and operations.”

b. “*Adequate safety provisions are inciuded in
inspections, tests, procedures, and checklists for quality
control of the equipment being manufictured so that

safetv achieved in desngn 1S mamtamed during pro-
duction.”

will make sure”
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c. “Production and manufacturing controi data

contain requnred warnings, cautions, and special safety

dA s Tec.tmg d evaluation are performed on early

production hardware to detect and correct safety defi-
ciencies at the earliest opportunity.”

“Minimum risk is involved in accepting and

using new designs, materials, and production and test

chniques.’

15, “Make sure
test, maintenance, operation, and servicing provide for
safe disposal of expendable hazardous materials. Con-
sider any material or manufactured component (whether
or not an identifiable spare part or replenishable compo-
nent) when access to hazardous materiai wiii be required
by personnel during planned servicing, teardown, or

maintenance activities, or in rea 1_,onth\1 foreseeahle un-

planned events resulting from workplace operations.
Safety data developed in SSHAs, SHAs, and O&SHAs,
and summarized in safety assessment reports must also
identify any hazards which must be considered when the
system, or components thereof, are evemuaiiy demiiitar-
fead nemd cailione b n Aol /\r ....... hla fae £
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construction \"

16. “Prepare a summary report of the results of the
system safety tasks conducted during the full-scale devel-
opment phase to support the decision-making process.”

17. “Tailor system safety program requirements for
the production and depioyment phase.”.

The transition from a research and development model
to a production prototype—marked by the FSD phase—
is a critical one with regard to safety because engineering
changes will be introduced into the original design to
facilitate production. Itis the responsibility of the organi-
zation respomxb]e for safety—as emphasized by hem 14
of the previous pdrdgrdpll—lu be ex

that naineerina chano
tnal ¢ngineéering c<nang

ard model to facilitate Drod ction do not mdd-

a
[¥
3
=S
-
o a
(&%
)
18]
(a9
ZS
=
5 o

necessary to adapt draconian measures to emphasrze this
point. For example, when the 280-mm nuclear projectile
was introduced into the Army inventory 30 yr ago, pro-
duction €nglnccrb were denied ihe pr‘ivucgc of even umug-
ing the hinge on the warhead container without the con-
currence of the development agency responsible for the

safety of the projectile.

2-2.2.4 Production and Depioyment Phase
Durmg the producnon and deplow mcnt phase the sys-

\.‘V Y
tion ldevelonment tests and operational
tests. The main purposes of these tests are to determine
that deficiencies found by previous tests have been cor-

rected and that the system is ready for full production and
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issue to the troops. If the resuits of these tests are accept-
able, the system enters full-scale production.

The main concerns of system safety durine this nhase

R iV 1iadaiia VULV S SySiain SQitiy filig iiiS pan

are to insure that any additional changes introduced into
the system do not adversely affect safety. These changes
may be the result of deficiencies found during develop-
ment tests or operational tests, value engineering consid-
erations or producibiiity considerations. Specific safety
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1. “Prenare orundate the SSPPtoreflect the sustem
i rrepare orupgatetne sorrtoreliect thesysiem

safety program requirements for the production and
deployment phase.”

2. “ldentify critical parts and assemblies, produc-
tion techniques, assembly procedures, facilities, testing,
and inspection requirements which may affect safety and
will make sure”

a. “Adequate safety provisions are included in the
planning and layout of the productxon line to establish
safety control of the system within the production process
and operations.”

b. “Adequate safety provisions are included in
inspections, tests, procedures and checkiists for quaiity

c. “Production technical manuals or manufactur-
ing procedures contain required warnings, cautions, and
special procedures ”

d. “Minimum risk is invoived in accepting and
using new designs, materials, and production and test
techniques.™

3. “Verify that testing and evaluation is performed
onearly production hardware to detect and correct safety
deﬁciencies at the earliest opportunity.”

“Perform O&SHAS of each test, and review all

test environment during assembly, checkout, operation.
foreseeable emergencies, disassembly and/ or teardown of
the test configuration. Make sure hazards identified by
analyses and tests are eiiminated or their associated risk

5. “Review technical data for warnings, cautions,
and special procedures identified as requirements in the
O&SHA forsafe operation, maintenance, servicing, stor-
age, packaging, handling, and transportation.”

6. “Perform O&SHAs of deployment operations,
and re vrew all deploymem plan and procedures. Evalu-
h m bein ig deplcycd with

no facilities, and

eplovment envrronmem during transportation,
SlOl"déC, handling, assembly, installation, checkout, and
demonstration/test operations. Make sure hazards iden-
titied by analyses are eliminated or their associated risk is



reduced to an acceptable level.”

7. “Review procedures and monitor results of peri-
odic field inspections or tests (including recall-for-tests)
to make sure acceptable levels of safety are kept. Identify
major or critical characteristics of safety-significant items
eteriorate with age, environmental conditions, or
c

Make sure the safety 1mplrcauons of the changes are
considered in all configuration control actions.”

9. “Evaluate resuits of failure analyses and mishap
investigations. Recommcnd corrective action ”

“Conduct a safety review of pr oposed new oper-
ating and maintenance procedures, or changes, to make
sure the procedures, warnings, and cautions are adequate
and inherent safety is not degraded. These reviews shall be

~Do Ty

documented as upaates to the U&bhAs
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deficiencies for development of follow-on re
for modified or new systems.”

13. “Update safety documentation, such as design
handbooks, military standards and specifications, to
reflect safety ‘lessons learned’.”

14. *Evaluate the adequacy of safety and warning
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dcvu,cs life support equipment, and personn

2-2.2.5 Operating and Support Phase

The operating and support phase is the final phase and
extends throughout the useful life of the system; it ends
with the disposal of the system. During this phase, the
system safety organization or person assigned the safety
resp0n51b1hty provrdes saiety~rclated harson to other
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system depots. The depots aware of system rformance
by virtue of its supply and maintenance dCIlVlthS and
contact with user maintenance units, discover system
madequacres that require correctlon to rmprove rcllabrl-

rrected by retrofit—the retrofit actions hav
evaluated to insure that they have not introduced another
hazard—at the depot or by mtermedrate maintenance
units. The depots also assist in investigating problems and
accrdent volvmg the system and in determrmng correc-

MIL-HDBK-764(MI)

Insure that the system is operated in accordance
with prescribed procedures—observance of warnings and
cautions—to preserve system integrity.

2. Insure that the user and AMC development activ-
ation for

Yy | P
leUIl“lg materiel UCIILICHLIC& S5d

mishang

masnaps.

3. Insure that mishaps, near-misses, and safety defi-
ciencies are reported—after proper investigation—by the
users to the system safety organization of the develop-
ment activity.

4. Insure that safcty revrews are conducted perrodr-
reviews should seek to id

!
tems, and the frcquencv of occurrence.
The system development organization, acting upon
information provided by the depot command, should

1. Review datafromthe Army Sample Data Collec-

tion (SDC) Program.

o] Daorf s maicolenen neen Tesoie

«. OO midliap analysis

3 Prenare safetv innuts to nroduct imnrovement

2. rreparc saicly inpuss 1o proguct improvement
studies and /or recommendations.

4. Provide safety evaluation of fielded materiel as
“lessons learned™ for distribution to other materiel devel-
opment organizations and depots.

5. Review safety aspects of proposed overhaul or

retrofit actions
6. Reassess and update data for safe demilitariza-
tion and disposal.

7. Monitor the updating of publications.

8. Monitor the continuation of training.
These activities continue throughout the useful life of
the system. The operating and support phase contains one
more safety-related activity, i.e., disposai of the system,
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2-2.2.5.1 Disposal Action

Disposal of a system or its subsystems, assemblies, or

components is conducted for three principal reasons,
namely,

result of damage or failure, individual units are
subjcct to disposal at anytime during their useful life.
However, the remaining units—usually the majority—
will be disposed of at the end of the operating and support
phase.

Disposai actlons may invoive

<

1
stly, critical, or reusable
tly, cntical , 0 ble p«:

matenals
3. Transfer or sale to a friendly or allied nation.



access io sensitive information about the weapon system
hy nnantharized narcanc ar the renice af materiel in a

by unauthorized persons or the reuse of materiel in an
unauthorized manner. Since military equipment must

eventually be disposed of, consideration must be given
during the acquisition process to designs that will permit
safe demilitarization and disposal

tant canciderat: ¢ SQuctamc aining avnlacivec
sQaiIrt LuUHIsIuvIavy 1135. u!au..ulo i alllllls \rl\’ll\lﬂl'\ro,
chemicals, or radioactive materials compose special
environmental as well as safety problems during disposal

Mechanical systems—such as energized springs, charged

hydraulic units, and pressurized bottles—also present
safety hazards. Systems released for commercial scrap
er demuuanzauon eg., a 'omoat vehicle, must be

e ! e [v]
ing deslrucuon plan must be developcd tha
implemented that protects personnel and the environ-
ment. The disposal of hazardous materials is a very spe-
cialized action and should not be undertaken without
expert assistance.

2-2.2.5.2 Disposal Safety Considerations
Tahle 2.1 rantaince cafetv rancideratinne far dicnncal
Table 2-1 contains safety considerations for disposal
tasks that should be accomplished—beginning in the con-

TABLE 2-1. DISPOSAL SAFETY
CONSIDERATIONS AND TASKS

1. Establish the limits of damage or injury capability of a
subsystem, assembly, or component.

2. Determine and identify the special procedures and
equipment needed for handling and disposal; prepare
detailed instructions for implementing the procedures.

3. Determine whether or not the material or its constitu-
ents can be safely reused.

4. Determine and identify the characteristics and amounts
of hazardous material present in each item.

S. Determine the safeguards that should be employed
during the disposal operations.
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0. D lCIrﬂlﬂC current DCIVILC lcquucmcnu 10T AesSiruc-
tion, such as Supply Bulletin 755-140-1, Ammunition
Disposition. Insure that any procedures nrescnbcd are
in accordance with those requxremems

7. Determine whether societal impacts will occur during
disposal, such as transportation through civilian com-
munities and effects on environment
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m Safety Life Cycle Checklist

To insure that safety is considered by the various en
neering disciplines engaged in development programs,
checklists are used in many engineering and operating
activities. Within safety programs there are also many
types of useful checklists. Table 2-2 is considered one of

thc most usetul checkhsts for the salety engmeer because
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lemented, and progr:
manner. Thxs checklist can be aoohed in each nhase of the
materiel acquisition process. Tailoring may be required to
make the list apply to unusual circumstances of a particu-

lar program; this can be accomplished easily.
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annroach to svstem safetv?
approach to system safety”

S s At nmnnmememliol diiede o mitrrant mhaca ~Afela
C)\PCLtCU [£8) dLLUlllpllbll UUI llls l. C Iic lt plldbC Ul tllc
life cycle?

ager or engineer who has bee"x appOiﬁlcu for this
nrogram?
program

5. Have d sngner s been provided with the safety criteria
1. ™ oazra

6. Aredesigners familiar with the types of safety analyses
hat they may be expected to perform or that they will
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b concideratione of sustem safetyv heino included in

&. ATe consigerations O1 system saifly ofing inGiuded in
all interdisciplinary design reviews?
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aCqQuisition process (o insure tnat unacceplan:t ris<s
are eliminated from the system in a timely, cost-
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tradeoff, and other design studies?



2-3 DESIGN CRITERIA, SAFETY
ANALYSES. AND SAFETY
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been focused upon the primary objective of the Army
safety program, i.e., cost-effectiveness, which is to be
achieved by eliminating or controlling the hazards as
early as possible in the life cycle of that system. The
various phases in the life cycle of a typical system were
then examined to show how system safety is applied

mrAncracosvalis amd Aot affanticalsy Thaliacin tAanle cnfater
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design criteria, safety an.aly<es and safety verification—

w will be presented.
This paragraph addrcsses four main questions, i.e.,
1. Where do safety design criteria originate?
2. What role does safety engineering play in dissem-
inating these criteria?
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safety analyses?
4. How can thesafety engineer verify the safe design
of a system?

Whether the Army safety engineer is working with an
Army program in-house or is supporting the program or
project contracted for, he must be familiar with the appli-
cable safety design criteria. These criteria arise from many
sources. A likely starting point is the historical safety
information on predecessor systems and the application
of lessons learned. Historical safety information is avail-
able from the following sources (Ref. 8):

i. The US Army Safety Center (USASC) maintains
a computerized data base, the Army Safety Ma
Information System (ASMIS), containing accident in-
formation. Safety lessons learned are also available.
Information can be obtained from USASC, ATTN:
PESC-D, Fort Rucker, AL 36362-5363.

2. The US Army Human Engineering Laboratory
(HEL) develops lessons learned in the area of human
factors. Information can be obtained from HEL.. ATTN:

a
1aCiO5. 1Tulimaulin Lail U0 OutdnilG 110l (41,

AMXHE-DA, Aberdeen Proving Ground. MD 21005-
5001.

3. The US Army Materiel Readiness Support Activ-
ity (MRS A) maintains the maintenance data base, inte-
grared logistic support (ILS) lessons learned, and has

aklichad ¢tha MammAwar
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process of developmg a health hazard assessment data
base. Information can be obtained from MRSA, ATTN:
AMXMD-EI, Lexington, KY 40511-5105.

4. The Air Force maintains a lessons learned data
base. All lessons learned, inuuun‘lg Saxclv are consoli-
dated at the Air Force Acquisition Logistics Center
(AFALC) by the Directorate of Lessons Learned. Infor-
mation can be obtained from AFALC, AFALC 'PTL,
Wright-Patterson AFB, OH 45433,

MIL-HDBK-764(MI)

5. The Navy maintains computerized safety lessons
learned and accident data. Information can be obtained
from the Naval Safety Center, Code 90, Naval Air Sta-
tion, Norfolk, VA 23511.

6. The US Army Materiel o'y'Su‘:mS r\um}‘SiS Ac uvu\
(AMSAA) prepares liaison activity reports that compile
safety-related and other data regarding user perceptions
on the effectiveness of fielded systems. Information can
be obtained from AMSAA, ATTN: AMXSY-L, Aber-
deen Proving Ground, MD 21005-5071.

7. The materiel proponent maintains safety-of-flight,
safety-of-use, equipment improvement, and qual ty defi-
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pared by anyone in the Army who identifies a quality
defect in a specific Army item—can be obtained from the
Quality Assurance Directorate of the appropriate Army
command. An Equipment Improvement Report (EIR)
offers a suggested change to improve the design of anitem
of Army materiel. EIRs are stored at the responsible
commodity command; copies may be obtained by written
request. Additional information on QDRs and EIRs can
be obtained from DA PAM 385-16 (Ref. 13) and DA
PAM 738-751 (Ref. 12).

Q ThaDNea l'A.\peT ke

o
can provide information on research being planned,
research currently being performed, and results of com-
pleted research. Information can be obtained from DTIC,
ATTN: DTIC-DDR-I, Cameron Station, Alexandria,
VA 22314,

§. Users of predecessor systems maintain historical
safety information. User safety offices at major Arm
commands can provide system safety input.

Additional sources of safety data are specifications and
standards for specific types of materiel that are sponsored
by the Army, DoD, other Government agencies, and

private professional groups such as the American

Alnstimnmanl Cetansmdacde Tace: st L ANCITY nnrl tha CTAniar <1
INationai Standaarads institute (ANS1) and tne >Society ol
Automotive Engineers (SAE). Civil codes are appro-

0
Automotive Engi
priate sources of safety critieria if the new materiel will be

developed, tested, or operated in areas that are under the
control of a civil authority. Commercial safety criteria are
applicable for commercial items, e.g., passenger vehicles
and trucks, which are introduced directly into the Army

Safety criteria are often confused with safety require-
ments. The distinguishing characteristic is simply that
safety criteria are broad in coverage and that safety
requirements are more detailed. For example. safety
criteria may require that the hardware be designed such

that a specific unwanted event cannot occur unless three
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independent failures take place. The comparable safety
requirement may state that the same unwanted event
cannot occur uniess three specific switches faii in a spe-
cific sequence and manner.

Safety guidance may be conveyed by safety criteriaas a
performance objective or as a specified safety require-
ment. The performance objective establishes the desired
end result; it specifies how the system will perform but not
the specific means by which the objective is obtained. The
designer is permitted to select the means of achieving the
objective through the choice ofdesign dimensions, mate-
ria}s and other considerations. On the other h uauu, a
specified safety requirement dictates the exact design;
length, width, and height; construction; finish; and other
detail concerning the object. Most designers prefer the
performance objective because it is less restrictive, but
specified requirements can be beneficial. For example, a
specified safety requirement may state that the openingin
a guard to protect the fingers of an operator will be no
greater than a specified dimension. Thus the designer

does not have to research and establish anew the correct

size of the opening as he would if given a performance
objective such as, “The opening will not be large enough
to permit the operator’s finger to enter the danger zone.™.

Not every existing military specification or standard
covers all aspects of design neatly for a given category of
equipment. An exception is MIL-STD-454 (Ref. 8),
which contains safety requirements applicable to all elec-
trical and electronic systems developed for the Army and
other DoD agencies. There is no similar document, how-
ever, that applies to all pressure systems, for example. In
such a case, safety criteria and requirements applicable to
a particular acquisition program must be compiled from a
group of documents related to various aspects and com-
ponems of the pressure system. Unfortunately, the multi-
pm.u_y o1 safew data derived from various kinds of stan-
dards and specifications, codes, books of rules, and man-
uals may make the designer’s task of selecting the appli-
cable criteria or specification difficult. In these instances
the safety engineer can assist the design engineer in mak-
ing the proper choice.

Certain safety criteria and requirements appear Lo be so
fundamental that they are referred to as “good engineer-
ing practices”. Unfortunately,new design engineers spend

many years learning these fundamental practices, and,

often by the time the designers have acquired these skills,
the engineers have been promoted to positions that may
be more administrative than technical. Consequently, the
safety engineer should be encouraged to record and pub-
lish these “good engineering practices” in the form of
specific safety requirements.

The safety engineer should not perfunctorily distribute
safety data to designers; the safety engineer should do his
homework first, i.e., consider the etffect that various safety
criteria and specifications will have on the system. Even
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when safety criteria and specifications are applied to a
system conscientiously, unsafe conditions—which can
only be revealed by analyses, studies, and tests—may still
be present in the system. For example, a requirement in
an electrical standard stipulates that a red button will be
provided to shut off power to the equipment in an emer-
gency. Questions arise, however, that can only be an-
swered by analysis or test, which must be performed
before incorporating the safety device. Example ques-
tions that require answers are

1. What conditions constitute an emergency?

2. Can the need for the i 1
eliminated?

3. Can design action be taken to prevent an
emergency?

4. Can a person involved in an emergency situation
reach and use the red button if it is incorporated?

5. What will be the consequences of pushing the red
button and shutting off the power?

6. Will the emergency system react fast enough to
avoid and minimize |n|||rv or damaop"

7. Do tests venfy xhat the emergency system will
operate as required?

A good rule to follow is to perform a safety analysis
before applying a proposed safety criterion or require-
ment to verify that it will provide the desired safety effect.
Accordingly, safety analyses must supplement the use of
safety-imposed directions. In some cases, directly appli-
cable analyses exist for related systems and are available
through the Army SDC program. In this case, the only
necessary action required by the safety engineer is to
verify that the applicable safety information is distributed
and used as appropriate. For example, certain electrical
kazards are so well-known from accident investigations
and analyses that prevenuve measures have been devel-

aoned nc cafaty raguiremanto_: alactrical incula
Opea as saifly régquirements—i.€., €ieCiricai insuiation,

bonding, or grounding. The designer does not have to
consider how to implement a safety criterion to eliminate
an electrical hazard; he simply applies the requirements
already developed. The adequacy of the insulation used,
however, may require verification by test.
Insummary, early in the system development program,
the safety engineer assembles applicable safety design
data from a wide variety of sources. As required, he then
distributes the information to design engineers involved
in the program. When questions arise, he interprets the
safety criteria and lists them according to priority. For his
own use the safety engineer evaluates the probable effects
of the various safety criteria and requirements on the
system being designed. He identifies those system data
items that might produce questionable or marginal effects
or will enhance system safety, conducts safety analyses of
those applications, and conveys the results to the
designers. The other major activity performed by the
safetv engineer is to verify the safety of the system. Safety
verification is described in par. 2-3.2.

S U S S




2-3.2 METHODS OF PROQF OF SAFETY
Safety demands having been designed into a system,
the safety must be venf!ed with proof that the system or

any of its subsystems or components has or does not have
specific properties, wxll or will not behave in a given
manner, and can or cannot perform specific operations.
Verification may be accomplished through four different

~

memods or combination of these methods, as foilows:

1 Asenl.. oo A el Af doaciom analucic
I. Anaiysis. A prooi-oif-design analysis consists of
analyzing the original engineering calculations to deter-

| .
mine whether the design hardware will maintain its integ-
rity when performing as required. Loads and stresses, and
the dimensions of different materials to provide these
strengthS' and acceleration, velocity, and reaction time
ed. Ot her englneermg calculauons made by
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ness of a specified metal for a pressure vessel or the
specification of the number and size of bolts to join two
parts of anequipment frame together. Although used for
safety purposes, the proof-of-design analysis is not con-
smerea a saxely analysis in the sense of those analyses

2. Examination or Inspection. This type of verifica-
tion consists of personal observation to determine whether
a specific adverse condition exists or to identify evidence
of workmanship or the presence of an unsuitable or pro-
scribed material. The process includes gaging or measur-

mg to insure comphance with requxremems and mspect-
........ A ;

P oY P v Aasiinac .
i ig 107 tne presence of lcquucu salety ae /ices. Generally,
verification by examination is accomplished without the

use of special laboratory equipment or procedures.
Examples of conditions typically verified by examination
are the presence of mechanical hazards that can cause
injury to human appendages or flesh, electrical circuits
open to human contact, and warning labels and the

P ~F o Lo e
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Demonsirations. Demonstrauons are conducted
to show that safe operations can be achieved as claimed
and specified. Demonstrations usually involve a “go™ or
“no go™ situation, i.e., that a piece of equipment will
operate in a safe, desirable manner and not in an unsafe,

ty. Examp

the use of an emergency bunon W|ll halt the operanon ofa

piece of equipment or the demonstration that a fabric or

insulation is either nonflammable or self-extinguishing.
4. Tests. 1 ests are a means ot verification in which

. :
fall wmhi_n the requi

specified load, stress, or other condition wil t cau
failure, damage, or a hazardous condmon mples
include proof-or-burst tests on pressure vessels tests of

equipment sound levels, and tests of bolt strength.

and other program team members, but the forum in
which he presents the results of his work, and in turn is
formally apprised of programs and problems, is the
design review. Because the review importam to the

safety engineer as a principal cha nnei of communication,
the two reviews likely to be encountered are described,

1. Interdisciplinary Design Review. This is a review
and evaluation of the design that was conceived, pro-
posed, or created in the materiel acquisition process. It is
not a safety design review as such, but each of the ele-

~

ments covered wiil have a safety connoiation.

2. Specific Safety Review. This review is performed
specifically to evaluate the safety features of a system and

its subsystems.

These reviews are discussed in pars. 2-4.1 and 2-4.2,
respectively.
2-4.1 INTERDISCIPLINARY DESIGN
DILYUIL W
NLVYILYVYY

concerned. Common examples are Prehmmarv De51gn
Reviews (PDRs) and Critical Design Reviews (CDRs).
These design reviews may be conducted at the direction of
any level of management for in-house or contracted pro-
grams. A program manager, company manager, Or acqui-

Citime mnbieriter AmsmamanmAdar ~nm oA A ravrinur tn avnlitata
sition d\.tlvliy commander can hold a review to evaluate
an entire program to decide whether it should continue as

is or whether it requires changes, corrections, or addi-
tional efforts. Sxmxlarly, a supervisor responsible for the
design of a unit or subsystem may hold reviews to deter-
mine progress, direction, and details of the unit or subsys-
tem design
Inf S

will cover the goals to be achieved 0
their accomplishment, the progress made and the Drob-
lems encountered. Frequently, the action recommended
in a design review is based on a consideration of safety.
Before a specific action is recommended or adopied, a
documented tradeoff study should be prepared (See
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possible revmiive or correciive measures
T..e ana!yses given by a system safety engineer in a

hazards, methods used to ellmmate or control the hazards,
or assurance that specific hazards will not be present.
Designers at the review may respond with options for
hazard control the salient features of each option, and
recommended action.

mm
2-4.2 SPECIFIC SAFETY REVIEW

These reviews are devoted specifically to evaluations of
the safety features of a system. The review might encom-
pass the entire system, a subsystem or component, or a
specific safety feature of the system. Reviews may be

undertaken at the request of an outside safety organiza-
tion, or they may be requested or required by the program
manager at a specific milestone in the p_rogram; or they

may be convened by the system safety organization of the
program. For example, the system safety orgamzatxon
may request that a board experienced in explosive safety
mauers review the t)pes effects, and saieguards that

the AMC Fuze Board to insure tha the provisions of
MIL-STD-1316 (Ref. 14) have been met or an ad hoc
board convened to examine a specific feature.
Army acquisition activities also may convene reviews
with system salety working{ad hoc) group members from
f

ad icere tha nrahahle 1nos c"p
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meelmgs eitherth
a test activity presents safety-related information about
the entire system or any of its aspects. The group recom-
mends to the program manager that the acquisition pro-
cess 1s to proceed, or it may direct changes or additional

Within a contractor o.rganizatir n the internal system
safety review group is sometimes designated by other
titles, but it serves a simllar function. Usually the system
safety working group is a committee—reporting to a
higher management level—of representatives from devel-
opment, test, proaucuon quality control, ana other
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lems encountered in th
the system.

~ - oeww

2-5 RISK MANAGEMENT

According to MIL-STD-882 (Ref. 3). risk is defined as
“an expression of possibility of a mlshap in terms of

PO X

. The ochctwe of

saf‘t‘y e xgmeer, however, cannot accomplish this alone.
His job is to make recommendations, backed by sound
research and analysis data, to the program management

team. The program management team weighs the safety
engineer’s data and outside factors to arrive at informed
decisions regarding changes in the system to optimize
safcty The process by which the safety engineer gathers
d generates his recommendations is caiied risk
b graphs that follow, the steps involved in risk
management are investigated. As a first step, the safety
engineer analyzes each facet in the planned use of the new
system and identifies the potential hazards. Next he analy-
zes the risk represented by each hazard. Two major
methods—quantitative and qualitative—are used to assess

risks. As the final step, the safety engineer recommends
hat the risk be eliminated, controlled, or accepted.
2-5.1 HAZARD IDENTIFICATION—
NECESSARY FIRST STEP
To make risk assessments of the hazards in any system,
those hazards must be known. Therefore, hazard identifi-
cation must be the initial step in any risk management

program. (Methods of analysis used to identify hazards
are described in detail in Part Two of this handbook.)
Each particular mode of system operation must be analy-
zed to identify the hazards associated with it. For exam-

ple, some hazards that are encountered in mission opera-
tion may not apply to maintenance operations and vice
versa. Evenin a particular mode of operation therecan be

separate operating elements—e.g., refueling of combat
VCthlCS during battle—that require individual analysis.
In each case, only the hazards present in that particular
element are considered in risk assessment. After the
hazards have been identified, the represented r isks must

be assessed. Of the two major methods for assessing risk,
the quantitative methods (par. 2-5.2) are discusscd first.

2-5.2 QUANTITATIVE RISK ASSESSMENT
METHODS

Numerous quantitative risk assessment methods have
been in use for a long time. Many were developed for
specific purposes and have met with varying degrees of
success. The examples to be discussed are probabilities of
occurrence, toxicology quammcauon relative numerical
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2-5.2.1 Probabilities of Occurrence

The calculation of the probabilities of part failure rates
to support reliability predictions of new materiel in the
acquisition process are also useful for safety analyses and
risk assessments. To understand more about the strengths
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Probabilities are used as the basis for risk acceptance
and rate setting in much of the insurance industry. For
example, life insurance is based on experience data
derived from mortality statistics. However. even with life
insurance, for which ample data have been accumulated
over a long time for large populalions the predictions

| " Ads ha ncad with
must oe upua;cu pcuuuu,auy if uu.y are to ot usea wiln

confidence. Although the life insurance industry can
make reasonably accurate predictions over the long term,
its predictions for the short term or for individuals are

ftan in arrar Tha
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predictions on past data with foreseeable adjustments,
will predict that during a given holiday there probably
will be a certain number of accidents and a specific

numhar af narcance Lkillad Haweaevar a chanae ciich ac a
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sudden onset of bad weather, or an increase in the price of
gasoline, or a popular sports event shown on television
during that hoiiday may reduce the actuai number of
accidents and deaths far below that predicted. Even
though accident statistics provide a large data base, cir-
cumstances do affect the short-term accident predictions.
Circumsiances aiso wiii affect prediciion in Army maie-

I'IPI ar‘nulclhnn prnarnm:

Far less reliable than traffic accident and mortality

predictions are the predictions of occurrences of low

probability evenis such as airpiane crashes, train wrecks,
and mrnlncinnq of chemical nlnntc Not nnlv are the fore-

casters hampered by a smaller number of statistics but
also they have great difficulty finding comparable cir-
cumstances because an accident caused by equipment
failure generally leads to corrective actions, which changes
the original conditions and circumstances. This invali-
dates the prevrous experience data. An example of unre-
lated data is that periaming to accidential fires in r\imy
tanks previously fueled with gasoline when diesel engines
were introduced. These data for gasoline fuel, however,
were not valid for accident predictions involving diesel
fuel becaiise the conditions were not the same.
Recognizing that a new system may not have the same
conditions as fielded equipment and that the exact condi-
tions for the new system may not be definable until the

Ay e all alama NMMIT _CTIN_QQD (Daf 2\ ctatac
prugiaii iS weii alvulig, IVI1L -0 1 L7004 (L1, J) Staild in

par.5.4.3.2, " Assigning a quantitative hazard is generally
not possible early in the design process.”.

In spite of these limitations, probabilistic methods of
risk assessment are still being employed—e.g., in predic-
tions of failure rates and by assignments of probabilities
to occurrence of specific failures.

2-5.2.2 Toxicology Quantification

Ref. 15 attributes this statement to Paracelsus (1493-
1541): “All things are poisons, for there is nothing without
poisonous quaiities. it is oniy the dose which makes the

thino anoison.”. For risk assessments involvine the toxic

...... s1CHL voAL

effects of hazardous materials, it has been proven that the
dosage or amount of the chemical required to produce

harm is the most important factor. The hazard is the
nrnhahllltv that injury will be caused by the circumstan-

ces of the exposure (Ref. 15). ’
Toxicity can be subdivided on the basis of
i. Duration of exposure from shori- to iong-term
2. Site of action of the toxic agent at point of contact
or by absorption.

MIL-HDBK-764(MI)

To establish the conditions for accurate risk assessment of
toxicity at least six other factors shouid be considered
(Ref. 15), i.e.,

1. Route of exposure

2. Type of formulation or state of dispersion of
toxicant

Tﬁmnprat ur
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4. Humidity
S Physiologic condition of suspect

6. Interaciion of toxicant with other chemicals or

To understand the numbers and notations associated
with toxicity risk assessments, several examples are pre-

sented. LDso is the term commonly used to present a
ctatistical estimate of the dnqaoe necessary to kill 509% of

an infinite population of test animals. EDso is the dosage
necessary to produce a particular effect in 509% of an
infinite population of iest animais. In these exampies, the
L stands for lethal, E for effective, and D for dose; the 50
represents percent affected.

For industrial and occupational exposure restrictions
10 airborneE Concenirations, the notation TLV{ s Threshold
Limit Value)—formerly known as Maximum Allowable
Concemration (MAC)——is used. Although LDs; and
EDso are experimentally derived, the TLVs are arbitrarily
set on the basis of the best data available. The TLV
number represents the maximum concentration of air-
borne material—i.e., dusts, fumes, mists, vapors, or
gases—to which workers may be exposed. Under speci-
fied conditions no significant harm i1s expected if the
worker is exposed to the TLV environment eight hours a
day for five days a week.

It is evident that toxicological risk assessment 1s highly
Spccialized Prior to atlunuyuus such a risk assessment,
the safety engineer should consult the appropriate section
of Ref. 15 (or the equivalent) Also the results of the
assessmem and the supporting analysis should be checked

alict in thic fiald
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2-5.2.3 Relative Numerical Ratings

Another quantitative method of assessing risk is to
assign numerical indicators to hazards in order to com-
monra tham 1ith ~Ama nnathar UVarinnc cuctame nfnivmhare
})dlC LIICIIL WILIL VLIV AllVLLILE ., Y alluvud J)DL\-IIIO Ul numoers
e.g., 1 through 4, 1 through 6, I through 10—can be used
to compare particular characteristics of the items under

study. These values will be relative and based on a numer-

iral coala that genarally hac no cionificance excent for
iCai sCai inat générauny aas N0 SIgniinCanct CXCLpl 107

comparative purposes. The comparisons, however, will
be useful only if the meaning of each number in the scale
has been defined.

In certain cases the relative numerical rating system can
be quite useful. For example, a material, such as a liquid,
might have three polential hazards associated with three
separale cnaracterlbucb ()l lﬂc lqulU ll migm lldVC lOXlL-
nv f‘lammahilirv and corrosiveness characteristics. Fach

of these hazards can be compared with the characteristics
of other liqu1ds and the liquids can be compared overall

by assigning each physical characterisiic a numerical rai-
mo system and a separate system to the Iiomd itself to
mdicate its relative desnrability or undesrrability. The lat-
ter system could be simply a sum of the scoies of the three
characteristics of the system, or it could be a more sophis-

ticated weighted system. The weakness of relative numer-
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ical ratings is that they are dependent on the raters who
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interpret the definitions, make judgments, and assign the
numerical values. Thusitis :'"ponam!h t when anumer-
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ical system is to be used, the definition
made as specific and clear as possnble, Commonly used
numerical rating systems, e.g., 1 to 10, are better under-
stood by large numbers of personnel and generally yield
more uniform results.

2-5.2.4 Safety Factors and Safety Margins

Safety factors are another quantitative method of risk
assessment. They initially were established for use with

structures and are based on the concept that an item -

mantacinl
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strength variances, overloads, manufacturing variances,
or fatigue. Theoretically, a component designed with a
safety factor of 4 should be twice as strong as one with a
safety factor of 2. In many cases this theory is not true
because production or material differences in large lots

cause actual strengths to differ. Two items from the same

production run are designed to the same safety factor, but
manufacturing variances will produce variances in their

individual safety factors, and this complicates the assess-
ment of risk based on the theoretical safety factor. Good
quality control in the manufacturing process is essential
to establish confidence that each item produced will

PRy S VPP T S ) = calaa. £ . . - Y .
xnioit ine 0esngnec—m Salcly 1actor. Inef €C{, salety 1ac-
tors are also used in electronic system design; the term for

this application is “derating”. Thus if a manufacturer
needs an electronic component that will carry a specific
load, he will select a component that can carry a much
higher load.

Safety margins are another quantitative method of risk

assessment. A safety margin is the ratio of the difference
strength distribu-

between the lowect limit in a ctatictical strength distnbu-

petween thf iowest iimit in a statistical

tion and the highest stress divided by the lowest limit
strength. This system can be applied to many variations of
mechanical designs. The statement is represented by the
equation

strength (min) — stress(max)
strength (min) (2-1)
In observing representative methods of quantitative
risk assessment, it can be seen that each method has

advantages, disadvantages, and specific applications.
Qualitative methods are discussed in par. 2-5.3.

2-5.3 QUALITATIVE RISK ASSESSMENT

METHODS
The prescribed method in MIL-STD-882 (Ref. 3) for
making risk assessment by qualitative means involves two

factors. First, hazard severity categories indicate the
potential adverse consequences that can result from per-
sonnel error; environmental conditions; design inadequa-
cies; procedural deficiencies; and system, subsystem, or

2-14

component failure or mdlfunction These hazard severity

Second, there are five qualitativ

probability of the occurrence of

V’
ﬂ

tions of severity categories and quahtatlve levels are
shown in Tables 2-3 and 2-4, respectively. This method
takes both factors into account for risk assessment, as

SEVERITY CATEGORIES (Ref. 3)

Description Category Mishap Definition

Catastrophic 1 Death or system loss

Critical I1 Severe injury, severe occupa-
tional illness, or major system
damage

Marginal 111 Minor injury, minor occupa-
tional illness, or minor system
damage

Negligible v Less than minor injury, occu-

pational illness, or
system damage

TABLE 2-4. DEFINITION OF
QUALITATIVE LEVELS OF
HAZARD OCCURRENCE (Ref. 3)

Description Level Specific Individual Item
Frequently A Likely to occur frequently
Probable B Will occur several times in life of
an item

Occasional C  Likely to occur sometime in life
of an item

Remote D  Unlikely, but possible, to occur
in life of an item

Improbable E  So unlikely, it can be assumed

occurrence may not be expe-
rienced




TABLE 2-5. CLASSIFICATION OF SAFETY DEFICIENCIES AND SHORTCOMINGS
Hazard Probability
Reasonably
nnnnnnn Denhnalhla Nrrnacinnal Damanta Tmmrnerahahla
l‘quuCllL rrvuv viiiasiviiat INVIIULW iIplvvaviv
Severitv Cateoorv A B C D E
Severity Category A B C D

1 Catastrophic | Deficiency Deficiency Deficiency Deficiency Suggested
Improvement
(Accentable)
SR | bt

i1 Critical Deficiency Deficiency Deficiency Shortcoming | Suggested
Improvement
{Accentahle)
(Acceptable)

I1 Marginal Deficiency Shortcoming | Shortcoming | Suggested Suggested

Improvement | Improvement

{Arcantahla)
‘r\kuytaul\.]

v Negligible Acceptable Acceptable Acceptable Acceptable Acceptable
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I ne most common iliustration of the qualitative method 2-5.4 RISK ACCEPTANCE

of risk assessment would be a hazardous event caused by
part failure. The severity of the event can be evaluated and The degree to which hazards in a system can be elimi-

a hazard severity category applied from the definitions in
Table 2-3. The assigned probability of occurrence from
Table 2-4 will be related to reliability data obtained from
tests, tables of applicable data, or estimation. The classifi-

cation level will be established by qualitatively matching
¢tha neobahility with the saverity level in Table 2.5 It mavy
(349 Pl UU“UIIII.J YWilll LiIV OV VAL lt! IVYLLI AL 1 QUL LTJ. A Ll

be more difficult to assign ap.r_babll'ty level to hazardous

events caused by other than p
the safety engineer examines a ll types of expenence data
to find valid relationships.

The qualitative method of risk assessment is useful as a
uide—when tne categorxes and quamauve probabmtv

oQ

~-

the
nted—as shown in Table 2-5.
Thc dccxslon hmxt moves up the scales and from the
left—from Category III with frequent probability to
Category [ with remote probability. Any situation of
lesser severity or probabxhty than these values will fall

into* shortcommg “suggcsted 1mprovemcm 0r accept-

ured through the use of a qu ahtauve safety analysis
Since the method illustrated in Table 2-5 is only a

method of guiding management personnel, a decision

involving a safety “fix”, or improvement in design for

safety where hig'h cost is involved, may require other types

~

supporting safety analyses. Em

~&

i
thic noint reaardino the cafetvy nroeram
wils pOLe Ivgarlillg wnal Sailly prograrl

remain firm throughout all discussion s,
should be eliminated or minimized if possxbl
trolled when not possible, consistent with the require-
ments of the mission and cost-effectiveness.

nated or controlled is greatly dependent upon the capabil-
ities of the designers. Experienced system safety engi-
neers, however, can assist the designers by evaluating
more effectively the possmle safer alternatives. The sys-
Saiely program is ueSigﬁ‘eu to prowue a uiSCipliﬁed

nly to identifv hazards but also to effect

SO UL Y fiadal U Lty

approach r
their elimination or control. Whether the risks of acci-
dents caused by these identified hazards are acceptable
will determine whether or not action will be taken to
eliminate or control a hazard.

Army amtudes toward risk acceptance hav

recent years. past it was believed that military
ananinment nead nat he accafaacthat farcivilian annlica_
equipment need not be as safe as that forcivilian applica

tion since the military profession is a comparatively high-

risk occupation, especially when a person is serving in a
combat unit. Thus the level of acceptable risk could theo-
retically be much higher for military personnel than for
cwnlxans Now however, commands mcreasmglv recog-

i f a military

as a resu lt have o be as low as E or lower than for
civilians.

In the 1960s and 1970s manufacturers and operators of
mxlltary equ1pment mtorma]ly estabhshcd and used a

all cacae Thic nuimhber 1N7% ranrcacantad tha rick laval Af 1
all vaovD. 1111 llulllU\-l, 1v 3 l&}ll\-)\.lll\vu LIIC IIDA ICYCL1 UL ]
out of one million operations that might result in a failure

would cause an accident. However, there are too
many variables in assessing acceptablc risks for one
standardized number to be useful under all circum-
stances. In each case the specific circumstances and

N 1g
Z=10
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Deﬁning risk acceptance by rigid rules is very difficult.
In practice it has been found wise to make risk assess-
ments considering all the factors involved in each case.
Severity and probability of occurrence are only two of the
factors to be considered in making management deci-

sions. Additional factors are cost, program time involved,
technolnov matarial and narte availahility and nerfar.
technology, material and parts availability, and perfor

mance. Whether or not any level of risk is acceptable must

be determined by the specific circumstances and conse-
quences of potentially hazardous events. In some in-
stances the benefits derived from a design or material that
can generate severe adverse consequences if a failure

eildms Later whe he 1mmedlale
need was overcome, acquisition of far less hazardous
systems using solid propellants made the use of liquid
propellants unacceptable. In other instances it may be

AanidAad shnse Assmad s Viaalo . . . __
acciged idti 11 auccda di Huuc or no Cost or
delav. Then the uce of the nronoced decion chanece or
aelay. inen the use ol the proposed 4esign cnange or
other program action to reduce hazards is highly
desirable.

Improvements requiring costly design effort or parts,
delays in the program, degradation of performance, or
procedures hmmng combat euecuveness are not easy

L ,,,,,
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senarate analucic and ctitdyu with innnte fram ~amhat
F“l Q@ ul;ul]al AL Sruu yvitlil lllyul) i1Vl vuiillval
developer as well as the development, testing, training,

and depot commands.

The task of weighing all of the factors involved in
making changes to the system in order to eliminate or
control a hazard and m dccndmg whether or not to make
h program management.

ictheiah A acafety anginaasrtaidantifusansh hazard

iS UL juuv v IV Jaivti \-llslll\,&-l v Aucutu] Lvavitiiacaiu,
analyze it, assess its risk, and make recommendations to
management regarding its disposition. The skill with

which he does his job will play a significant role in the
decisions that are made.
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PPENDIX 2A

FETY TR

These examples illustrate the factors typically considered by the Army in tradeoff studies. They are based on
discussions with manufacturers and Army personnel and on the author’s experiences.

2A-1 ADVANCED ATTACK
HELICOPTER FUEL TANKS
2A-1.1 PROBLEM AND ANALYSIS

The problem was whether to use self-sealing fuel tanks
or the conventional aluminum tanks in the AH64A heli-
copter. The analysis of this problem is presented in Table
2A-1.

2A-1.2 ALTERNATIVE TO SELF-SEALING

A conventional aluminum tank filled with a plastic,
spongelike foam will provide protection against major
splashing of fuel in an accident. A broken fuel tank will
allow fuel to escape and burn, but the fire will be some-
what reduced. Holes in the tank from enemy fire wiii

allas lanl o at sl At acn ane fact ng it W14

allow leaks; but the fuel will not escape asiastasit wouid
without the foam. An aluminum tank with the foam is

lighter in weight than a self-sealing tank, and it is not quite
as expensive. This tank can carry slightly more fuel than

the same size self-sealing tank.

-~ s e - NAART AT FTOTART

ALTLAA halin~at Th
ANvsLA ucubuptc i

sufﬁcxently to justify xts use over the self—sealmg tank.

2A-2 ADVANCED ATTACK
HELICOPTER ENGINES

2A-2.1 PROBLEM AND ANALYSIS

The problem was whether to use one or two engines in
the AH64A helicopter. The analysis of this problem is
presented in Table 2A-2.

capability

angina ca ho

w2ithh favsine thaw tiin amoinacg A cinal n
WILIl 1ICWCIT Ll 1 lWU 511511153 o blllElC CllslllC Laili vu
designed to drive a two-rotor helicopter, but it will still be
subject to the disadvantages of single-engine failure.

2A-2.3 CONCLUSION

In this tradeoff analysis the advantages of safety and
performance outweighed the disadvantages. and the two-
engine installation was selected for the AH64A helicopter.

. C D . M1A.27 TICHTING FOR GROIND
The positive factors in this tradeott analysis providing ATy LAUEILLILAR B USR BNV LT
safety and performance advantages outweighed the dis- VEHICLES USED IN COMBAT
advantages, and the self-sealing tank was adopted for the ZCNE
TABLE 2A-1. SELF-SEALING TANKS CONVENTIONAL ALUMINUM TANKS
FOR THE AH64A HELICOPTER
Advantages of Seif-Sealing Fuel Tanks Disadvantages of Self-Sealing Fuel Tanks

1. Accidents that would be survivable except for the
spilled fuel and resulting fire will be survivable.

2. Enemy fire into fuel tanks will be less effective in
downing a helicopter.

3. Minor leaks in a conventional tank, which would
cause mission delay for repairs, will be eliminated.

1. Self-sealing tanks cost more than conventional
tanks.

2. Reduction in volume of fuel that can be carried
and, therefore, reduction in mission time and
range.

3. Reduction in payload (ammunition) that can be
carried because of the increase in tank weight.

4. Possible loss of self-sealing capability over long
periods, which would require replacement of self-
sealing tank.

2A-1
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TABLE 2A-2.

TWO ENGINES VS ONE ENGINE FOR THE AH64A HELICOPTER

—=

Advantages of Two Engines

Disadvantages of Two Engines

1. Autorotation landings after single-engine failure,
with consequent high accident rate, are
eliminated.

2. Mission can be completed on single engine in all
situations except those requiring maximum
performance.

3. Forced landing in enemy territory because of sin-
gle failure will be prevented.

4. Mission equipment, including essential flight
instruments, has an alternate power source.

5. The engines and their parts are smaller, of less
weight, and can be handled more easily.

1. Two complete engines and installations cost more.

2. Total engine weight of a two-engine installation is
greater.

3. Maintenance time is increased for two engines
and installations.

4. Number of repair parts is higher with two engines.

2A-3.1 PROBLEM AND ANALYSIS

A safety tradeoff factor for all Army ground vehicles is
whether bright (highway) headlights or blackout lights
should be used in a combat zone. Table 2A-3 is an analysis
of this problem.

2A-3.2 CONCLUSION

The disadvantage of using bright headlights in combat
zones outweighs the safety advantages. The safety prob-
lems encountered when using blackout lights are known,
but at this time there does not appear to be a reasonable
alternative.

2A-4 UNDERCHASSIS CLEARANCE OF
GROUND VEHICLES

2A-4.1 PROBLEM AND ANALYSIS

Another ground vehicle safety versus capability trade-
off concerns the requirement for ground vehicles to have
maximum off-road, rough terrain capability. A high
underchassis clearance is necessary for rough terrain
operation, but increasing the ground clearance raises the
center of gravity of the vehicle and increases the risk of
rollover. The advantages and disadvantages of increased
clearance are given in Table 2A-4.

TABLE 2A-3. BRIGHT HEADLIGHTS VS BLACKOUT LIGHTS FOR ARMY GROUND
VEHICLES

Advantages of Bright Headlights

Disadvantages of Bright Headlights

1. Personnel on foot on roadways can see approach-
ing vehicles.

2. Drivers can better see the road and hazards.

3. Convoy discipline can be improved by maintain-
ing greater intervals between vehicles.

1. The enemy can see bright lights and locate targets
more easily.

2. Pedestrian traffic is partially “blinded” by bright
headlights and loses some night vision until
acclimated.

3. Because of better lighting, drivers tend to drive
faster and become involved in more accidents.

TABLE 2A-4.

ADVANTAGES VS DISADVANTAGES OF HIGH UNDERCHASSIS

OF GROUND VEHICLES

Advantages of High Underchassis

Disadvantages of High Underchassis

1. Can negotiate rougher terrain.

2. Can ford deeper water than conventional vehicles.

1. Center of gravity raised; therefore, chance of roll-
over increased.

2. Stability in strong crosswind is reduced.

3. Design problems of the suspension system are
increased.

2A-2




2A-4.2 CONCLUSION

This problem does not have a simple decision of adopt
or not adopt. The requirement is being met by increasing
the underchassis clearance of combat vehicles. The ques-
tion remains, “How much underchassis clearance is
necessary”" As the clearance 1s mcreased safetv 1s traded

B
.
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2A-5 EXAMPLES OF CONTINUING
ARMY SAFETY VERSUS
PERFORMANCE TRADEOFF
STUDIES

2A-5.1 BATTLE SWITCHES

Battle switches are used in Army equipment to bypass
or eliminate certain safety features. In this problem, the
factors of safety provided by the design are balanced
against gaining the capability of continued operation,
even though under more hazardous conditions. A pomt
of diminishing return i

1
feature recultc 1n 2 more hazar
1€ature resusts ore nhazar

€n prdb)“ls a )dlClV

g nnqnnn even under

2A-5.2 LASER EQUIPMENT

Laser devices—designators or range finders—provide
a valuable mission capability but endanger the eyes of
fnendly troops as well as those of the enemy. Although

there are rules for the safe use 01 nesc devices an
are some safety features designed into the equipment,

MIL-HDBK-764(MI)
2A-5.3 CHANGES IN DESIGNS

Sometimes the design of an item will be changed to
decrease its cost or to improve its producibility. Anytime
a change is made in the design, the impact of the change
on safety must be considered. It may be necessary to
conduct a tradeoff study to determine whether the saving

ﬂ ~rnct Ar tmnrnwad '\"(\A\I/“
n cost or improved producibility is worth the decrease §

o
C
§
1
3

safetv caused by the change(s).

2A-5.4 UPGRADING EQUIPMENT

Sometimes instead of designing a new item of equip-
ment to satisfy a mission need, the capability of an exist-
ing item of equipment will be improved by making
changes toit. An example of this is placing a iarger engine
in a helicopter to increase its lifting capability. When
making changes of this type to an item of equipment, the
safety aspects of the mtroducuon of the altered item must
be closely examined to insure that additional safety prob-
lems are not introduced. In the example “Will the air-
frame accommodate the added weight and maneuverabil-
ity?” must be considered.
2A-5.5 SYSTEMS BUILT FROM EXISTING

SUBSYSTEMS

At times, to satisfy a mission need, several existing
subsystems will be combined to form a new system. One
such system was the SGT YORK. An existing radar,
vehicle, and gun were combined to form this air defense
system. When subsystems that have never been used

Avernran nnra mariot ha avacnicad ¢~
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together are combine
insure that one subsystem does not interact with another
to cause safety problems and to insure that safety prob-

lems do not exist at interfaces of the subsystems.

2A-3
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SYSTEM SAFETY ANALYSES
CHAPTER 3
INTRODUCTION TO ANALYSIS

This chapter presents an introduction to system safety analyses. The need for analyses is presented, and the
importance of conducting analyses early in the acquisition process is stressed. The methods and types of
analyses are discussed. Uses of the results of system safety analyses are outlined.

2.1 NEFDN EFND ANAT VQIQ
JTA AVALALAY L'\ JIN NAAINALIL LD
Military Qtandard ({MII _.CQTN) QLD IDaf 1) Aafinac a
AVlllllal] lallualu \AVlll_ J i IJ) V0L \l\\rl. l] ULililiivy a
hazard as *“acondition that is prer eqnisite to amishap™. It

is important to think of a hazard not as an effect that will
cause personal injury or equipment damage; instead. it is
a condition. There are four main sources of hazards:

I. Hazardous characteristics of materials and equip-
ment

7 Malfuinctinane nf eattinmeant
o Ividaiiutliviuivliln vi b\iul}}lllkvlll
3. Adverse environments

s

Operator errors.

Hazards exist because at present there is no way to
write specifications or other control documents that will
result in completely safe systems. Designers can observe
ali of the stipuiated safety requirements and stili create

nncafa dagt Farthicrancan tha s naad A~

5ai¢ aesigns. ror tnis réason, tnere is a need to conauct
et

-

y analyses to locate the unsafe designs.

As equipment and systems became more complex, the
need for formal safety analyses increased. The system
safety engineering discipline evolved to satisfy this in-
creased need for formal analyses and formal system safety
programs. System salety engmeers soon reaiized tne

AAAAAAAAA Al iAot Earion s
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1
the life cycle of a system because it is e
meffecnve to identify hazards only through investigations
after accidents have occurred. Introducing design changes
required to eliminate a hazard in a fielded system results
in prolonged downtime and exorbitant cost. Conse-
quently, safety analyses were developed to enable satety
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designed, so th ! n I
many of the hazards simply by changing their drawings
before tooling has been ordered or hardware has been
built. This approach is cost-effective.

Safety analyses are a systematic examination—started
early in me acquisition process, often during the concept
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i) v 10 each operating mode, to
ify Dotennal hazards to predict the potential of these
hazards for injury to personnel or damage to equipment,

and to determine ways to eliminate or reduce the hazard.

< h
T
(4]
-
=]
=
(4]
(=2
o

<

(2]

n

=]
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occur. Analvs1s is an effecnve and efficient evaluanon
technique that is supplanting the old “fly-fix-fly” method
still used in some situations to determine the causes of
accidents (Ref. 2).

The fundamental purpos

moardsiic A ne
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f hazard analvses 1stoiden-
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hacec Hazard znalvcpc

s
ed durine all life cv
ed during all life cy
reveal information about eoumment designs and opera-
tion and maintenance procedures that cannot be obtained
through any other reliable, practical means. The safety
engineer uses the hazard analysis to determine how a

system de51gn is unsale and how to correct this unsafe

negating the adverse effects that not controlll ng the
hazard can generate.

Analyses serve other, equally valuable purposes. They
can establish either that a particular hazard does not exist
or that the possibilities that accidents will result from the
remaining hazards have been minimized or controlied to

accentahla dagreec In additian analucac can ha need tn
u\.\.»ytaul\- \J\-El‘v\rb A1l auuiltiuLa, ﬂllal]bb) “all UL ualtu W
verity that

1. The design complies with various requirements
given in specifications, standards, codes, or other require-
ments documents.

2. Defective designs found in predecessor systems

have not been repeated.
he advent nfthe cucteam cafetvennecent and the raciily.
100 QU VLIt U (UL Sy St Saity CUNILL PG, alll tnic ICS Uit
ing safety ana 1lysis, has generated sophisticated analysis

were developed without adequate consideration of user
capabilities and limitations. Also developers failed to
provnde mstrucuons that would enable users to cope ade-

cafeounards mav have heen decioned into rafualing

saifguards may nave ofen Gesignea 1nto tn€ reiuciing o

equiomem or weapons with haza_rdous materials, bu
t

e of analyses, the
remammg hazards can be further mxmmxzed In the
refueling example, analyses could identify—early in the

3-1
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acquisition process—the requirement for accident-control
instructions and for the provisioning of any additional
safety equipment.

Safety analyses aiso serve to idemify hazards asso-

ciated with system interfaces. N tvnauy modern w&apon sys-
tems are highly complex and, consequently, are devel-
oped by a combination of many different disciplines and
organizations. When more than one design activity is
involved, hazards not associated with any single subsys-
tem may be present after the subsystems are combined.

Even within the area of responsibility of one design activ-

itv tha came citniatinn mioht aviet hatwaan ¢
iy, il SQINT Sltuaudn Mignt XISt OCuweEdn S5

Aside from identifying such potential hazards, analys
may serve as a basis for determmmg responsibilities fth
various activities for bridging the safety interfaces, for
development of safeguards, and in planning for safety
tests to veruy that interface problem ave been resoived.

Erom the previous discussion Yo F. .
From the pu:vxuua discussion it can be seen that the
safety ana'ysx< is a basictool of the wvto... safcty engineer.

Specificaily, he uses the data from the safety analysis in
the following four principal ways:

I. To identify the hazards that do exist in a specific
system and to eliminate from consideration all of the
others ihat poieniiaily couid exist in ail such sysiems

2. To determine the causes, effects, and interrela-
tionships of existing hazards

3. To learn what elements of the system design will
require preventive or corrective features and what those
features might be

4. To identify special tests that should be con-
P | >4 s L st o f e £ —
UULICU Wllll i Iy >diCiy 1

lead to accidents.

Because Army systems vary widely in technology and
complexity, no one method of safety analysis is sufficient
to evaluate whether every system or subsystem is safe.
rurtncrmore amerem types of analyses are needed dur-
ac n n”ncc phases T}‘blef\ll\',
<everal methods of safety analysns have been developed
for specific purposes and for use at specific points in the

acquisition of a system.

3.2 TIMING OF ANALVYSES

The basic goal of safety analysis is to take preventive or
corrective action before costly hardware changes are
required. For this reason, analyses are most effective
when begun early in the program. The changes to elimi-
nate or control hazards can be incorporated with relative
ease while the system design is still evolving. This is illus-

iraied m l'lg 3-1. This ngure snows that the lO(al COSl of

and leve]s offtoaconstant hxgh flgur durmg the operat-
ing and support phase, i.e., after all systems have been
procured.

3-2

An old belief still subscribed to by some designers is
that it isimpossible to identify any of the safety problems
in a new system until a prototype of that system has been
buiit. This beiief is erroneous for iwo reasons. First, cur-

ant mathade ~afcnfaty analucs naohla tha cn ety en o
ent metnods o1 5aiCiy afiai e 5aitly engineer

to recognize hazards while the system is being designed
and developed. Second, although prototype testing is
invaluable for some basic system safety activities, it is not
ideal for hazard identification. Because of the controlled
conditions and highly skilled personnelinvolived in proto-
type testing, accidents that would identify the hazards are

not likelv to occur. Therefore there is no assurance that
NOoLU XSy 10 OCCUr. nereiore, Inere is ne assurance inat

the hazards will be discovered. Defective designs are
generally discovered through actual use only after large
numbers of the system have been procured and placed in
operation. By this time the cost of taking corrective action
may be tremendous.

w analucas AnmAiiatad meiAr tA mrAtAtuna tactine
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may vield three major benefits:

1. If safety analyses are conducted early in the life

cycle, hazards may be eliminated or controlled by changes
made to the prototype design.

2. Analyses conducted just before prototype testing
may ideniify p()lcnudl hazards thai still exist in the sysiem
and may suggest protective measures that should be taken
during tests. An example is the discovery of excessive
audio noise in a portable generator set; this discovery
would result in the requirement that test personnel wear
ear protection devices.

3. Analyses may 1dent1fy the need for specnal proto—

N .

ri na
afetv device is a adpnnata for field condi-

tions or (b) to ldennfv the existence of unsafe system
characteristics—such as equipment vibration—that could
lead to accidents. An example of the former is the testing
of an antitank recoilless weapon to verity the suitability of
a saxety interiock for preveniing uniniended {inng during

HAZARD ANALYSES

Methods of safety analysis are the analytical techniques
employed. Types of safety analysis are the categories of
analysis prescnbed by MIL-STD-882 and other sources.

them were almost unknown untnl the US Armed Forces
developed the system safety concepts and initiated system
safety programs in the late 1950s. The types of analyses

dnu meinoas 1or _\‘blb were QCVCIOPCU to Sdllsl\
recmrementc nf cuctem cafetu nroao < |cr<\ :pd in Raf
TCQUITEMCNIS CISYSICM Ay programs QisCUsSsea in &L

Department of Defense (DoD) personnel or contractors
to the DoD.
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effects and safeguards. A quantitative analysxs examines
frequency or degree—the probability that particular
hazardous events, accidents, and specific effects will
occur. The quantitative analysis permits comparison of
the changes in probabllmes if saleguard lternauve

Utbléllb qalc uscu nine

S
he conducted first to n
o¢ congucteg urst o p

quantitative analysis,

The applicability of quantitative methods is discussed

here. Qualitative methods are described in par. 3-3.2,
"lypes of Hazard Analvses

d laboratory testmg= or (2) they can be
relanwsnc, using comparison based on judgments.
Certain types of safety analyses lend themselves to
quantification; others do not. When quantitative analysis
15 apphcable the relauv1st1c mclhod 1s most often used
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for management decisions regarding proposed safety-
related changes.

The limited use of quantitative methods to predict
accident rates does not stem from any flaw in the method-
ology but instead from a shortage of valid input data.

Probablv the most accurate gquantitative data available

VURLY 100 H0USL allulal yuaniiiau vaiia:

today are the failure rates of small electronic parts; those
rates are often used in reliability analyses of entire assem-
blies or subsystems. However, those predictions are sub-
ject to error becausc failures in assemb]ics are caused less
olten by failures

l
tal conditions. or by mai

conditions, or vy ila mn

practices. Historical failure-rate data for large pieces of
mechanical or electromechanical equipment are extremely
rare. These data are necessary for accurate predictions of
accident rates due to failures of similar equipment.
Although the data on faiiure rates of eiectrical and
mechanical components and equipment are poor, quan-
titative values for other types of hazards—such as human

error, environmental factors, and hazardous characteris-
tics of equipment—are even less available or dependable.
Laboratory tests have attempted to determine the proba-

bilities that persons performing specific simple tasks will

make errors, but the accuracy of the resulting data is
I‘IIIQC'I[\“Q"\‘P lﬂ cCNAMEe racec 'hﬂ nrnhc\hili'\l I\f 1 (o PV;C_
questionable. In some cases the probability of the exis
tence of a hazardous environmental factor might be

roughly estimated. Also there appears to be no practical
way to predict the probability that a piece of equipment
will have hazardous mechanical characteristics, such as a
sharp corner or edge, or pinch or squeeze points.

It has been found to be even more impractical to try to
combine the probabilities of accidents from each of the
contributing hazardous factors into a single, aggregate
accident-rate value for the system. Only when compara-
ble failure-rate data are available is the use of probabili-
ties effective for comparing the accident rates of two
systems of similar desxgn

wrll be seen that the relativistic—or judgmental—forms
are the ones most widely used at present. However, the
Army is greatly interested in improving its safety-related
system design goals. The Army also wants to develop
more accurate risk assessmem mernoos to provide its
rmation for making
decisions about proposed design changes to reach those
safety goals. Both of these objectives will require improved
methods for predicting the probabilities of accidents.
Accordingly, the probabilistic forms of the quantitative
methods will gain importance as ways are found to
mprove the quantity and quality of the historical failure-

rate ¢ hhth human and material) needed -
rate data (both human and material) needed

computing accurate probabilities.
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3-3.2 TYPES OF HAZARD A
MIL-STD-882 (Ref. 1) identifies

analyses: preliminary hazard analysis (PHA)‘ subsystem
hazard analysis (SSHA), system hazard analysis (SHA),
and operating and support hazard analysis (O&SHA)

Generally, each ty pe 1sdo

ALYSES

types of h
A o

azard

-1

analysis.

Three techniques of analysis that may be used as part of
an SSHA or SHA are identified in Ref. I. They are fault
hazard analysis (FHA), fault tree analysis (FTA), and
sneak circuit analysis (SCA). Another analysis technique—
not discussed in Ref. |—for SSHA and SHA is the failure
modes. effects. and critic ltv analvsis (FMFPA\ The

UGS, Viilils, aau Vi icant 1QIY SIS (O VRS L4

FMECA was developed for rcliabihty analyses, but it also
has value for safety analyses. Other techniques are identi-
fied in Table 3-1, categorized as to suitability for quantita-
tive analysis. The techniques that are described in detail

eisewhere in lhlS handbook are marked with an asterisk.

1 heissia 1o Aicniioo Aoenil o
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Ref. 3. The Delphi Technique—a technique to obtain

estimates—is discussed in Ref. 4.

A short discussion of the four types of hazard analyses
identified in Ref. I is presented in the subparagraphs that
follow.

ducted to identify the hazards of the various syslem con-
cepts being considered to satisfy a mission need. By using
the best information available, the various system con-
cepts are evaluated for hazard severity, hazard probabii-
ity, and operation constraints. The results
used in the evaluation of the various system concepts.
Also the PHA establishes the framework for other hazard
analyses. As the information concerning the system con-
cept being considered to satisfy the mission need
improves, the PHA should be updated. The PHA is dis-
cussed in greater detail in Chapter 4.

3-3.2.2 Subsystem Hazard Analysis
The i,SHA is conducted to identify the hazards asso-
ciated with the components of subsystems and the inter-

faces between components of subsystems. This analysis
should identify all components whose performance. per-
formance degradation, functional failure, or inadvertent
functioning couid resuit in a hazard. The modes of failure
of the components and the effects of component failures
on Qatet\ should be identified (_iurmg this a_nglvms Nor-

mally the SSHA should be conducted during the demon-
stration and validation phase; it should be initiated as
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Analysis Technique Quantitative Remarks

l. Circuit Logic Analysis
Boolean logic

Can have number relation-
ships, but not a probability
analysis

2. Interface Analysis

Can have number relation-
ships, but not a probability
analysis

3. Mapping*

Yes—This is a mathematical
technique primarily used for
probabiiity deierminaiion

4. Monte Carlo Simulation

5. Contingency Analysis Not generally, although spe-
cific situations can be quan-
tified

6. Environmental Factors Can have number relation-

Analysis ships, but not a probability
analysis
7. Criticai incident No
Tarhniana
13 \—\'Illll\iu\-
8. Mock-Ups and Their No
Analysis*

*These techniques are described elsewhere in this handbook.

soon as detailed subsystem design information is avail-
able. The SSHA format should be selected carefully to
sxmpmy mtcgratmg the SSHA into the SHA. The SSHA
o Aicniinon ~- atnil i Ml <

t

is discussed in greater detail in C iapicr J.

3-3.2.3 System Hazard Analysis

The SHA is conducted to determine the hazards asso-
ciated with subsystem interfaces. If possible, the same
techniques used for the SSHA should be used for the
SHA. Normally this analysis should be conducted during
the fuii-scaie development phase and starts as eariy in this

mhaoca ne maccihla Thanmtar & AAntnine an avmandad Adic
Pllab\- ad pU)OIUl\, \,llaplbl U Lwvlitalin ai \.Ayauuuu AV b
cussion of this analvsis.

3-3.2.4 Operating and Support Hazard Analysis

The O&SHA is performed to identify the hazards asso-
ciated with operating and supporting the system. This

ad untl-\ tha ty Anncida

antly rorna afa o
wilil N Saidly Consialra-

analucic 1 Air -
I3 diriluy concermed

analysis
tion of the transportation, storage, maintenance, opera-
tion, and disposal of a system. The O&SHA should be
started during the demonstration and validation phase
and updated as the system progresses through the phases
of the iife cycie to disposal. It is especialiy important that
any modifications or improvements made to a svstem

Yes—When performed using

Mathematical techniques are similar to those for
Fault Tree Analysis

Physical, functional, or flow relationships support
System Analysis

Defines limits of hazardous areas, clearance dimen-
sions, mutual interference problems, and machine-to-
human interfaces

Generally used to support some other analysis as a
Fault Hazard Analysis or a Fauit Tree Analysis

Determines elements of reasonably foreseeable events
other than normai situations

Can be a separate analysis to be used to support any
other safety analysis in which environment should be

Physical reprcsentation of design, which allows anal-

during the operating and support phase be analyzed to
determine whether hazards have been introduced by these
modmcanons or 1mprovements The O&SHA is dis-

3-3.3 PROGRAMS OF ANALYSES

Methods and types of analyses have been addressed so
far in this paragraph. Since the development of system
safety, attempts have been made to find a single analysis
that will satisfy all analysis requirements for all types of
systems. Unfortunateiy, sucn an anaiysis has not been

of the hfe cycle and to satisfy the information needs
during the various phases of the life cycle. There is, there-

fore, a need for a program of analyses. The AMC Sup-
] a .- A . T _ .l lAn\ 20& 1£ /D_F &N
plcmcnl 10 AIrmy Reguidiionn (AR) o500-10 (RCL. J)

requires such a program.

Not all of the methods and types are applicable to all
systems and during all phases of the life cycle. The selec-
tion of the method and type for a specific analysis
becomes a matter of judgment for the analyst.



3-3.4 SELECTING VARIATIONS FOR

-y w

SAFETY ANALYSES

Several types of safety analyses are describcd in general

Lo

in this chapter and in detail in Lnapters 4 through 8.

Those analysis techniques that experience has shown are
most bencﬁc:al and producuw for system safety pro-

techmqucs to evaluate and to maximize the safety of
systems being designed. Because system safety techniques
are still under development, individual analysts should

feel free to make variations and additions to the tech-

llquCb to satxsly his or her par ticular purposes
A general guide to developing variations is to examine

o
;stem to determine
The primary functional events that occur during
normal mission operations
2. The forms of energy used
3. The way in which humans will become a part of
the system
4. What unwanted events may occur,
Following this examination, select a technique or mod-
ify a technique as needed to satisfy the requirements of
analysis. Functional hazard analysis, fault hazard analy-
sis, procedures analysis, and human factors analysis are
discussed in Ref. 6. Other techniques are addressed in
Ref. 7.

3-4 ANALYSIS LOGIC

In selecting the best technique or techniques foruseina
particular type of safety analysis, the safety engmeer has
certam criteria in mmd Two of these criteria

evaluated Sccond he wants the analvsxs of each of the
hazards to be as thorough and accurate as possible.
To satisfy these criteria, the safety engineer must select

¥ ca

a technique of analysis that will enable him to use in the
best way the system design detail available to him at the
time. Accordingly, he must select the technique that uses
the type of systematic approach that will enable him to

use the avaxlable design detall Systematic approaches
will be discussed in greater detail following a discussion of
the need for comprehensive safety analyses.

™Y "
3-4.1 THE PRIMARY FUNCTION OF THE
SAFETY ANALYSIS
The safety analysis usually provides several basic types

l. ldemlfxcanon of hazards in the system

2. ldentification of causes of the hazards

3. Prediction of the effects of the hazards

4. Recommendation of ways to eliminate or control
the hazards.

Thain
111C 11

3-6

2 Selects the correct technique or techniques of
analysis to provide the kinds of information that are
needed

3 Selects the appropriate temauc approach to

In system safety analysis, a systematic approach is one
that will identify the maximum number of hazards in the

system, identify their causes and predict their effects as
accurately as possible, and recommend the most effective
ways to eliminate or control the hazards. The need to use
the correct systematic approach to a system safety analy-
sis is the central theme of this discussion of analysis logic.
n nt

Criictporn cafaty analuca
System safety analyses have many SpCC‘.flC uses in the
system safety program; some of them have been discussed

previously, and others will be addressed in par. 3-5. Prob-
ably the most important use is that the analyses are the
primary means by which the safety engineer informs the
design engineers about the existence of safety probiems in

a system ana recommends sonuuons to these probiems
Because of the system safety y he design engineers

tly, they can improve the safety of the

system by changmg the design before any hardware is

fabricated. Such changes are relatively inexpensive.
There are two main reasons why design engineers need

the information provided by the safety analysis. First.
many design engineers are not experienced in idemi.fymg
hidden hazards. Second, many design engineers are

unaware that a definite set of priorities, or order of prece-
dence, regarding the most satisfactory ways to resolve
hazards (discussed in greater detail in par. 3-4.3) have
been established. Well-executed safety analyses will pro-

L1

vide precisely the guidance that is needed by the design

engineers.

3-4.2 THE NEED FOR SYSTEMATIC
IDENTIFICATION OF HAZARDS

No system can be made perfectly safe. There are too
many variables; therefore, it is impossible to eliminate
every possible hazard. However, it is very important to
eliminate or control as many hazards as is practicable.

Bul before any hazard can be resolved. it must first be
ntifi nd its cause(s) and effect(s) ana!vzed.

fail to identify and ehmmate or control a senous hazard
This occurs because designers have little or no education
and experience in system safety principles and methods
and, therefore, can only recognize those hazards that are
immediately apparent. They fail to recognize the hidden

5.
The design engineer may identify a hazard involving a
single point failure —asingle condition, such as a material
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accident. However, he may overlook a “common cause

condition” that can have multiple effects that lead to an
accident. An example is susceptibility to wire bundle
damage where multiple shorts in the wires can do damage.
Similarly, the design engineer might overlook two or
more seemingly unreiated conditions that can interact to

cause an accident.
Sometimes the an be diff
Semetimes tne an be dil

1]

i1

c
identify. For example, when asked wha thazards exist in
homes because of electncal power, numerous engineers
mention the possibilities of shock and fire. They generally
fail to think of other accidents that can result, such as,
The effects of damage caused by power failure
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electrical e .
trical conducto b ecause of a gh~current short of a small
diameter wire.

Because of problems of identifying hazards and of find-
ing hidden hazards, most design engineers can benefit
greatly from a timely safety analysis that identifies ali

idantifiahla havarde thoir fraicag and thair affante Iftha
s IililI1Iavie llaLalUb, UG Laudld, allu LICIL CIIVLLD. 14 LI
system safety engineer is to provide a quality analysis, he

must use the correct systematic approach and have a good
working knowledge of the precedence in selecting ways to
eliminate or control hazards.
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TY ACTION PRECEDENCE
-882 (Ref l) grves the order of precedence
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Minimum Risk. From t
design to ehmmate hazards. If an identified hazard can-
not be eliminated, reduce the associated risk to an accep-
table level, as defined by the MA [managing activity],

through design selection "

».,

he first,
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reduced through design selection, that risk shall be

fixed, automatic, or other protective safety design fea-
tures or devices. Provisions shall be made for periodic
functional checks of safety devices when applicable.”

3. “Provrde warmng evrces wnen nerther desrgn

:J

shall be used to detect the condition and to produce
adequate warning signal to alert personnel of the hazard.
Warning signals and their application shall be designed to
minimize the probability of incorrect personnel reaction
to the siqnals and shall be standardized within like types

Ol systems.
4 “Develon Procedures and Trainine Where it ig
2. Jlevelop Procegures and iraining. wnere it s
impractical to eliminate hazards through design selection

nimmnar NT rnililc Ny Tholvy

or adeauately reduce the accnciated rick with cafaty and
Or agequattiy réguce tnc assocCialea risK wiln sai€ly andg
warning devices, procedures and training shall be used.

However, without a specific waiver, no warning, caution,
or other form of written advisory shall be used as the only
risk reduction method for Category I or Il hazards...

Procedures may include the use of personal protectrve

Precautionary notations shali
A

17ad ag emanifiad e tha MA Tacke anAd aatiustiac irndaad
1L0U ad QPC\'IIICU U_y LUV IV, 1 ADAD 4allU allivilivy Juuscu
critical by the MA may require certification of personnel

proficiency.”.

In the past designers often used the easy solution of
specifying an operating or maintenance procedure to con-
trol a hazard rather than using good design to climinate it.
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insure safe operatron; this should be corrected.

In each case the safety engineer should determine
whether the designer has done as much as possible to
1mmare or controi any hazard that mrg'nt cause unsafe

ha hae gimmnl
i< nas Simpi
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ANALYSIS APPROACHES

To provide maximum system safety, the system safety
engineer must provide the design engineer with all possi-
ble information about the hazards of the system To do

3-4.4

safetv engineers use
fth ystematic appr oaches that follow:
End Effect. A possible undesirable end effect is
selected. This is usually a specific accident. All of the
factors that could cause the accrdent or contribute to the

T N 4 o Al L

fault tree analysxs

2. Hazard Evaluation. The hazards that might be
present in a system are identified by review of the charac-
teristics of the system, e.g., a system that uses electrical
power may bee xpecxed

zardou event will
occur
b. The effect that the hazardous event would have

on personnel

c. Possibie safeguards to prevent the occurrence
Af eha simdaciralla acvant
O1 ine unaesiravie event.
3 ortom Up Seauence. A svstem 1s
J. Dottom Up dequence. A system

systems, asserublies, and components. By b

lowest level,

eginning at the
each is analyzed until all components,

3-7
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first, then the subsystems assemblies and eventually the
components of the system are subjected to a system safety
analysis. Generally, the preliminary hazard analysis can
be done only from the top to the bottom since little detail

is availabie below the sysiem or subsystem level in the
early part of the acquisition process
5. Magnitudes of Energy. The amount of damage

and number of injuries that can result from an accident
are often in proportion to the uncontrolled energy
released in the system. To use this approach, the sources
of energy are analyzed in descending order; the system

P

ty engineerl irste l ates the most powerlm source of
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potential hazards in a desngn can be analyzed through
energy analysis. This approach, however, depends upon
defining every potentially hazardous event in some
manner related nergy, e. g ra Imgcr cut on a sharp
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6 Checklzsts Tomsure that the safety requirements
from specifications, standards, and other documents are
satisfied, checklists of these requirements are used by

designers and system safety engineers. The system safety
checklists cover only those parts of the specifications,
standards, and other documents that have system safety

connotations. The specifications and standards are often
based upon common experiences with accident-prone
systems and were written in an attempt to eliminate the
hazardous characteristics from new syst The check-

<

ment such approaches an d hould be used whenever they

can be developed from applicable information.
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3-5 USES OF ANALYbib RESULTS

Specifically, the results of safety analyses can satisfy the
reporting requirements of Data Item Uescnption (DID)
e

No. Di-H-7048 {Ref. 8). This document contains specific
guidance concerning the information that must be reported
for each type of system safety analysis.

On a broader basis, the results of the system safety
analyses can be used to continue the safety process that
will lead eventually to an acceptably safe design. Whether
the analyses indicate that the initial design is safe or

hazardous, the resuits are significant. However, analyses
identifying hazards are useful only to the extent that

e
analyses. Failure to do so would result not onlv in a
complete waste of the system safety analyses but alsoin a
system design that is unsafe.

3-5.1 ANALYZE FOR SAFETY

Safety analyses done early, especially those accom-

plished before the system destgn has progressed much

safetv dCﬁClCﬂClCS rcvealed by these early analyses gener-
ally can be corrected at a much lower cost than would be
the case later in the program. However, analyses con-
ducted later, i.e., during and after the design stage, can

also provide benefits. These benefits are discussed in the

cmabio that £ ,
rapns tnat follow.

B
.2 INDICATION OF SAFE DESIGN

When an analysis indicates that a system is acceptably
safe and requires no corrective actions, a salutory result
has been achieved. Determmmg that a specific hazarg

ara

p
3-5

does not exist within a piece of equipment or an opera-
tion, or that a hazard does exist but has been suitably
controlled, is as positive a result of a safety analysis as is

determining that a defect or lack of control exists. The
process of performing a systematic safety evaluation of a
system for a safety analysis provides the safety engineer
with much useful mlormanon because in essence he is

askmgalarge numDeror structured *What if?” questions.
......... - = Klyv safe desien
1 d2aiL u\.alsu

system is safe care must be taken durmg production to
prevent degradation of the safety designed into the sys-
tem. This is especially important when the analyses indi-
cate that a material substitution or other change couid

h
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cause a failure that could result in an accident. In such
cases the safety engineer must transmit the results of the

degradation.
The results of analyses that indicate no apparent safety
problems can be helplul to personnel other than those in

production and quality control. Some exampies are
1. Personnel involved 1in the plann.ng and/or con-
ducting of system or subsystem tests can be informed of

actions to be avoided, safeguards to be observed, and
system safety features designed to prevent accidents dur-
ing testing.

2. Writers of technical manuals for system operation
and maintenance can be informed of special procedures,

......... ) ....\.......n,- Ay itiea Ar cnta A 1
cautions, and warnings required for safe operation of the
system that must be included in the technical manuals.



Guidance concerning he mclusnon of safety information

t
In technical manuals is

........... IR WAIS 1

3-5.3 INDICATION OF DESIGN DEFECT

As important as analysis results can be when no design
defect is found, the results are equally important if they
indicate that a hazard exists that has not been controlled
adequately. When a hazard is found, the design group
must respond wiih corrective action, which must inciude,
if necessary, tradeoff studies of safety versus other con-
siderations, or the entire safety analysis will have been
wasted.

The vehicle by which the safety engineer insures the
proper response to his analysis and recommendation is
the hazard report. A recommended form for reporting

LnenaAd. o mle o - T b Be
nazdarad lb Snown Hl rCig. o-<
The hnzard repon is a formal, written statement of a

hazard that can be sent not only to the responsible design
group but also to othcr groups that may have an interest
in the hazard. The form shown in Fig. 3-2 provides a
means of not only documenting the hazard but also of

MIL-HDBK-764(Ml)

recording the action taken to eliminate or control the
report untll a date has been entered n Block IO mdlcatmg
that the hazard has been eliminated or controlled. If used
properly, the form will have the entire history of a hazard
in one report. The file of completed reports provides a
valuabie source of *iessons learned™.

3-6 SUMMARY

e safety analysis is the most
the safetv engmeer He uses

It is easy to see why the
important tool available to
the initial analysis to evaluate s_ystematlcally the safety of
the initial system design. He uses the data from the early
analyses to recommend specific changes to improve the
safety ofthe systcm when the changes can be mcorporated

vses to verifv that the cafety hac heen imnrav,
yses 1o verily tnat tng salely nas o¢en impre

those changes and to recommend additional changes
minimize or control those hazards that could not be
eliminated.
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i. Hazard Report No. 3. Submiited By S. O
Action:
2. Date Report Iniuated 6. Address
3. System Information:
7. Telephone No.
4. Subsystem
10. Date Hazard Eliminated or Controlled

9. Source:

Design Review
Analvsis

|
inspection

Field Report

Test

oQooooad

|

(continue on reverse side if necessary)

13. Requirements (Include paragraph number of specification, standard, etc.)

(continue on reverse side if necessary)

(continue on reverse side if necessarv)

. Recommended Soiution

=
[31)

16. Summary of Actions to Eliminate or Control Hazard

{continue on reverse side if necessarv)

e - w

Figure 3-2. Hazard Report Form
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This chapter contains detailed information on the preliminary hazard analysis (PHA). It describes the
Sformazs for presenting PHA information. The techniques for determining hazards, which include potential
generic hazard analysis, mission analysis, hazard plotting, and mock-ups, are discussed. Sources of data are

indicated, and limitations of the PHA are discussed.

A CAMAMMYINTYNRT

4-1 PURPOSE AND DESCRIPTION

The preliminary hazard analysis (PHA) is the first of a
series of safety anaiyses conducted during the life cycle of
a system Or item of eqmpmem It should be conducted as
early as possible in the life cycle. If possible, it should be
initiated during the concept exploration phase. The PHA
should examine the safety of each alternative that is being
considered to satisfy the military need. The purpose of the
PHA isto provide early guidance to designers, managers,

safety engineers, and other interested personnel on the

re 1

potenuial hazards of each of the alternatives.
During the concept exploration phase, the PHA can
provide information valuable in conducting tradeoffs

p ]
among the various alternatives. The next use for the PHA
is during the demonstration and validation phase. Nor-
mally just prior to the start of this phase one of the
alternatives being considered is selected, and the design of
the system or item of equipment is started. However,

afnra tho daciogm 1o antisally ctanend sla dacigmace ol d
before the design is actually started, the designers should
study the PHA to learn what the potential hazards are

I
design, these hazards can be eliminated

:3"

and how, throug
or minimized.

Military Standard (MIL-STD) 882 (Ref. 1) states that
as a minimum the items that follow shall be considered for
the \denuhcatnon and evaluation ot hazards:
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tion materials, pressure systems,
sources).

“b. Safety related interface considerations among
various elements of the system (e.g., material compatibili-
ties, electromagneue interference, inadvertent activation,

and other energy

lll"e" Exp S 1ve lnllld(lon and propagallon, and hardware
and saftwara cantral
anG soiitwarc Conirs:

ing environments (
temperatures, noise, cxposurc to toxxc substances health
hazards, fire, electrostatic discharge, lightning, electro-
magnetic environmental effects, ionizing and nonionizing
radiation including laser radiation).

“
d. Operating, test, maintenance and emergency
procedures (e.g., human factors engineering, humanerror

analysis of operator functions, tasks, and requirements;
{1 { factors such as equipment layout, lighting
quirements, poteniial exposures io toxic materials,
noise or radiation on human performance; life
support rujuirements and their safety implications in
manned systems, crash safety, egress, rescue, survival,
and salvage).

“e. Facilities, support equipment (e.g., provisions
for storage, assembly, checkout, prooftesting of hazard-
ous systcms/assemblles which may mclude toxic, tlam—
CAPIU&IVC LUllUblVC I CI yUgC"l

or noise pmunprc electrical pow

Oor noise emitt (=1 018

er
(e.g., training and certification pertaining to saf
tions and maintenance).
“f. Safety related equipment, safeguards, and possi-
ble alternate approaches (e.g., interlocks, system redun-
dancy, hardware or software fail-safe design considera-

tions, subsysiem protection, fire suppression systems,
personal protective equipment, industrial ventilation,
and noise or radiation carriers).”

A carefully executed PHA s
tion that follows:
1. Specific potential hazards in a proposed system
2. The probable magnitude and frequency of each
adverse effectto a proposea system with and without the

ould provide the informa-

potentlal hazards

4. The safety-critical equipment and situations upon
which the designers must focus their hazard elimination
or controi efforts

g

ecomes available

6. Potential personnel errors that can lead to acci-
dents avoidable by design features such as interlocks,
warnings, and procedural instructions
7. Identification of specific safety essentials that

satisfy requirements in standards, specifications, or sim-
N
o



tial safety problems uncovered during experience with
predecessor systems

9. Potential hazards whose controi shouid be veri-
{ied through specific safety testing.

Item No. 5 in the previous paragraph can be a very
important result of a PHA. If the parts or operations of a
system that may be hazardous are identified through the
PHA, detailed analyses can then focus on these parts or
operations. However, if the parts or operations of a sys-
temn that may be hazardous are not identified through the

DLIA it 1will ha nanaccary t0 pondiiet d
A, it Wil o€ necessary to conauct uetaxled analyses of
'

e Ad
The PHA is also used in preparauon ofthe Preliminary
Hazard Analysis Report, which is described in Data Item
Description (DID) DI-H-7048 (Ref. 2). This DID identi-
fies the information that the report must include to doc-

ument the analysis of the system under consideration. The
report should become the written record of the PHA and

any pertinent, related information.

Each hazard identified in the PHA should be docu-
mented in a hazard report. This report, including a sug-
gested form, is discussed in par. 3-5.3. The hazard report
provides a vehicle for following a hazard until it is elimi-
nated or controlled.

4-2 ANALYSIS CONTENT

The PHA should be as useful as possible in identifying
potential hazards and in indicating means of corrective
action. Therefore, the previously stated items from MIL-
STD 882 (Ref. 1) must be considered even though not all
of the items will relate to every system being analyzed, but
each must be considered to insure that none is inadvertent-
ly omitted.

Since the initial PHA is started early in the system life
cycle, the information in the analysis usually will be rather
general and will provide little detail. Nevertheless, this
preliminary information can contain enough indication
of the potential hazards and resultmg effects to alert

Aocicmare ¢~ - ad far ~Arrantiyg a - M
designers to the need for corrective action through design.
For example, it is known that wherever electricity is used

certain electrical hazards are possible. Thus knowledge
that a system or subsystem will be electrically powered
enables the safety engineer to make an early evaluation of
potential adverse effects so that measures to prevent or
minimize accidents can be incorporated into the system
design.

The amount of information available for a PHA will
depend in part on whether the system to be analyzed is
entirely new in concept or whether experience data can be
derived from predecessor systems. In some cases, new
systems use subsystems, components, or materials from,
or similar to those from, previous systems, and informa-

tion about these subsvstems. components. or materials

UVl aldUutl talist Su Forlinis, LOMPONnCS, O diaihniass

will be useful in the PHA.
The exact content of the PHA 1s not specified. The list

4-2

4-
‘guidance concerning content and DID

of specific information given in par.

2) provides additional guidance by stating what the PHA
report must contain. The required elements of the PHA

report will be discussed in detail in par. 4-3.1.1.

4-3 ANALYSIS FORMATS AND
TECHNIQUES

The format and techniques that the analyst selects in
making a PHA will depend to a great extent on the
complexity of the system, the analyst’s personal prefer-
ences, the types of information to be presented, and the
depth to which the analysis will delve. Also the PHA must
be mtegrated mto and be compauble with the efforts of
th

inuvaluad the
iVEG In Iaf

4-3.1 ANALYSIS FORMATS

The two types of PHA in common use are tabular and
narrative. The analyst may use either or both of these
formats.

st commonty used {
of the tables may vary
the personal Dreferences of analysts and with the types of
information to be presented. As previously stated, when a
PHA report is to be prepared in accordance with DID
DI-H-7048 (Ref. 2), specific categories of information

must be provided. Except for the required summary of
results, all the repor t‘ﬁg reqmremcms in DID DI-H-7048
can be satisfied by the tabular format. A list of require-
ments from DID DI-H-7048, which become the column
headings, and a brief description of each requirement
follow:

1. System/Subsyvstem/ Unir. This information will
describe the particular part of the system with which [hlS

15.',1

list the system descnptxon at the top of the sheet and
provide a column that tells which subsystem contains the
hazard ()ther analvsts prepare separate sheets for each

of the sheet. Subs ystems

must all be given positive ldennﬁcat n, e.g..
supply number 1 or fuel subsystem.

2. Svstem Eveni(s) Phase. In this column the state of
the system is identified. Examples of system states are
mission performance, maintenance, repair, transporta-
tion, or storage. Some states may have substates. Mission

performance of an aircraft might be divided into taxiing,
takeoff, flight, and landing

3. Hazard Description. A brief description of the




L1

hazard shouid be given and should inciude the various
ways in which the hazard could become apparent. Also
this column should contain information on whether the
hazard is caused by normal operating conditions or by a
failure or other abnormal condition.

4. Effect on System. In this column are listed the
adverse cffects that could result from the hazard The

or bvstanders and Drobable damage to equipment and,

or property that could result if no safeguard is included.
5. Risk Assessment:

Complete risk assessment requires determining

the scveruy of a hazard and the prooamuw that the

o DHA ic A~ hofara system
n¢ raA s Gond oCisre SyScliii

design, normally onlv the severity of the hazard is needed
because if at all possible, the hazard will be eliminated
through design. If the design does not eliminate the
hazard, information concerning severity and probability
1s needed to establish priorities for actions to control or
minimize the hazard.

MIL-HDBK-764(MI)

some time. Quantitative probabilities may be of value for
considering the hazards of future systems that are similar
to the system being considered or being designed, but they
are of no value to the present system. Through expe-
rienced engineering judgment and/or evaluation of his-
torical safety data from similar systems, qualitative
hazard probabilities may be established. Table 4-2is a

Vicsiomea ~F ~rsalitntivia monbhabkilite eoa i v ra Avialitn
11541 ls Ui qualllalch pl Uuauuuy 1aling ISD. DIV \.luauta
tive .anlfi.ngs are subiect to indxwd"al ir t_crprctatton l! is

hazard probabllmes be adequately documented in the
report.
6. Recommended Action. Means should be recom-

mencea to eiiminate or controi the hazard. Since tne
DLI A ad anely in ¢ g
11 ID Blal LL\.‘ \'al ly 111 L. a\-\iulbl
ble means to eliminate or reduce a hazard should be given.
The safeguards used in previous systems should be

addressed, and safeguards recommended or required by

in all mAaceio
150 process, an possis

TABLE 4-1
HAZARD SEVERITY CATEGORIES (Ref. 1)

Hazard severity categories have been established
to give a qualitative measure of the worst credible mishap Description Category Mishap Definition
that could result from personnel error, environmental Catastrophic 1 Death or system loss
conditions, design inadequacies, procedural deficiencies,
or system, subsystem, or component failure or malfunc- Critical 11 Severe injury, severe
. —~— . . . . . _— PR . Anmiimati~nnal Hease A

tion. The hazard catcgones are ngen in Tabie 4-i; they occupational illness, or

~~~~~~~~ Srie oo major svstem damage
UllCl gCllCldl 5uxuau\,c lUl a WIUC val ly Ul PLOELALLLS. J 7 o
However it may be necessary for a snecific program to s c vy - - - .

TTRERE, AR gy UL HRAESSS M Marginal ili Minor injury, minor
define a mxshap in more deta,l. As examplcs. it may.be occupational illness, or
necessary to define what constitutes system failure, major minor system damage
system damage. minor system damage, or occupational
illness. Negiigibie iv Less than minor injury,

. A y ' TN P P nnhnnannnal illnece Ar
A quantitative hazard probability cannot be cupaliona: 1ungess, of
determined until a system is manufactured and used for system damage
TADIT A9
LADLL %4
HAZADN DDNADADRITITV DANKINAG (Daf 1)
IIALANRNLD 1 RUDADILIL I DNAIYRIINYNUOD (INC1. 1)
Occurrence
Description* Level Specific Individual Item Fleet or Inventory**
Frequent A Likely to occur frequently Continuously experienced
Probable B Will occur several times in the life of an ~ Will occur frequently
item
Occasional C Likely to occur sometime in the life of an  Will occur several times
item
Remote D Unlikely but possible to occur in life of Unlikely but can reasonably be
an item expected to occur
improbabie E So uniikely it can be assumed occurrence Uniikely to occur but possibie
mayu nnat he avnarianca
may not be experience
*Definitions of descriptive words may have to be modified based on quantity involved.
XK Thaociva ~f tha laar ~Ae imrantAacy chanld ha dafimad
1iIC disc vl lIlL HICCL UL ivwniwua \ LIUUIY UL ULy,



. Effect of Recommended Action. This column is
used to document the improvement in the risk assessment
if the action recommended in the previous item is taken.

8. Remarks. Any information the analyst believes
pertinent and 1s not covered in other coiumns may be

A istrative directions.
9 Slazus The status of implementing the recom-

mended hazard controls will be listed in this column.
Useful information not required by DID DI-H-7048

can be inserted in additional columns as desired by the
analyst. Some of the column headings that could be used

follow:

Numerical Indicator. Usually the first column in
the table lists item numbers, and often subitem identifica-
tions are also listed. The item numbers provide an effec-
tive reference svstem for the emries in the table.

tions, standards and codes

3. Lessons Learned. Safety-related information
obtained from previous systems that can be associated
with a specific hazard in the system under consxderanon
or development should be enterea in this commn

4. Future Anal;srs Indicators. This column should
contain recommendations for future analysis of a specific
hazard. As an example, if the PHA reveals thatacompo-
nent or subsystem could cause an accident, a recommen-
dation is emered in this column for a failure modes and
f -

P S
CIICCLS allc

tify specific persons or orgamzatlons responsrbl for tak-
ing action to eliminate or reduce a given hazard.

Fig. 4-1 is an example of the tabular layout using the
previously described headings. The column headings for a

simpler PHA are shown in Fig. 4-2. The format of Fig. 4-1
is probably most useful for large, complex systems, such
as tanks, radar control gun systems, and large radar sys-

tems, whereas the format illustrated in Fig. 4-2 is proba-
bly most useful for relatively simple systems, such as
pistols, rifles, mortars, or towed artillery.

4-3.1.2 Narrative Format

Sometimes the tabular format may be undesirable or
inadequate for the type of material to be analyzed. Tables
can present considerable information in condensed form,

AAAAAA ~ |

but in some cases, a narrative format will be more e

Tye
ive

4-4

Usually the narrative format is laid out so that each
subject, and

ha cithrata

3
LHIC Suviatll-

rence of a fire can be evaluated in detail by using the

narrative format of the PHA. The first part of the PHA

may discuss the fire itself. A fire requires three things—

namely, fuel, oxidizer, and heat. Each of these may be

discussed 1n a eparate paragraph Within the paragrapn
I

most hazardous may be drscusscd Other parts can

address methods of fire prevention, fire detection devices,

firefighting equipment, and other relevant information.
Some reasons for selecting a narrative format foilow:

1. Toinsure that the items that should be considered
for the hazards listed in par. 4-1 are completely discussed
Each of the items should be evaluated for hazards, and if

no hazards exist, this fact should be stated.

2. To provide a detailed discussion to satisfy the
requirements of DID DI-H-7048 (Ref. 2). Such a discus-
sion mxght explam the need for acceptance of certain

3. To present detailed data and facts that will not fit
in a tabular format. For example, a tabular presentation
may indicate fire is a posmble hazard in a proposed Sys-
tem. however tabular format

2
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system, or component belng analyzed The narrative for-
mat may be more suitable than the tabular one for dis-
cussing a tradeoff between designs—with and without
safeguards—that could be selected.

5. Todescribe the system, subsystem. or component

haimaanalirrar ~ - . i
being analyzed so the reader can understand more readily
the circumstances under which the hazard can exist, the

that can result.

4-3.1.3 Combined Formats

In some cases it mav be desxrdble for a PHA to use a

xnanded dlSCUSSIOn of the summanzed information.
Each narrative element should include the corresponding
numerical indicator from Column | of the tabular portion
to coordinate the two formats.



MIL-HDBK-764(MI)

4

Y

w0y vV HJ Jodung e jo ajdwexy - aindiy

un
~3

syielwey pojuaueidi) psenbajeg 19843 [T Te) Kiobajes) TS ‘ON
5| psenBejig Apanag; 10 UOIIPUO) way
11 82UAINIDQ plezey snopJezey
10 Aniqeqoud |
‘WILSAS

SISATVNY AQYVZYH AYVNINITIN

8POL-H-1A AId jo siuadudambay] saysnyeg jey |, wio,] Jejnqe] vHd Jo djdwexy ‘[-p 2andy

8P0L-H-1A 1] Aq paimbay

| —

smels | Ampqisuodsay | si01e1pu) Syeway [euaje)y uondy oy | JUdWSSassy pauseal walshs uondussag aseyd N ON |
sisheuy 0USIY | papuswwoday | ,PIpuUaLICdIY sy SU0SSa) uo piezey (s)iuanz) 10 waj| !
aunjny o193 RLETTE Jwashg | waisksang




MiL-HDBK-764(MI)
4-3.2 ANALYSIS TECHNIQUES

Par. 3-4.4 presents several systematic approaches for
use in performing safety analyses. These approaches were
developed to avoid omission of any hazards, equipment,
conditions, or events that should be considered in the

4-3.2.1 Top-Down Sequence

In this approach the analysis is started at the system
level, progresses to the subsystem level, and then to the
unit level. The unit being analyzed is studied to identify all
the hazards it can generate or to which it might be sub-
jected. The lowest ievei at which this approach can be
used depends on the level of information available to the
a_n'ﬂvct at the time the PHA is conducted, When the

design is complete or near completion, the analysis can be
extended to the lowest level and developed into what will
become a fault hazard analysis (FHA).

4-3.2.Z Generic Hazards

Inti is approach the anaiyst considers generic hazards~

~

ment because of the technical nature of it—to determine
whether they exist in the specific system, subsystem, or
component being analyzed.

Each system will have certain hazards that are inherent
in the design or in the sources or uses of energy. The types
of generic hazards that should be used in determmmg the

m—mbnemtindl hnonad £ DIT A o Alncsnann Al MChnmen= 1IN
PUlClllldl llaZaiud tul da I 112 alT Ui uddcUu l 1 \.'lldplcl 1V,
Dependino on '..he current and voltage involved, a sys-

hazards generally associated with electricity. When fluid
pressure is used, other potential hazards may exist. Thesée
hazards depend on whether the fluid is a gas or liquid, the
type of gas or liquid, and the pressures invoived.

The stated quﬁxff.'mk.uta for )af\.sdafds agalﬁSt potct
tial generic hazards provide clues as to what hazards to
expect in a particular system. These requirements are
often contained in standards or system specifications.
Many of these safety provisions were incorporated into
the various documents because either a preliminary anal-
ysis indicated accxdems could occur or accxdenls did

occur when usino the ¢
CCCur wWacthn using ik s

-
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guard over the moving parts of a piece of equipment
indicates that the moving parts are considered hazardous,
and this gives an indication of where to look for similar
hazards in new designs.

For a system or subsyste with numero
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investigated firs ong as all haza
end result will bethe same. Vever he less itis bestto start
with the most significant hazard, i.e., the one that can

4-6

cause the greatest number of injuries or greatest amount
of damage. Generally, the most significant hazard will
occur from an uncontrolled release of the largest amount

of energy in the system.

IYm.qlln tha ralanca af aneray fram avmlacivag unll h
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the most potentially destructive. Therefore, if an analysis
is conducted on a system or subsystem that contains an
explosive, the hazards due to the explosive should be
examined first. The second hazard to be considered
should be the possible explosions that could resuit from
substances usually not regarded as explosive—such as

1

1

hichlit ranntiva ssmatasinle anAdthat ralanca anarou in orant
lllsllly 1vasviive llialviiaidoTaliu uiav 1vivady Liivi 5] 111 5! vat
guantities very quickly. Analysis of potential fire sources

ryq
may follow next. This precedence of hazards would con-
tinue to hazards, such as toxic materials, that could cause
injury or damage but are less energetic.

Problems with predecessor systems can provide insights
into potenual hazards thai should be inciuded in a PHA.

Nnaratarc and maintananca nercannal nfnrpr‘nnnncnr
UPpLEralors anG mainienandce personne: C1 préGeCessor

tems can provide their experiences with the systems and
their knowledge of the experiences of others. Accident
records of predecessor systems may indicate the types of
hazards that may exist in the system under investigation.
For information about the sources of these records, see
par. 4-4.

4-3.2.3 Subordinate Anaiysis Routines

Inputs to the PHA can be generated by subordinate
anaiyses, such as mission anaiysis, piotting of hazards,
and mock-ups. Early use of these subordinate analyses

nermnc evaluation of situations that could be hazardous
and of the safety measures that could be incorporated into
the system. Subordinate analysis routines will be required
when the design data alone are insufficient to enable the
safety engineer to evaluate suspect hazards adequately.

Some of these routines are discussed in the paragraphs

4-3.2.3.1

Mission analysis is a study of the tasks a system must
perform, the ways the system must operate, and the
environment in which the tasks must be performed. A
part of the requirements documents for a new system is a
statement of the mission of the system and an operauonal

concent af tha ¢
Coneeptl 1 il §

b/
cept will be a discussion of th
system must operate.

The mission statement and operational concept must
be studied to determine the tasks that must be performed
to accompiish the misston of the system. Each task must

Mission Analysis

be studied to determine the hazards associaied with i and
\,\,dxsnfpllmunfnungnrrpdnv ne n

nts in which the system must operate must be consid-
ered because the hazards may change with environment.



4-3.2.3.2 Plotting of Hazards

Another technique to determine hazardous conditions
for a PHA is the plotting of the location of hazardous
parts or parts containing hazardous materials. After the
locations are plotted, they are analyzed to determine the
hazards present and ways to eliminate or reduce the

xamnle of the value of plotting follows. The gaso-
hne tank for the motor of an electrical motor—generator
set was placed above the motor. It was often necessary to

fill the tank while the motor was running since the motor
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plotted durmg the PHA, the hazardous con
have become obvious to the safety engineer.

Plotting the locations of system parts is not the only
type of plotting of value during a PHA. Other types of
plots valuable during the PHA include

1. Radiation from radars, lasers, and similar micro-
wave e
radiation

2. Noise-level contours to determine whether spe-
cific pieces of equipment require noise insulation

3. Exhaust pattern from rocket motors

4. Limits of movement of mechanical parts in reia-

qt |_pmgp_[ which indicates the limits of hazardous

4-3.2.3.3 Mock-Ups

Mock-ups are three-dimensional simulators built to
show the space that persons and equipment will occupy
and the relationship between the two. Generally, they are
made of inexpensive materials, such as cardboard or

wood
WOoOQa.

At first glance, mock-ups—Ilike plotting—may seem
inappropriate fora PHA: however, in fact, they allow the
safety engineer to identify certain space- and location-
related hazards very early in the system acquisition pro-
cess when changes can be made easily and at low cost.

Mock-ups may be used effectively to determine
I. Whether a driver has adequate room to operate a

vehicle without hitting his head on a hard surface or,
wearing protective clothing. he has adequate room to
operate brake and clutch pedals

2. Whether an individual can reach and operate an
emergency swiich from his location

3. Whether avehicle opening is adequate for persons
wearing protective clothing and equipment

4. Whether a vehicle opening is adequate for people
to escape through in an emergency

5. Whether maintenance personnel can see and
reach a part that may require repair or replacement

Mock-ups—Ilike some other techniques used by the
safety engineer-—are of value to other engineering disci-
plines. The examples previously given in this Darazraoh

MIL-HDBK-764(Mi)

could serve the needs of the human factors engineer and
the maintainability engineer.

CMNYTTIY M

4-4 SOURCES OF DATA

There are two basic types of data needed to conduct a
PHA. The first type is the requirements data, such as the
- sha s

; h o~ humian oo
maximum level of noise to which a human may be
ure of humans of x-radia-

(

exposed, the maximum expos
tion, and the maximum surface temperature of exposed
metal in the vicinity of humans. These requirements data
are set down in Government publications such as military
standards (MIL-STD), technical bulletins (TB), and

1YY 1. .

ional Health and Safety Administration (OSHA)

The second type of data has to do with the identifica-
tion of a hazard and the probability it will occur. Histori-
cal information about predecessor systems is a major
source of such data. A list of DoD sources of historical-
type data is contained in par. 2-3; and a list of both source
and the type of data available from organizations is pre-

sented in Annpnduy 4A The sourcesin App"ndlx 4A are

grouped by safety data and reliability data: both are given
since there can be a strong correlation between reliability
and safety. Another source of historical data is the manu-
facturer of the system or the contractor performing a
study of a new system Data from manufacturers or con-

ractor or manufacturer will ten

nt
stress the posmv e features of his product and minimize
the negative ones.

4-5 EXAMPLE
An examplc from Ref. 3, of a PHA, using the tabular

format of Fig. 4-2 (that of Fig. 4-1 could also be used), is
shown in Flg 4-3. The PHA was performed for two
principal reasons: (1) to determine whether the weapon

being tested for acquisition purposes has undesirable
characteristics that may injure personnel and (2) to indi-
cate the precautionary measures to be taken by test and
evaluation personnel to avoid injury during testing.

4-6 GETTING AROUND LIMITATIONS

The preliminary hazard analysis is accomplished early
in the program when detailed information is not avail-
able. As the design progresses, many changes are made,
and some of those changes may introduce hazards not
envisioned in the early PHA. In addition, changes in
mission and/ or more accurate later data concerning mis-
sion will also affect the results of the original PHA. There-
fore, the PHA generally will be inadequate to identify all

the potentxa failures or errors that can initiate sequences
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ysis (FMECA)-—can be used to supplement the PHA as
soon as sufficient design data become avallable The lim-

itatinn that hary g ann
itation that becomes app
1VS

method of analysis itself by el
and capability of the analyst to overcome t hxs detraclmg
factor.

For other purposes, such as establishing the safety
baseline, the PHA is extremcly beneficial. Within this

precludes conclusxve results. This, in turn, will govern the -
additional types of analyses that may be required to com-
plete the information. Determination of the purposes for

which the PHA is to be used and of the information to be
mcluded depends on the analvst He must be tramed

safety programs used in the acquisition process.

A factor affecting the efficiency and usefulness of the
PHA concerns the time of its accomplishment. As indi-
cated in Fig. 3-1, the probability that an error will be

corrected 1s enhanced and the cost of correction reduced

the earlier the error is detecied. Conversely, any deiay
nravantino tha oﬁﬁnmn“chmnr\' nfthe PHA varvaarluin
preveniung wnad alCOMpaisSailient O1 il M A VY Sany in

the acquisition process can reduce its usefulness and effec-
tiveness and lead to costly corrective action to achieve
nonnegotiable safety requirements.
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APPENDIX 4A
INFORMATION SOURCES FOR SAFETY DATA AND RELIABILITY DATA
4A-1 INFORMATION SOURCES OF SAFETY DATA
SOURCE INFORMATION AVAILABLE

Nationai Transportation Saiety Board

800 Independence Avenue, SW
Washington, DC 20594

[SMinprvas, A LULT

Defense Technicai information Center

D..:14 ~ Ce
Duuuuls J, wallucivil otauuu

5010 Duke Street
Alexandria, VA 22314

mrant Af T Al

Dcyal UiV IIL UL L auvuul
200 Constitution Avenue

Parklawn Bulldmg
5600 Fisher's Lane
Rockville, MD 20857

Consumer Product Safety Commission
1111 Eighteenth Street, NW
Washington, DC 20270

National Safety Council
444 North Michigan Avenue
Chicago, IL 60611

Flight Safety Foundation
5510 Columbia Pike
Arlington, VA 22204

National Fire Protection Association
60 Batterymarch Street
Boston, MA 02110

Manufacturing Chemists’ Association, Inc.
1825 Connecticut Avenue, NW
Washington, DC 20009

Department of Defense Explosives Safety Board
Room 856C, Hoffman Building

. Aoy

Alexanona. VA 22331

Reports and other information prepared by various
(CAavarmmant and ~Aantrantar antiuvitiac

NJUYLLIILLIVILIL AllU VVILIlL aviur aviiviuvuwo

Dannrte af induictrial annidante

l\\-PUl L VI IV WOt Ial avviuv i

involving people and their work envxronment

Safety information, to include accident statistics, on con-
sumer products

Accident statistics derived from information submitted by

members

Information on aircraft accidents, incidents, and design
deficiencies

Statistics on fires and information on their avoidance.
Issues fire codes and the National Electric Code

Statistics and accident description involving chemicals

based on information submitted by its members. Provides

information on hazardous chemicals, recommended
equipment, materials, and handling procedures

Information on safety problems in the manufacture, test-
ing, handling, transportation, and storage of ammunition

(cont’d on next page)
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SOURCE

INFORMATION AVAILABLE

Reliability Analysis Center
Rom. Air Development Center
Griffiss AFB, NY 13441

Chemical Propulsion Information Agency
Applied Physics Laboratory

Johns Hopkins University

Baltimore, MD 21218

Electronic Component Reliability Center and
Mechanical Components Reliability Center
Battelle Memorial Institute

US Army IDEP Office

US Armv Missile Command

VS faidily YaaisSsiak LEE-11 8

Redstone Arsenal, AL 35809

4A-2

PIIV ITIeseE I iy SiirII T anTe

Reliability data on electronic and nonelectronic compo-
nents of electronic systems

Data on liquid propellants and motors and other compo-
nents for liquid propellant rocket motors; data on solid
propellants and motors and other components for solid
propellant rocket motors

Summaries of data from tests on electronic and mechani-
cal parts

Resuits of reliability tests on parts and statisticai
information
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The various methods of analvsis used to develop a subsystem hazard analysis (SSHA) are discussed—i.e.,
failure mode and effects analvsis (FMEA); failure mode, effects, and criticality analysis (FMECA); fault
hazard analysis (FHA); fault tree analysis (FTA); and sneak circuit analysis (SCA). The techniques for
performing these analyses, formats, data sources, examples, advantages, and limitations are presented.

5-0 LIST OF SYMBOLS
C» = criticality number for failure mode, dimension-
less
C, = criticality number for item, dimensioniess
CR = criticality ranking, dimensionless

Fr = ratio of occurrence of a speciﬁc failure mode,
1 e., prooaouuy that part or item will fail in the

Aa A
ae, dimension

fication, dimensionless

lar crmcahlv classification, dlmensmnless
P. = probable damage resulting from a specific fail-
ure (by analysis or past data), dimensionless
Q = (1 — reliability) probability of component fail-
ure where reliability is obtained from tables or
estimates from past data, dimensionless

t = duration of applicable mission phase usually
expressed in hours or number of operational

a =
mode, dxmenmonless

B = conditional probability expressed as a decimal
that failure effect will result in identified critical-
ity classification, dimensionless

A» = part base failure rate, h™' or cycles'

A, = part failure rate, h™' or cycles™

w4+ = application factor that accounts for effect of
application in terms of circuit function, dimen-
sionless

mg = environmentai factor that accounts for influ-
ence of environmental factors other than tem-
perature, dimensionless

mo = quality factor that accounts for effects of differ-

5-1 DESCRIPTION

An Army system is a machine or group of machines
designed and built to perform a particular mission. For
example, a particular type of tank or truck wouid consti-

¢::82 2 cuctarm Tha bhaxaede nconria tad th A

ui€ a systeém. 1n< nazaras associated with a system are

subsystem desngn mcludmg componcm failure modes,
critical human error inputs, and hazards resulting from
functional relationships among components and equip-
ments comprising each subsystem (par 203. l Ref. l)
buosequenuy the hazards associated with t

As aminimum, each subsystem must be exammed lf a
subsystem has been in use for sometime, it may be unnec-
essary for the analysis to go below the subsystem level
since the hazards of the subsystem have been identified

3

and corrective action taken. If a subsystem is new and has

not had prior us '
1ot had prior use, it may be necessary for the analysis to
go to the component level.

The SSHA should be initiated as soon as the subsys-
tems have been sufficiently defined to make the analysis
possible. As the design matures and/or changes, the
SSHA should be updated

must be documented in some

orm, which will valy p6uuu|5 on the )uuantc 11 €Xami-
n

ta Item Desc tion (hlh\ DI-SAFT-8010!

Avwass LA r spprival

pecifies the requirements for the SSHA report,
1. Summary of the results
2. List of the identified hazards to include the infor-
mation that follows:

- ) . ~ A
d (,U”l[)(}"t”“(.)} r VIOAaeé|
modes that can resultin a hazard are discussed. Gener-

ally, failure modes explain “how” something fails.
b. System Event(s) Phase. The mission phase that
the system is in when the hazard is encountered is
addressed.
c. Hazard Description. A complete description of
n

the hazard is give
d. Effecton Subsv:tem and/or System. The ef ct

ystem must be considere
nd downstream effects must be

of the hazard on the su
the possible upstream
considered.

e. Risk Assessmem A risk assessment for each

hazard, as defined in par. 4.5, MIL-STD-882 (Ref. 1) or

as defined in other documents applicable to the svsiem,

wc'
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f. Recommended Action. The action that should
be taken to eliminate or reduce the hazard is presented.
Various courses of action should be discussed where
appropriate. The recommended action(s) must be in suf-
ficient detail to be of value to the design engineer.

g. Effect of Recommended Action. The change in
the risk assessment that the recommended action will
bring must be discussed.

h. Remarks. This block should be used for any
information—such as references, administrative informa-
tion, or data on previous, similar systems—that has not
been included in other paii: of the report.

1. Status. The status of action(s) to reduce or con-
trol the hazard must be given.

Various methods of analysis have been developed to
obtain the information needed for the SSHA report. The
mecthods described in this chapter are the failure mode,
effects, and criticality analysis (FMECA): fault hazard
analysis (FHA); fault tree analysis (FTA), and the sneak
circuit analysis (SCA). These methods are used to identify
and evaluate hazards that might exist in the individual
subsystems and/ or in elements of the subsystem. Through
the use of these methods, the analyst can determine
whether any element of the subsystem or the subsystem
itself has any hazardous characteristics that require cor-
rection or removal. Also these methods can be used to
determine whether any inadvertent operation, functional
failure, or other malfunction could result in injury to
personnel or damage to equipment.

5-2 ANALYSIS METHOD SELECTION

Before deciding on a specific analytical tool with which
to conduct an SSHA, it is necessary to consider criteria
related to the study and to establish pertinent guidelines
once the analytical tool has been selected. These factors
are discussed in the paragraphs that follow. A set of
procedural steps for conducting an analysis also is
presented.

5-2.1 CRITERIA

The normal criteria for the selection of the SSHA
approach are to perform the analysis in the most cost-
effective manner within applicable restraints. The princi-
pal restraints are budget and time span for performing the
analysis and the design status of the equipment to be
analyzed. Design status establishes the type of source data
available to conduct a specific type of analysis. To mini-
mize the cost of the analysis, the required detail and
documentation should be no more than necessary to
achieve the objectives. Principal guidelines follow (Ref.
3):

I. Specify quantitative results only to the extent
essential.

2. Restrict the equipment indenture levels to be
included in the analysis to the minimum number required.

5-2

3. Limit failure effects to those necessary to satisfy
the purpose of the analysis.

4. Do notdemand an analysis of all probable failure
modes if an analysis of the principal failure modes will
satisfy the purpose of the analysis—i.e., distinguish
between what is desirable and what is necessary.

5. Restrict the use of FTA to very severe failure
effects and to hazard analyses.

6. Limitdocumentation of the analysis to that essen-
tial to achieve its intended purpose.

5-2.2 BOUNDARIES AND LIMITS OF
RESOLUTION

Failures can be considered at any level, i.e., down to
individual parts and up to input and outputs of the item
being analyzed. The greater the number of failure possi-
bilities, i.e., the higher the level of detail, the greater will
be the cost and time required for the analysis. Consider a
TV set hooked up to cable. What constitutes the system to
be investigated—the set itself, should the transmission
cable be included, should the poles on which the cable is
strung be included, what are the external boundaries of
the system? Next, it is necessary to establish a limit of
resolution, i.e., internal boundary. Consider the TV
example. Will individual screws, knobs, and indicating
lights be considered? It is obvious that the choice of
appropriate system boundaries is important because the
choice of external boundaries determines the comprehen-
siveness of the analysis, and the choice of a limit of
resolution limits the detail of analysis. The life cycle phase
of the system will dictate the various boundaries—a sys-
tem in the concept stage would not require a detailed
“nuts and bolts™ analysis.

5-2.3 HARDWARE VERSUS FUNCTIONAL
APPROACH

The SSHA can be conducted by using a hardware or
functional approach. In the hardware anproach, the
effects of each failure mode are examined with respect to
the function of the related individual hardware. The indi-
vidual hardware effects are then related in sequence to the
subsystem function.

In the functional approach, a detailed analysis is
initiated by analyzing a system diagram of equipment
functions rather than hardware items. This method is
more adaptable to considering multiple failures and
external influences such as human error. The functional
approach is generally preferred when system definition
has not matured to the point of identifying the specific
hardware items that will perform the functions. This
situation occurs in the early stages of development when
hardware designs may not be completed and detailed item
listings, system schematics, or assembly drawings may
not be available. At a later stage of development, when
svstem definition permits, equipment functions may be



ronln A hi; thoir ramracantntive hardivara 1tamc and a
1% P aveu v tiivl l\,pl\,a\.utauv& 1HHalJuvYwale I1tVviiio allu a
more detailed analysis performed, if necessary, using the

hardware approach. Under certain circumstances a com-
bined hardware-functional approach may be the opti-
mum solution for conduct of the study.

There are, however general procedural steps (hal should
be applied regardless of the particular analytic tool—
FMECA, FHA,FTA, or SCA—selected. The procedural
steps follow:

i. Define the system or hardware and its require-

ments.
mivii

FQ

assumption
forming the analysis, e.g., define failure criteria.

3. Establish a biock diagram or sequence of events.

4. Identify failure modes, effects, failure detection
methods, and other worksheet requirements.

5. tvaluate the crmcanty of each faiiure mode.

P, Py A £
nce cquucu LU]ICLHVC dLllUl] dl]u 1071

2. Establish ground rules and assumnptions for per-

mnmacv nf the carrective acti
acy e COITeCilve actl

. Document the analysis and provide recommenda-
tions for those items that could not be corrected and the
changes that should be imposed as maintenance require-
ments to insure that the inherent safety is achieved.

£
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5-3.1 GENERAL

The failure mode, effects, and criticality analysis

(F CA)isdefined by MIL-STD-1629 (Ref. 4) as essen-
tiaii‘y a reliability task; however, it supplements and sup-
nortc otherenoineerino tasks throuoh the identification of
pertsotngrengineeringtasxstirough tneigentiication of

areas—i.e., safety, readiness, mission success, mainte-
nance, etc.—in which effort should be concentrated.
Since the FMECA requires inputs from many disciplines,
it is relatively unimportant which engineering group is
selected to make the F Mt(,A study Whal 18 1mportant 1s

al Its, i
knessesthat pose a cafetyv nrobl
knesses that pose a safety probl
afetv engineers. Thus the FMECA becomes the point of
departure for a detailed safety examination and recom-
mended corrective actions.
The paragraphs that follow describe the FMECA tech-

nique in the broadest sense of usefulness.

5-3.2 DESCRIPTION AND PURPOSE
e of the FMECA ;ct

The pu urpos
design weaknesses through systematic. do umemed con-
sideration of (Ref. 5)

identifv nntentml

1. All likely ways in w
ment can fail
2. Causes for each failure
3. Effects of each failure.
Although primarily a reliability tool (Ref. 5) to opti-
mize performance and/ or life cycle cost tradeoff between

mission reuamuty and basicr enammy at the black box,

ArnrmmAanant and/ Arductarm laval tha DAMEM A o o smnwae
LU llpUllLllL, ﬂllu/ vl Dyblklll ICvii,tnuv 1 iviL LA a pUWCl-
ful instrument for a detailed examinatien of subsystem

Engineering schematics and mission rules that
systematically identify the likely modes of failure
2. Possible effects of each failure, noting that each
a 1

failure may be different for each phase of the life cycle or
aach tune af miccinn
each type of mission

3. Criticality rating or number—usually based on

failure effect, severity, and probability of frequency of
occurrence—for each failure mode.

This latter feature, No. 3, distinguishes the FMECA
from the failure mode and effects analysis (FMEA); the

£~

FMECA is a complementary analysis to the FMEA, i.e.,

its evolution is a two-stage process
In essence, the FMECA lists the failure modes in an
orderly, organized, evaluated manner; serves to verify

design integrity and to identify and quantify sources of
undesirable failure modes; and documents risks. The
results of the analysis can be used to provide a rationale

for cnanges in operatmg procedures for amenoratmg the
iy thha cAtienan A aes [y
1 1

By anplvmg the functional approach. an FMECA
lends itself to the analysis of the subsystem in the concept
exploration phase when specific items of hardware are
still undetermined and only the more obvious failure

modes can be identified. The analvses if properlv con-
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lhe system.
Collateral benefits, derived from FMECA, that have
related safety connotation are
1. Identification of critical items that are a part of

calantad Ammfiaiieat ~me o PR TR I T T SIS TR SN
sciccica LUnllgurdllU"§ dnu S$fiould DC reiaincad and in-
cluded in the reaguect far nronosal (R FPY far the full-scale
CiuGea 1IN INe requEesSLior proposal (s ) 1orine iun-scac
development phase

2. Discovery of areas where judicious use of redun-
dancy can significantly improve reliability and thus
reduce the probability of occurrence of a hazard

3. Identification of areas that require environmental
protection to improve safety

ntan
1

4 FEvaluatian of ma: ance nracedurec ncing hinlel
. L valuallull Ul liatlitviialivte prutieudulies Udliig vulit
in test equipment (BITE), automatic test equipment

1
(ATE), and other diagnostic tools.
The FMEA and the criticality analysis (CA), basic

5-3
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elements of the FMECA, are discussed in the paragraphs
that foliow.

ing tool to improve hardware reltabtllty lends 1tself to a
systematic approach that can be used for safety purposes,
especially when accidents could result from hardware
failures. The analysis, depending on system status, can
employ a hardware or functional approach, discussed in

pars. 5-3.3.2 and 5-3.3.3, respectively. The purposes, or
objectives, of the approaches are the same; however, the
techniques differ

5-3.3.1 Failure Modes

For the purposes of the FMEA, the failure mode of the
subsystem generally explains “how™ it fails. Seven typical
modes of possible equipment failure are (Ref. 4)

1 n

Premature operation
2. Failure to operate at a prescribed time
3. Intermittent operation
4. Loss of output, or failure, during operation
5. Degraded output or operational capability

6. Other unique failure conditions, as applicable,
based on system characteristics and operational require-
ments or constraints

of
“how" or “in what manner” the failure occurred, which
are of prime importance to the safety of the design. For
example, a "single-point failure“ 1s the failure of one

of a solenoid, an electrac wire, of any component or
assembly, oran operator’serror—that resultsin the nngle

failure of the major item of which it is a part. and su

failure 1s not compensated for through redundancy or an
alternative operational procedure. From a safety view-
point, no single-point failure should be acceptable in a
desrén if it leads to unacceptable consequences. An alter-

matitrn Aocies N Al oo Ao tn mravant minare
ldLlVC ucals 1 S1IVuId v CnuUdCll, CVvOi w PILVL L 1nnuvl
consequences, if the alte native is evaluated as cost-

is a “common mode condi-
tion”, i.e., the failure of one item that can lead to multiple
consequences such as the failure ot a cooling unit that
causes the failure of all the electronic equipment that it

cools. To determme whether a potenttal fa iiure would be
a single-point failure or a common mode failure, the
safety analyst must have detailed knowledge of the sub-
svstem design and its components together with their

interrelationships.

[t is important to note that the FMEA 1s concerned
specifically with the failure to operate—the effects of a
component, or larger item. on the operation of the subsys-

S-4

tem. From the standpornt of system safety, however
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tion of the strengths and weaknesses ofasubsystem‘ le.,a
design tool. The FMEA is not a panacea for a poorly
designed and/or operated subsystem.

r portion thereof A detaxled analvsrs using
this approach is begun by tabulating each individual
equipment item and then analyzing it. Failure effects on
performance of the item itself and on other hardware
subsystem eiements are men qetermmed and become faii-

E

ure level. The hard-

r us than the functional
pp roach and normally is used whenever hardware items
can be identified from engineering drawings. Usually the
hardware approach is used from the part level up; how-
ever, it can be initiated at any indenture level and progress

in either direction.

5-3.3.3 Functional Approach (Ref. 3)

The functional approach is initiated by listing equip-
ment functions at an initial indenture level. Failure modes
contributing to nonconformance levels of the desired
functions are then analyzed and failure effects are deter-

ed wmcn then become the tauure modes at the next

nrarediire e onn ¢zt

orupto indenture levels, as determined by the analysis. to
identify all critical items. This approach normally is used

for those cases in which hardware svstem definition has
not reached the point of identifying specific hardware
items orinthose sltuations in which the complexity ofthc

viously, 1
difficult to follow as the hardware
approach Although the functional approach normally is
applied from an initial level down, it can be initiated at
any indenture level and progress in either direction.
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5-3.4 CRi

equipment or an operating Drocedure whose failure to
perform as intended will endanger personnel and or
materiel because of the hazardous consequences. Per-
forming as intended includes the reliability of the unit and
the probabiiity that prescribed operating procedures wiii



be observed A unil of equipmem oran operating proce-

.................... 1 safety-critical
condmon It is only when (he consequences will be unac-
ceptable from a safety viewpoint that low reliability and
low probability will generate a safety-critical situation.

Crmcahty—the factor reiatmg to the }-MtLA—is a
auve term used t v

loss of operational capabilitv that might be perfectly
acceptable from a safety viewpoint.

5-3.4.1

Inthe CA, each potential failure mode identified in the
FMEA based on the best available data—is ranked

Criticality versus Severity

Vo
} MECA attempt to mdicatei ina
numerical scheme, the consequences of component fail-
ure. Criticality rankings are desirable to determine
Which items should be given more intensive study
for the elimination of a hazard that could cause the fail-

ure; and for Iall safe OCSlgn failure rate reducti on, Or

= oQ

2. Which items require special attention during pro-
duction, require rigid quality control, and require protec-
tive handling at all times (critical-item list)

3. Special requirements to be included in specifica-

tions to suppliers

4. Acceptance stanoard to be established for com-
ponents obtained {rom subcontractors and for parame-
ters of subcontract items that sho_lld be tested imensivelw

5. When special procedure
equipment, monitoring devices, or warmng systems should
be provided

6. Where accident prevention efforts and funds
could be appiied most effectively.

It is important to remember that although reliability
techniques and data are std inthe syst.em safety analysis,

safety terms but have different defimuons. In the present
discussion “criticality ranking™ is not necessarily identical
to “*hazard severity” or to “*hazard probabililv ranking”.

The primary purpose of criticality ranking is to identify
parts, assemblies, or components that are critical to the
continued operation of the equipment in a manner that

anks them in relative importance. Ineffect. the criticality
rankmg can assist in a safety analysis in that it is, in part,
an assignment of numerical factors to each of the terms
“hazard severitv and hazard probabilm" This result 1s

SuCh as 'i} how eact
es

chain reaction due (o such failures and continue opera-
tions. A part could receive a high criticality ranking with-

out affecting system safety.

On the other hand the “hazard severity” and “hazard
probability " definitions of Ref. I are qualitative measures
of the effects upon the safety consequences of a failure.

Thus me CA combines severity with both the prooaouu
Lo fon~iianmny Af
1

5-3.4.2 Hazard Severity (Ref. 1)

“Hazard severity categories are defined to provide a
qualitative measure of the worst credible mishap resulting
from personnel error; envxronmental conditions; design
inadequacies; procedurai deficiencies; or sysiem, subsys-

tem, or component failure or malfunction as W

Description Category Mishap Definition

Catastrophic I Death or system loss

Critical 11 Severe iliness, severe occupa-
tional iliness, and major sys-
tem damage

Marginal 11 Minor illness, minor occupa-
tional illness, or minor sys-
tem damage

Negligible v Less than minor injury,

occupational illness, or sys-
tem damage.

The hazard severity categories provide guid ancetoa wide

contractors as the meaning of the terms uscd in the
category defimlions. The adaptation must define what
constitutes system loss, major or minor system damage
and severe and minor injury and occupational illness.”

ln evaluating the criticality 01 a failure

(2]

mode, the

U')OQ

able to detect—an
ure has occurred.
2. Exposure Time.* The period of time since the
subsvstcm was known to be good. If the failure 1s criucal
r a specific phase of the operation but is aiso m
' f.

~a

ahla a exynaiire Ar
aoic, in€ ¢Xposure ume 107
co €

=%
—
=)
o -
8 -
—
=4
"U

'-‘u
Q
:.
=

'

*Exposare time is the period in clock time. or cycles, during

cad s i e o aciira £~ e N

which an item lS exXposea to failure mcasmcu Irom when it was
last functioning to when it is verified again.
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3. Probability. Given that a failure is undetectable,
r only monitorable under certain conditions, its result-

ﬁg xposurc time may be significani. The probability
chAn he rnncidarad hat nthoar cnarcificr faithirec mavu
OIIUHI\J v WWILOIIULI VG Litau viilwl J}lh\rlll\r AL WO lllu]
combine within the defined exposure time, in the aggre-

gate, in a cntlcal failure effect. At some point the failure
combinations may become so improbable that the failure
need no longer be considered. The requirement for “how
1mprobable must necessarily be a function of the

in potennal occurrences per unit of time, events, popula-
tion, items, or activity. Assigning a quantitative hazard
probability to a potential design or procedural hazard 1s
generaiiy not possibie eariy in the design process. A quai-

arard meahakh: a dariy

uauvu hal.alu lJl Uuauuuy lllﬂy U\' U\.llv’bd fl Ulll l\'a\.al\,h,
analysis, and evaluation of historical safety data from
similar systems. Supporting rationale for assigning a
hazard probability shall be documented in hazard analy-
sis reports. An example of a qualitative hazard probabil-
ity ranking is:

Cmnacific Individnal Fleet ar

Specific Individual Fleet or
MNacarimtinemX | awal Tooom Torvramt neo KK
UCD\-IIPLIU 1 LCvVvCl 1tC1nr 1aveinv !
Frequent A Likely to occur  Continuously

frequently experienced

Will occur fre-
quentiy

Probable B  Will occur sev-
eral times in iife

Ul all llClll

Will occur sev-

eral timec

Occasional C Likely to occur

sometime 1n life

of an item

Remote D Unlikely but Unlikely but can
possible to occur reasonably be
in life of an item expected to
occur

So unlikely it
can be assumed
occurrence may
not be expe-
rienced.

Unlikely to occur
but possibie

Improbable E

*Definitions of descriptive words may have to be modified
based on quantity involved.
**The size of the fleet or inventory should be defined.

Ai‘h ugh these terms from Ref. | as de

tivia oo ot
tive in nature, a syvsiem o1 num

4
them for generating a type of criticality number. It 1s
probably better to consider other factors, too—as pre-
viously mentioned —rather than making a decision based
on assigned severity and probability numbers alone.

5-6

5-3.4.4 Quantitative Technique

An example of the extreme in determining criticality
rankings is described in Ref. 3, which requires the solu-
tion of an equation with six factors for each faiiure mode

€ modes. A
preferable method is a simpler one descnbed in Ref. 6. It
uses the relationship

CR = P. X Q X Fg, dimensionless  (5-1)

where
CR = criticaiity ranking, dimensioniess
P. = probabie damage resuiting from a specific
failure mode (by analysis or pas‘ dataj,
dimensionless
Q = (1 — reliability) probability of component

fallurc where reliability is obtained from
tables or estimates from past data, dimen-
sionless

Fr = ratio of occurrence of a specific failure
mode, i.e., probability that part or item will
faii in the identifiled mode, dimensioniess.

An alternate number system is the Criticality Classifi-
cation Code proposed by Arnzen (Ref. 7). The system
consists of three mdependent categories that indicate

1. P = probability of occurrence
2. T = reaction time criticality

3. C = consequences of failure if not compensated

e}

10rI.
Each of these three categories is ranked as follows:
P, the probability of occurrence:
I = highly likely
2 = likely
3 = not likely
T, the reaction time criticality (relative to correction of
the failure to preveni unwanied Consequences):
| = reaction time critical
2 = reaction time limited
3 = reaction time unlimited
C, the consequence of failure:
I = uncompensated effect is catastrophic
2 = may be critical for mission success if not com-
pensaied
3 = no major consequence to mission success or

crew safety.
Examples of the application and interpretation of this
three-part criticality ranking follow:
I. 1-1-1 (corresponding to the rankings assigned to

o o

categories (P-T-C-)) indicates failure is highiy likely,

antinn muct hatalanimmadiataly Atharwica tha ~reawg arnsll
AVLIVIL LLIUDL UL tansil lllllllbulakbl)‘, ULHILV L WIIDL LI LILU W will
be lost

2. 3-2-3indicates failure is not likely, no need to take
immediate action, and the failure will not hamper mission
success or crew safety.



Another method of ranking criticality is to multiply the
Failivens cnsrmacitsr laal misealane tha fails Aokl
1diure S Vel l.y lCVCl llulllUCl Uy lllC lallulC PlUUdUIHlV
level number. In this instance, the reliability numbers

from tables, tests, or past history of similar parts are used
to obtain a probability number. Bands of reliability
numbers in the areas of interest are assigned probability
numbers. The severity level numbers are based on failure
consequences—inciuding operauonal considerations,
partial failures versus comp the
failures affect safety of personnel and equipment. The
result of the multiplication is the criticality number. An

example of this technique is given in par. 5-3.7.

5-3.4.5 Qualitative Technique

The availability of specific parts configuration data and
failure rate data will indicate the best analysis approach to

cm Fmve m mmrtimi i o Allat Ve M Y £ NoA A
us€ 10r a partucuiar criticaity analysis. in par. J5-3.4.4
auantitative annraoaches were diccnusced Thp analitative
quantilauve approacnts werd GIsCussEd. 1 ac Quaiiiauve

approach is appropriate when specific failure rate data
are not available. When the failure probability levels are
used in this approach, they should be modified as the
subsystem design matures and becomes better defined.
Also when parts configuration data and failure rate data
become available, criticality numbers should be calcu-

lated and lnrnrnnrc\tpﬂ n the nnal\rclc
iateg and inco rporateg in (n€ anayst

To progress in the absence of faxlurc rate data, assess
the failure modes identified in the FMEA in terms of
probability of occurrence levels defined in the paragraph
that follows. Individual failure mode probabilities of
occurrence should be grouped into distinct, logically
defined levels that establish the qualitative failure proba-
bility level for entry into the appropriate CA worksheet
column.

A suggested technique for defining probability of
occurrence levels, excerpted from Ref. 4, follows: (Note
that the basic definitions of probability levels follow those

for hazard probability in MIL-STD-882 (Ref. 1).)

1. “Level A— Frequeni. A high probability of occur-
rence during the item operating time interval. High prob-
ability may be defined as a single failure mode probability

greater than 0.20 of the overall probability of failure
during the item operating time interval.”
2. “Level B—Reasonablv Probable A modcrate

probablln y of occurrence that is more than 0.10 but less
than 0.20 of the overall probability of failure during the
item operating time.”

3. “Level C—Occasional. An occasional probability
of occurrence during item operating time interval. Occa-
sional probability may be defined as a single failure mode

probability of occurrence th
than 0.10 of the overall g
item operating time.”

4. “Level D— Remote. An unlikely-probability of

at is more than 0.01 but less

Qi 15 vl liail v VUl v

robability of failure during the

MIL-HDBK-764(MI)

occurrence during item operating time interval. Remote

S. “Level E—Extremely Unlikely. A failure whose
probability of occurrence is essentially zero during item
operating time interval. Extremely uniikely may be

Aafinad agc a .-. nal 6‘«.].-". madanrahahilitu af asciirr
ucuucu ad d SLIEIC 1aluUlt [HIUUL provavility vl occurren

\r\r
that is less than 0.001 of the overall probability of failure
during the item operating time.”

The entries given in the example of Fig. 5-5 illustrate
that the objective of reliability engineering is to discover
where to place the most emphasis to obtain reliable
equnpment—ﬁrst in an opcrauonal sense and secondarily

bers and
STD-882 (Ref. l). Another sheet from this same analysis
(not shown in Fig. 5-5) contains an entry with a reliability
criticality number of 12, which requires corrective action
{according to reliability guidance), but a safety category

Af TV (naalioithlel Thic 1¢ inderctandahle hacanice the
O1 31V (NCENEICIC). 1141iS 1S UNACTIstalidaoic oClaust uid

reliability criticality number is designed for use only in
rating the hardware. Personnel errors, whether induced
by a poor design or unavoidable design requirements, can
cause Category I hazard severity consequences even
though the hardware itseif may have a very low reliability
criticality number or failure rate.

..,
-
=2
®
o
.
=.
)
=
=
L

t correlation of the critic
number wnh safely the crmcalxtv column ofthe FMECA
does serve useful safety purposes. The higher numbers
should indicate areas of the design to be subjected subse-
quently to more detailed analysis. In addition, these
hight‘:l Cl‘i‘licalu_y numbers—for
purposes any criticality number over 10 indicates a
required change—will provide clues as to the priorities for
design changes that can affect safety. In toto, the com-
plete FMECA report provides much data, in addition to
criticality numbers, that can be used in safety analyses.

ClldUlHly CllglllCCI lllg

5-3.5 ANALYSIS TECHNIQUE AND

FORMAT

Prior discussions have recommended a degree of flexi-
bility in adapting various techniques to individual safety
analyses. The approach for the FMECA will also be
somewhat flexible depending on the point in the system
development program at which this analysis is under-

5-3.5.1
The exact procedure to follow for accomplishment of

the FMECA still depends on various factors such as the
point in the system development program at which the

Technique

5.7



analysis is made, the complexity of the item to be ana-
lyzed, and the depth to which the analysis can or should
proceed. Two approaches can be used: (1) the functional

dpplUdLIl—*Wlleﬁ individual paris ofri it€mis 1o be HILUIPU'
vet heen identified (cpp

I~ een 1gentilig

rated in the subg \I(YPm have no

QLU 142 LT SUWUS Yy It

par. 5-3.3.3) and (2) the hardware approach—when the
parts and comments can be ldennﬁed from engineering
drawings (see par. 5-3.3.2). Both approaches use the same
general procedures. The first part of an FMECA is the
deveiopment of an FMEA, a process described in par.
5-3.5.1.1.

5-3.5.1.1 Performing the FMEA

The FMEA is usually prepared by reliability engineer-
ing personnel. Occasionally, however, contract provi-
sions will require that it be done by system safety person-
nel. Regardless of the preparing activity the following
discrete steps are to be used in performing an FMEA in
preparaucn for the FMECA (Ref. 4):

Define the Subsystem 1o be Analyzed. Complete
subsyslem definition includes identification of internal
and interface functions, expected performance at all
indenture levels, subsystem restraints, and failure defini-
tions. Functional narratives of the subsystem should
include descriptions of each mission—in terms of func-

tinnc that idantifu tacke ta he nerfarmed_ far eacrh mic_
uOns wnat 1GCNY 1aSK5 10 o0 pPeriormeC—iOr Cada mis

sion, mission phase, and operational mode. These narra-
tives should describe the environmental profiles, expected
mission times and equipment use, and the functions and
outputs of each item.

2. Construct Biock Diagram F

pendcncxes. All subsystem interfaces shall be indicated.
(If the hardware approach is being used. “item™ refers to
assembly, subassembly, or component-—depending upon
the ievei of detail undertaken. if the functionai approach
is being used, then “item™ refers to function.)

3. ldennfv all nmemml failure modes for the item

and its interfaces, and define their effects on the imme-
diate function or item, on the subsystem, and on the
mission to be performed.

4. Evaluate each failure mode in terms of the worst

given in par. 5-3.4.2.)

5. ldentify failure detection methods and compen-
sating provisions for each failure mode.

6. idemifv corrective design or other actions required

alion tha failisra Ar A A

to eliminate the failure or 1o control the risk.

7. ldentify the effects or other subsystem attributes
of those corrective actions. such as changed requirements
for logistic support.

5-8

8. Document the analysis, summarize the problems
that could not be corrected by design, and identify the
speciai controls that are necessary to reduce failure risk.

PN alasac slan TAAT A
llllb H.[JICle UIC CIVIE AL

the FM EA process. The Cmis the portion of the criticality
number for the item due to one of its failure modes under
a particular severity category. For a particular severity
category and operationai phase, the C for a faiiure mode

vt la anlanilntad ke
Illd_y UL Lvaivuialvu U_y
Cm = Bal,yt, dimensionless (5-2)

where
Cn = criticality number for failure mode, dimen-
sionless

B= condmonal probabmty expressed as a

sionless

a = failure mode ratio, i.e., probability ex-
pressed as a decimal that part will fail in
identified mode, dimensionless

N, = part failure rate, h™' or cycles

t = duration of applicable mission phkase usu-
ally expressed in hours or number of opera-
tlon cycies, h or cycies.

Calculatlon of C,

Jais. )
is determined by the number of subsvstem failures of a
specific type expected due to the failure modes oflhe item.
The specific type of subsystem failure is expressed by the
severity category for the failure modes of the item. For a
panicuiar severity categorv and mission phase, the C, for

- ehn ~f e
an it is I.IlC Suin O1 lllC ldllul

re mode criticality numbers
C under the particular severity c

ategory. C, is calculated

by
J .
C = § (Baist), n = 1,2, 3,...,/, dimensionless
" (5-3)
l.e., a summatio ffauure mod s Cn for the items that

C. = cnticality number for item, dimensionless

3
I

failure modes in items that fall under a partic-
ular criticality classification, dimensionless



j = last failure mode in item under criti
sification, dimensionless

B = conditional nrgbabﬂnv expressed as adecimal
that failure effect will result in identified criti-
cality classification, given that the failure
mode occurs, dimensionless. The 8 values
represent the analyst’s judgment as to the

condiitonal pl’ODlellIy the loss wiil occur and

chanld ha Aanantifiad in aeneral arcardance
sQUuvuIg N Huu‘llll ANV L ELIIL‘I dal Aavvuiudlive
with the following
Failure Effect B Value
Actual loss B =100
Probable loss 0.10<B<1.00
Possible loss 0<B8=0.10
No effect B=0
A = failura made ratin nraohahilitv e roccad ac a
(8 1diiuly (HUUL rauy, piryvduinity © 1LOSCU ads a

decimal, that part or item will fail in the identi-
fied mode, dimensionless. The fraction of the
part failure rate A, related to the particular
failure mode under consideration shall be
evaiuated by the anaiyst and recorded. If aii
potential failure modes of a particular part or

item are l|cn=r1 the sum of the o values for that

part or item wnll equal unity. Individual fail-
ure mode multipliers may be derived from
failure rate source data or from test and oper-
ational data. If failure mode data are not

§-3.5.1.2.3 Criticality Matrix

A criticality matrix will then be prepared to provide a
means of identifying and comparing each failure mode to
all other failure modes with respect to severity. The
mamx 1s constructed by msertmg 1tem or faiiure mode

fiumbErs in m

bllny of occurrence level or the crmcahty number C, for
the failure modes of the item. The resulting matrix display
shows the distribution of criticality of the failure modes of
the item and provides a tool for assigning corrective
aciion priorities.

& 289 | AP Y]
IS LS PSPy 4 rulinat
T . £ L TTWAT A oA PRSI
rormats ior inc r.vicA, CA, and UA maltrix are pre-
cantad in Fioc S_1 &.7 and S_1 racmartivelv
STICE 1N TIgs. J=i, J=¢, and o>=5, 1espeduivdiy.

&1 CNI'D
J v oOwv

CEC NE DL
=J. UL LD vUr L
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Failure rate
e.g., environmental
are available from many sources. MIL-HDBK-217 (Ref.
8) is the primary source of failure rate data for electronic
parts. Both the base failure rate and all failure rate
adjustment factors should be identified. When parts are

similar to those iisted in MIL-HDBK-217, base faiiure
-~ A 1
)

r
1 %]
d failure rate adjustment factor data,
al a

and nnalnv factors, for the FMEA

factors—as may be required to modlfy the MIL-HDBK-
217 data for applicability to the particular part.

Failure rate data for parts not covered by MIL-HDBK-
217 should be seiecied {rom aliernative daia sources; Ref.
9 is adata source for nonelectronic parts. Other sources of
data are listed in par. 4A- 2, Annc_ndlx 4A.

Data on faxlures and their consequences in a specific
system generally can be obtained from the Army com-
modity command responsible for that system or from the
contractor from which it was acquired. Field reports of

eficiencies, huomii‘lt’:u becaiise components

O S
can pr‘ or were involved in. onerational accident
cause invelveg in, ope accigen

can provide valuable insights into potential safety prob-
lems that result from failures. These deficiency reports are

1. Army Safety Management Information System
(ASMIS)

2. Quamy deficiency report (QDR)

3.8 odulplc data collection (S \QU\,;

4. Equipment improvement report (EIR).

Parts common to fielded materiel and the materiel
being developed give clues to potential safety problems of
the new design. Even though part or item commonality
cannot be established, existing systems with functions
similar to new systems can provide helpful insight as to

whara mAatamtinl cafatyy meahlame mioht ha fAanind in tha
wiiLi o P bllllal Dal\'ly PIUUI&IIID llllsll\ UL 1UulIu 111 LN
new design. New technology may enable the elimination

of the previous safety deficiencies, and this information
should be documented in the hazard analyses of the
subsystem.

g1 LTV ARD
TTJ e ~ I

T i Al _ TN AT 1 _A.__ ———

10 lllUb raie ine l'lVlr_/‘\ ana k,.“\ €Xa lp €si I'UIII Hrl 1 v
materiel development programs are provided. These are
given in Figs. 54 and 5-5, respectively.

5-3.7.1 FMEA Example

Fig. 5-1illustrated the format for an FMEA worksheet.
The word “worksheet” emphasizes the point that the
orkmg step - toward preparatlon oI the
eied example she

a
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increasing
Criticality

(Increasing Level of Probability—)
(@] [ e]

Criticality Number C,
Probability of Occurrence Level

Q
N\

(Low) o

v m

I I

Severity Category
{increasing iLevei of Severity —)

Figure 5-3.

5-3.7.2 FMECA Exampie
The example of an FMECA presented in Fig. 5-51is a

page froman analysis of asubsystem in the Army’s Brad-

Toe: Tonfnmteey Dlinbhtions Vakinla Cuctarm (TEUVCY Tha Aeio:
ICV lllldlllly l Islllllls YCIHLIC OydLvll (i1 vy o). 11v Ullsl'

nal report page has been modified for use 1n this hand-
book. The analy51s was made during the full-scale develop-
ment phase of system acquisition, and, though originally
titled “Failure Mode and Effects Analysis™, the content of
the table includes criticalitv informauon. This would,

o,

more propcn) make i a rduurc lVlOUC cliects, and

{“rn\r\q]ut\
“nalainy Anarys

example of an FMECA.
An example of calculating the critical numbers C,, and
C. for a given mission phase under a severity classification

an

Anqhzc:c ac
as an

rhprn(nrp it ic nead hare
Lwereiore, it is useég nere

Format for Criticality Matrix (Ref. 4)

e o~

ategory il foilows. The vaiues of the base faiiure rate A,
and {actors m that modify As for the category of environ-
mental applications and other factors that affect part
reliability—together with the method—were taken from
MIL-HDBK-217 (Ref. 8). The item under analysis is a
diode, Group V, MIL-S-19500/533 (Ref. 10), used as
voltage reference in a fixed ground environment at 25°C
and of a Joint Army and Navy (JAN) quality level.
Civan-

UIVEN!

As = 0.00053X 107 h, part base failure rate

w4 = 1.5, application factor that accounts for
effect of application in terms of circuit
function, dimensionless
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me = 3.9, environmental factor that accounts for

- fls Af
influence of environmental factors other

than temperature, dimensionless

mo = 3.0, quality factor that accounts for effects

S0, quallity 1ativ al aLLOUIIS 101

of different quality levels, dimensionless.

Solve for the part failure rate A, by (Ref. 8)

A\ =y s N L1

Ap = Ao(mamemp), failures/h
= 0.00053X107° (1.5 X

3.9 X 3)
= 0.00930X107° failures/h.

For this specific mission phase there are two failure

modes under severity classification Category II and one
failure mode under severity Category IV. T ne lracuon a;

a), = 0.3 for first failure mode under severity Category
I1

a> = 0.2 for second failure mode under severity Cate-
gory Il

a3 = 0.5 for failure mode under severity Category IV.

Assume the conditional probability of mission loss 8 = 0.5
and r = lhfor the mission phase. Therefore, Cn from Eq.
5-21is

1 Ene o n .

1. 1O Q] — V.J.

= (0.5)(0.3)(0.00930X10™%) = 0.001395X10°

2. Fora;=0.2: 7 )
Cm = (0.5)(0.2)(0.00930X107°)(1) = 0.000930X<10™°

Since by Eq. 5-3

Il
M+
—_
9!
3
-
3

C (
n=1
= 0.001395X107° + 0.000930X10™
= 0.002325%¥10°°
under severity Category Il. The a3 = 0.5 case was not
considered because a; related to a Category 1V severity.

5-3.8 ADVANTAGES

The subsystem FMEA and FMECA reports provide
both qualitative and quantitative data useful in complet-
mg other safety analyses and specnal safety studles The

sub
84

faxlure modes on other items and the subsvstcm The
safety analyst can use these data to investigate safety

MIL-HDBK-764(MI)

effects in more detail, including the human interfaces of
these failures. Investigation of some failure modes will
identify the need to develop safe maintenance procedures.
If safe maintenance procedures cannot be developed to
correct a particular failure, the analyst will request a
design change for safety reasons. Thus the qualitative

analysis can avoid costly modifications by ferreting out
latent design and operational deficiencies in the early
design and testing phases of subsystem development to
insure a high level of safety before the initiation of
production.

The quantitative portion of the FMEA and FMECA
analyses provides the basic numerical data to caicuiate
probaomty ievels for safety levei determination. Remem-
ber that not every line of the FMEA and FMECA will be
asafety problem. Some failure modes are “fail inoperate”
and are safe; but to the extent failure rates are provided,
they can be used in special safety studies or other hazard
analyses as appropriate to the safety process. The high
criticality numbers provide useful clues both to items that
shouid be studied to identify possibie ha:
relative priorities for design changes t

hazards

5-3.9 LIMITATIONS

The principal factors that limit the use of the FMECA
for safety purposes are

1. It is generally economically unjustifiable to ana-

very part, item, or component of a subsystem in an

r Safety purposes. ﬁnlv a few of the compo-

1the subsystem may cause accndents if they fail and
thus be of concern to the safety analyst.

2. FMECAs generally are concerned only with indi-
vidual failures and their downstream effects. Conditional
failures, i.e., those brought about by other factors such as

O oo A mAt ~amcidara

environment, and muulplc failures may not be considered
in the FMEA or FMECA analysis.

3. Equipment malfunctions (failures) are only one
source of hazards that can lead to accidents. The FMEA
and FMECA contain no information on hazardous char-
acteristics of components or subsystems, none on opera-
tor errors, and little on effects of adverse environments.

The FMEA and FMECA can, therefore, be used to iden-
tify only those potential accidents that could result from

component or sub ystem malfunctions.

5-4 FAULT HAZARD ANALYSIS
5-4.1 PURPOSE AND DESCRIPTION
The fault hazard analysis (FHA) is a detailed investiga-

tion of a subsystem to determine component hazard
modes, causes of those hazards, and the resultant effects

to the subsystem and its operation {Ref. ).
The FHA was dcvclopcd shortly after the advent of the

system safety programs in an effort to correct the princi-
pal shortcomings of th FMEA and FMECA for safety

£ 1L
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other hand the FHA consnders those areas not con-
sidered by the FMEA or FMECA.

The FHA is generally a qualitative analysis; it usually
does not inciude quantitative probabilities. The major
reasons for this are that probability data on hazardous
characteristics and environmental effects that are con-
sidered in the FHA are difficult or impossible to obtain
and data on operator errors are available only occasion-
ally and then only to a limited extent.

As stated, an FHA is conducted to address not only
malfunctions but also human error, hazardous character-

1. All subsystem fauhs rcsultmg from component
failures, hazardous subsystem operating characteristics,
adverse environmental conditions, and any related human
operator or maintenance error that could lead to accidents

2. The potential effects of the faults, the means by

which acnnirrance af thoe fanltec fan ha minimiza
CUricncet O1 uiC 1auns €an of MminimniizZc

a
safeguards with which their adverse effects could be
trolled or eliminated

3. The upstream conditions and events that could
create or contribute to the occurrence of the faults.
FHA has not been widely used because of the expanded

use of other analysis techniques and the development of
newer ones. Nevertheless, the FHA does have its uses:

therefore, it 1s included as an analysis technique for per-
forming the SSHA. The FHA is used for subsystem
hazard analyses in which malfunctions will be the princi-
pal cause of accidents. Also it is used as an adjunct to
omer analyses such as the fault tree analvsxs As a diag-
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updalcd lnformatlon on potentlal failures OfSpClelC sub-
systems and components. The FHA follows the PHA
and, therefore, it is an extension, rather than a duplica-
tion, of the PHA.

5-4.2 ANALYSIS TECHNIQUE AND
FORMAT

gthe FHA.thesafetv analvst relies heav-

In
ety analyst relies heay
ily upon data from the FMEA, which indicates that a
hazard would result from a failure. In those system devel-
opment programs not requiring an FMEA, the analyst
must undertake a compicte review of he subsvstems and

nen F el IRV R fig) T SR DU
SVS Dolsn wnere faults

constructi

“ompon
ue

5-4.2.1 Technique

Regardless of the tvpe of background data used in the
FHA, the analyst must be inquisitive as to how the sub-

5-16

system and its components can have hazardous character-
istics, be commanded to p‘rform in a hazardous mode
"ll{'euﬂ nnrcr\nnpl arrnr Nnr reuvert tn a hn-)orﬂnnc mﬁAﬂ

Bi} PUISUILLIICIE Vi1 VL, UL IVVLIL U 4 Hacaiuvud iuvun
through environmental influence.

To prepare a fault hazard analysis, the analyst should

1. Determine how the system is to operate and the
functions of all the constituent subsystems and com-
ponents.

2. Determine the potential injury or equipment
damage that could result from the failure of a specific
component and when in the operation of a subsystem this
problem could occur.

3. Evaluate the potential causes of the fault—i.e.,
whether it is a failure of the component itself under nor-
mal operating conditions or whether it is a*“commanded”

Foile diva ¢ oo ranm ava that ~Ava
ia

Uit gue 1o an 'upaucalu event that overloa
ponent, circuit, or subsystem.
4. Identify and evaluate the upstream events that
could “command” a fault.
5. ldentify and evaluate the downstream effects that
could resuit from the failure of a component, circuit, or
suosvsmcm and would cause injury or aamage.

A Tict tha meacurec that wanld minimirze
G. List in€ measures tnat wouid minimizé

faults or the effects that the faults could generate.

C>

5-4.2.2 Format

The format for an FHA is a function of the particular
subsystem being analyzed. Thus the column headings for
the FHA should be laxlored to satlsfy the requirements of

the SSHA report described in DID DI-SAFT-
ef 2), the information required by the DID
preparanon instructions can be put into an FHA tabular
format with column headings that match the data required
by the DID. This information is aimost the same as that
u:quu ed by the DiD for a PHA. One of the {ew differen-
ces is a column title change of “Effect on System” for the
PHA to “Effect on Subsystem™for the FHA. In addition,
the FHA format should contain columns for information
on the upstream and downstream effects; these columns
have special significance for the fault tree analyst. Fig. 5-6
(Ref. is a functxonal type of FHA format that is

subussembly is xllustrated by Fig. 5-7.

5-4.3 SOURCES OF DATA

Because of its similarity to the PHA, data for the con-
duct of an FHA can be obtained from the same sources.
Design engineers also can assist the safetv analyst in
understanding the manner in which the system and sub-

systems operate and the functions of all subsystem com-
ponents. In addition, field reports submitted to Army
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agencies responsible for specific types of equipment can
nften ha infAarmative: mar S.2 A identified thece rennrte
WVitvil UL llllviiiialivy, Pal o 2.V IUVIIVILAIVG LIV ON l\—Hvl I
Interviews with maintenance ersonnel and user organi-

zations can provide insights into unsafe designs—insights
that are not included in rehabllny data. Par. 2-3 lists
additional sources of information.

5-4.4 ADVANTAGES
The advantages of conducting an FHA are
1 TL . TYY A oV e L 1L i el o e
1. 1n€ rnA takes aavantage ol reiiaoiity program
data to assist in devalaninoe the cafatv analucic
assist 1n geveioping the salety analysis.

. A
<
[xal
>
_°,
.y
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as faults; this shortens and simplifies the FHA.
3. The FHA also contains information on subsys-
tem faults that is not included in the FMEA or FMECA.

These data include hazardous characteristics of subsys-
tam rennnal arrare and enuviranmantal affaste An
18 1dU1LliIV] LIIUIB, QAllu VilVvViiVlllliviilal viiveiw v

4 The FHA includes information on upstream
causes of faults that is not contained in an FMEA or
FMECA.

m aw PaS ST

5-4.5 LIMITATIONS
The chief limitation of the FHA is that in the case of

c c. .

ailure fauits resuiting from muitipie causes, the safety
analyst cannot always trace all of those causes. Yet, the
analyst, in examining faults—usually at the part or com-

ponent level of the subsystem—is attempting to trace the
fault to a hazardous condition or determine that a nonhaz-
ardous condition will exist as a result of the fault. The
only multiple causes that the FHA can take into account
other than errors are tnose invoiving the environment or

At e sl
comimon factors t auit ucx|15 COon-
1

lc causes

in
tiple causes,

sidered, To deal wi

itis necessary t
tree analysis (

3¢
3
2
(]

A), discussed in par. 5-5.

5-5 FAULT TREE ANALYSIS
5-5.1 DESCRIPTION AND PURPOSE

A fault tree analysis (FTA) can be defined as the func-
tional development of a specified, undesired event through
logic statements of the causative condition. Thusan FTA

fem Aot o e d e b ormmlia e A fab o
1S 4 @g€tail€a, top-a wn lctnnlquc—d grapiniC moduci o1 unc
varicus parallel and seguential combinations of faults
arigus parai€i ang sequentia: compoinalons o1 iauils
that will result in the occurrence of the predefined unde-

sired event—that enables the analyst to search for the
upstream cause of an identified fault to its ultimate source
or sources. The FTA technique was developed by the Bell
lelephone Laboratorles c1rca 196() to present quanma-

PP v vt eu waamatauitw A wUSesvU. A ARAUy sa2 e

comp!ex milit

A fault tree is not a model of all Dossnble subsvstem and
system failure modes or possible causes of failure. The
fault tree is tailored at its top event that corresponds to
some particular mode. Thus the fault tree includes only

those fauits that can contribute to this top event. More-

over, these faults are not exhaustive, i.e., they cover only
tha ~rredihle fanlte ac accacced hv the analuct (Ref |1\
AT CICULIUILV 1QUIWS @5 ASS5VO0VU Uy LIS Quidiy ot yavta.

Also, a fault tree is not in itself a quantitative model it

is essentially qualitative but can be evaluated quantita-
tively and often is used for this purpose. In a quantitative
role the fault tree will indicate the speciﬁc reliability data
required at all levels down to that of an individual part.

The application of the reliability data can be used to
Aatarmina tha failnire mrnhahilitioc and rick accaccment
UCLCLITIMIIL LT 1alluly PiUvaUulLILIL) Gliu 1108 adowddtiiv .

quacies of some edecessor techmqucs hmlted thenr use-
fulness in safety analysis. For example, FMEAs and
FMECASs could be used for qualitative and quantitative
analyses but only when causes and effects of individual,
mdependent hardware tauures were considered. The

bhasnedniie Ak ocnntacie
nazaraous Llldl acter Ib'
nwv
av

'U

ironmental condi-

tions; however; it lacked the means of arriving at proba-
blllly predictions. Also the FHA and PHA could not
always cope with the combined events leading to a failure.
The FTA overcomes most of these limitations and treats
fault events that can be associated with component hard-
ware failures, human errors, and any other pertinent

avante landing tA tha sindacirad avant
CVUILIL lpaulus LU LIV ULIULDII VU VYL,
In summary, the at.t.ract.ivenesc of the FTA lies in Lh

logical and systematic method that stimulates the msnght
of the system analyst toward deeper and deeper consider-
ation of safety causes and effects. During the course of
constructing the fauit tree, much information wiii be

lonemad abhas Quct T Fant thic cahama A Lna~ul
icaiiicu dUUUl I.IIC byblclll § 41 1acti, I.llla dLIITIIIC UL A IU W™
edge organization is useful precisely because it requires

that the analyst know or make explicit assumptions about
the relationships of the components that comprise the
subsystem. The FTA is also an efficient method because it
limits itself to only those factors related to a specific end
result of interactive events and conditions. Thus, where
T A ransiirac tha ~ancl ideration of failures for all
LA lcquuca l(lc COonsigeration o1 1anuures alt
ne

nts in a unit and the numerous possible effects of

each fallure the FTA considers only those failures that
would result in a single end effect. The existence of poten-
tial sources of “single-point failures™—an important
consideration—can be identified from the logic diagrams
that form the trees or from the mathematicai expressions

derived from the trees
The relationships between the interconnecting branches
of the fault can be conveniently reduced to precise
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mathematical expressions. The mathematics of the FTA
is presented in par. 5-5.1.1.

One of the fundamental assumptions in FTA is that any
of the events or conditions can exist in onlv one of two

(2 41 (0210310102 LRy i el s

states at a specific time. These two states make up the
entirety of possibilities. Thus the event or condition can
be either on-off, open-closed, yes-no, true-false, high-low,
etc. This limitation regarding bistable conditions is not as

stncuve as it t may appear. if a situaiion invoives a

the existence of two states, a fault tree can always be
translated into an equivalent set of Boolean equations.

D
<
o
=
=2
o
=
&
z

tran_ _laciccumhnle ncchawnin Fio §.2 and evant cum.
e IUSID SYMIUUILID, A d1IIUWII 113 & IE. <STO, Al L YLLIL O Y I
bols, as shown in Fig. 5-9. Each class of symbols is de-
scribed in the paragraphs that follow

5-5.1.2.1 Logic Symbols

Logic symbols are used to interconnect the events that
contribute to the specified main top event. The basic
symbois are the AND and OR Booilean iogic gaies sym-
bolized by a shield with a flat or curved base, respectively.
A discussion of each gate follows:

I. AND Gare. This gate is used to show that the
output fault occurs only if all the input faults occur. A
representation of an AND gate in fault trees is shown in

Fig. 5-8(A). In order for the ou(put Event D to occur

D = ArA:-Ajs-As.

The AND gate also is referred to as a “times” (multiplica-
tion) gate because of the Boolean aigebra relationship.
2. OR Gate. This gate is used to show that the output
event occurs if only one or more of the input events occur.
A representation of an OR gate in fault trees is shown in
Fig. 5-8(B). Any of the inputs—i.e., B; or B: or B; or
B,—will cause the main output Event E to occur. The
Boolean algebraic expression for this OR gate is
E=RB;+B;+ B; +B..
The OR gate also 1s referred to as a “plus™ gate because of
the Boolean algebra relationship.
5-5.1.2.2

The event symbols associated with the fault tree are
defined as follows:

5-20

Event Symbols

Output
D

1
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(A) AND Gate
Output
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| l B,
[= S -
B2 O3

(B) OR Gate

B

\
d

®

e 5-8. Logic Symbois

Condition or Event. A rectangle, Fig. 5-9(A), is
used to represent a particular condition or event that is
either the input or the output of an AND or an OR gate. If
used for an input to a gate, it usually represents an exist-
ing condition that remains for the life of the item under

mvestlgatlon
N Dcirinting Ar PPN LTS J Csiasimaisn Ao olliaon
L. I‘C'J‘rl(,‘lu,l or Lonainonal suuadniion. All Clpsc,
Fio. S-9(BR) is used to identifv restrictive or conditional
g. >-MDB), to igentily restricuive or congitional

situations that apply to a logic gate. When used with an
AND gate, the restrictions or conditions must be fulfilled
before the event above the AND gate can occur. When
used with an OR gate, the ellipse may be used to indicate
that the event above the OR gate cannot occur if ail the

gnta Ancnir cimultananncly

lllpukb lU lllC galc OCCuUr dilUitantuudLy.

3. Basic Fault Event. The circle, Fig. 5-9(C), de-
scribes a basic fault event that requires no further expla-
nation. This symbol is used as an input to a logic gate.

4. Event Normally Expected to Occur. The house.
Fig. 5-9(D), represents a situation or event that normally
is expected to occur if no fault or malfunction occurs.
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Output

Input
(A) Condition or Event
N\

N 4

D,

(B) Rastriction or Conditional

Situation

) = (C) Basic Fauit Event (D) Event Normally Expect

N\
>

(E) Undeveloped Event

Figure 5-9. Event Symbols

5. Undeveloped Event. The diamond, Fig. 5-9(E),
represents an event during which the analysis stops. The
analysis may have stopped at this point because there is
insufficient information to develop the situation further
or because the results of further development are con-
sidered inconsequential.

6. Transfer The triangles Fios, 5-9(F)and(

ERAZLANT A R A 1an £iCS, T IS, D7) alltl (J)

)

are
used to transfer out of—a line from the side—or into—a
line out of the top—other parts of the fault tree. A given
situation in one part of the fault tree may cause something
to happen in another part of the tree. Therefore, an out-
put transfer symboi would be empioyed to show that

information must be used at another pointin the tree. The
transfer input symbnl would be used at the other point in
the tree where the information is used

5-5.1.2.3 Example of Use of Symbols

Fig. 5-10 is an example of a simple fault tree that
illustrates the use of some of the symbols from Figs. 5-8
and 5-9. For a fire to start, three m:ms usually are

required: fuel (B), oxidi

(D)*. If one of these items is missing, a fire will not occur.
Therefore, the diagram indicates that an AND condition
exists.

The ellipse Z indicates a condition that must be satis-
fied before a fire wili start, namely, the mixture of fuei and
oxidizer must be within ignitable range when the ignition
ource is applied. If the ignitable mixture occurs after the
ignition source has ceased, there will be no fire. In effect,
the statement in the ellipse is another AND condition.

There can be several types of ignition sources, each of

(0

the AND gate. All of these possible sources—E, F, and
G—therefore, ar cen"cc'fﬂ by an OR gatc. Sam.i!a.r OR

multiple sources of oxidizer.
If afault tree is to be used only for qualitative purposes,
the blocks and ellipses may simply be labeled to indicate

cn
iS50

*It is assumed that the combination of B and C does not result in
t R o 0
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Figure 5-10. Exampie of Simpie Fauit Tree Showing AND and OR Gates

the conditions or event under consideration, such as
“Fire”. When the tree is to be used for quantitative pur-
poses, it is necessary to laoex [ e blocks and empscs with

,.
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5-5.1.3 Events to be Analyzed

The top event identifies the potential problem whose
possibilities of occurrence are to be determined. i.e., the
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top event must be established. For a given subsystem,
there may be many top evemS' accordingly, the sclection
must be made with care the
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- on
top event is selected The initial condmons then
become subsystem boundary conditions that define the
component configurations for which the top event is
applicable.




A safety analysis of a subsystem may involve many
fault trees, each chosen for the study of one end

ialit Stuly Ol vas L H -

Top events can be selected from numerous sources, some
of which are
Problems known from past experience
2. Information from the PHA or other analyses
3. Requirements stated in spcciﬁcations, standards,

n

il sen.
The mformauon in the table was cxcerpted from US
Army Test and Evaluation Command (TECOM) Test
Operating Procedure (TOP) 3-2-504 (Ref. 14). In Table
5-1 the first column gives the test requirement as stipu-
lated in Ref. 14. These test requirements are, in reality, a
statement of the condition of the weapon to be tested. The
second column provides the pass/fail cr

—
w
A
1)
(¥
l
cz
<3
~y
N
=t
(9]
w
O
=)
€
-
o)
3
D
3
]
=]
=4
w
o &
Q
o
-3
(4]
«©
=g

test; also it shows how a suitable design-specification
requirement might be written. The third column shows
the top event for a fault tree that could be used to show
how the weapon could fail that particular test require-

erion for each

ment
Since the information in Column | of Table 5-1 repre-
sents requirements for tests t be conducted onawegpcm_

is not the case. The tests may not reveal desngn deﬁcnencxes
that are low probability events, but a thorough FTA may
identify faults that are not discovered by test. Tests will
verify, to a degree, the adequacies of the analyses. There-
fore, both tests an d analyses should be conducted.

MIL-HDBK-764(MI)
5-5.1.4 Tree Development

anary Fazlure. Failure of a component or
device that occurs while it is operating with normal inputs
and within design limits
2. Secondary Failure. Failure of a component or
device caused by an abnormal environmenl input, or
hlgh temperature, v1brauon, or impact
3. Commanded State. Component or device state or
event due to an abnormal, erroneous, or untimely input—
e.g.,atimingerror or a power input due to a short circuit.
Note that these three categories do not include hazardous

Abnecnntacictine Ifn Ancmcmncmant Arnccamhlirhacabhnazned
Cllal aClClDLILY. 11 a VUILLIPUILITTHIL UL addll lUly nad aiiazaiu-
ous characteristic(s) that could have an effect on the

failure identified in the top events, this hazardous charac-
teristic(s) must be included in the fault tree.

Here it is important to distinguish between a fault and a
failure. If a switch, for examp]e, failed to close when a
vouage was lmprésseu across l[S lermmals lnlS WOUIG De a
failure of the switch. However, if the switch closed at the
wrong time due to the improper functioning of an
upstream event, this would be a system failure, not a
switch failure. This illustrates that all failures are the

results of faults, but not all faults produce failures.

TABLE 5-1. SELECTING TOP EVENT FOR FAULT TREE (Ref. 14)
TOP TOP 3-2-504
Par. Number | Test Requirement Statement Design Specification Fauit Tree Top Event
53.1a (1) Place the safety selector in | Weaponshall not fire with safety | Weapon fires with safety selec-
the SAFE position with the | selectorin SAFE position when | tor in SAFE position.
test item cocked, and con- | weapon is cocked.
duct a minimum of 10 dry
firing attempts to inten-
tionally override the safety.

(2) Place the safety selector | Weaponshall not fire withsafety | Weapon fires with safety selec-
between SAFE and FIRE | selector between SAFE and | tor between SAFE and FIRE
positions and repeat Step | FIRE positions. positions.

(D.

5.5 Determine whether the weapon | Weapon shall not fire when | Weapon fires when bolt or bar-
can be fired without the bolt or | bolt or barrel (quick change | rel is not completely or ade-
barrel (if quick change type) | type) is not completely or ade- | quately locked.
being completely or adequately | quately locked
locked.

5.7 Determine whether it is possi- | Weapon shall be designed so it | Weapon fires in unsafe condi-
ble to assemble the weapon | cannot beincorrectly assembled | tion because of incorrect
incorrectly so that it can be | in a way which will permit it to | assembly.
fired in an unsafe condition. | be fired in an unsafe condition.

l.J'I
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The fault tree is extended down through its branches.
event in a path is examined to determine the factors

1 ! foreseeable input even
ncluded—i.e., component failure, personncl error,
hazardous characteristic, or environmental effect. The
resultant tree will be such that reading down the tree will
indicate all of the possible courses of events and reading
up will give the effects of events.

The upper levels of a fault tree often can be prepared
con l_:l_lrrentlv with a PHA, in which case the two an lvses
will be mutually beneﬁcxal because mformauo from the
PHA will identify hazards useful to the FTA, and the
FTA, in turn, can assist in identifying some of the related
data—causes of hazards—to feed into the PHA.

.
8.8 18§ Fvaluatina tha Free
3-3.4.0 AVAIRAUNG 1N¢ ree
Anucat afhacicavante arcanditianc whance acenrrance
MAILY OUL VUL UADIV L YLILILW UL LUILIULLLIULID WIIUDL ULLURIVEILL

causes the top event to occur is referred to as a “cut set™ A
minimal cut set is the smallest combination of basic events
or conditions which, if they all occur, will cause the top
event to occur. A fault tree should include all possible
paths, or cut sets, that could lead to the top event. Fre-
quently, it is desirable to determine whether the events

nnr‘ (‘nndﬂlr\nc 1N one cut set are more l“(Pl\l fn nrr\r‘nr*p
LCOLGIUIUILS 1 ULl ic G ULl

the top event than are those in other cut sets. The priority
for corrective action should be for the more likely cut sets.
From the events, conditions, and their interrelation-
ships in a tree, an analyst may be able to recognize
whether the possibility of a singie-point faiiure exists, i.e.,

a failiiea L an ancidant ~anald cacnilt fonmm Ana

4 1aiiure lll Whl\'h ail acCCiafnt CouUId résuit ITOMm oOnc
component loss, human error, or other single untimely
event. Fig. 5-11 contains six diagrammatic expressions of
single-point failures. Some of these single-point failures,
such as the ones in Figs. 5-11(A) and (B), are obvious:
others are not obvious. An explanation of some diagrams
in Fig. 5-11 follow5'

1. Con ditional Straioht Iine (Onoeratine) (Fio S-
1. Conditional Straight Line (Operating) {Fig. §
l HCH There 1s an AND gate leading into the top event

M, indicating that both E and F must occur for M to
occur. However, the symbol for E, the “house™, shows
that E will always be present when the system is operating
unless a failure occurs. Therefore, under normai condi-
tions. only F must occur to cause M to occur. Thus Event
n cause | nnnnt failure

2. nmhlblted Palhs(Flg 5-11(D)). The top event,
A, can be generated by the occurrence of either X, or Y, or
Z since thereis no inhibiting AND gate between Events X.
Y. and Z and the top event.

3. Redundant Failures {(Fig. 5-11 (E)). Because of
the AND gate just before Event P, it is necessary for both
Events S and T to occur in order for Event P to occur.
Note that each path has an Event G in it. If Event G
occurs. then Events S and T will occur and Event P will

occur since OR gates lead to Events S and T. Since Event

o4
'

()

&

G 1s in both paths, it is called a redundant failure. The

analyst shouid be alert for this type of event when transfer

cumhaleindiratathat avantec nconirin marathanm ananath

Dy LHUVLY IIIUIVALL Lilalt L YL LI ULL UL Bl 1LHIIVIEL Lilall vl p‘llll.
4. Redundant Failures Involving a Subset (Fig. 5-

11(F)). The situation necessary for Event R to occur is
similar to that for Event P (Fig. 5-11(E)), only in this case,
G’ is a subset of G. If Event G occurs, Event G’ will occur
also since G’1s a subset of G. The reverse of this is not true,
however, i.e., the occurrence of Event G’ will not cause
Event G to occur. Sometimes it is not readily apparent
that one event or condition is a subset of another. Never-
theless, such determination of interrelationships is neces-
sary not only to discover single-point failures but also to

eliminate redundancies that may affect quantitative

analysis.
P PO S LV 4 1t LtV o ta £~V L..a
1 lS VEI'y GCSirapic to climinate singic-point ialurcs, out
in some cases it is impossible or economically unjustifi-
able to do so. The possibility of occurrence of a single-

point failure can be accepted if

1. The probability of occurrence of the undesired
event it initiates is so low that the undesired event is
improbabile (Level E, par. 5-3.4.3).

2. The consequences of such
inherently insignificant.

3. Actions are taken to contain any signmificant
effects.
A fault tree will be required for these three situations only
if it is necessary to identify the single-point failure that
initiates the top undesired event and/or to determine the

ilitv of ocenurrence
1ty ¢l ocgurrence.

N AAATImEAmAaa nea
all ULLULITINT alc

5-5.1.6 Simplifying the Tree
Completed fault trees may contain redundancies that,
unless removed, will distort the probability of occurrence
of a top event. The redundancy may consist of
1. The same events or conditions in parallel branches
2. Events or conditions in parallel branches that are
subsets of other events or conditions.
The fault trees can be simplified by expressing in Boo-
lean algebra the AND/OR relationships in the tree. The
mmal Boolean algebralc cquauon is simplified by expan—

0T lUlIldUUll oreli
on is used to cons
probabilities of occurrence of events have been assigned,
they can be inserted into the resultant Boolean equation
to calculate the probability of the occurrence of the top

event.

P

A fault tree with a redundant event is shown in Fig.
S 1A (Daf 11V Ry nica Af Ranlann alogahra tha tAn
JElLlAg] (INGLL T ). U_V UudL UL vuuilall uls;uxa, LiiC \.Up
event can be expressed as
K=X-Y=(B+ C)YB + D) (5-5)
where
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(B) Simplified Tree

Willie Hammer, PRODUCT SAFETY MANAGEMENT AND ENGINEERING, ©1980, p. 220. Reprinted by permission of

Prentice-Hall, Inc., Englewood Ciiffs, NJ.
Figure 5-12.

( )( ) and - = AND relationship*
+ = OR relationship*.

According to the rules of Boolean algebra, Eq. 5-5can be
exnanded hv the distributive law to

K=BB+BD+BC+CD. (56
By applying other rules of Boolean algebra, B-B = B by
the idempotent law, and B-D and B-C are included in B.
The fact that B-D and B-C are included in B is evident
from a Venn diagram, 1.e.,

where the shaded
area obviously
is included in B.

O\

co-o| (o e o )
T\ )
\X_/

*The AND relationship is also referred to as the “intersection™

vemhal MY AF tc oare had 1o ate. T '
{svmbol M) of events attached to gate. The OR relationship is

also referred to as the “union™ (symbol ) of events attached to
gate.

5-26

Simplification of Fault Tree (Adapted from Ref. 11)

where the shaded
area obviously
1s included in B.

B.C = BNC V A C
777
\ v/ /
NS
From Eq. 5-6
K=@B+B+B)+CD (5-7)
which reduces by the idempotent law to
K =R+ C-D. (5-8)

By using Eq. 5-8, the fault tree can be redrawn as shown in
Fig. 5-8(B).

If Events B, C, and D are assigned failure probabilities
as foiiows

B = 1.5X107’ failures per selected period
C = 4.0X10™* failures per selected period
D = 2.0X10 " failures per selected period,
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Figure 5-13. Equivalent Fault Trees
the probability of the occurrence of Event K can be calcu- D=A-(B+ Q). (5-10)
lated. If Eq. 5-8 is used, the probability of Event K is ) i

K= 1.5X10"+ [(4.0X10" )(2 0X10 )]
= 1.50008X10°".
If the original tree had not been simplified and Eq. 5-5

reduced, the calculated incorrect value of K would have
been

— -3
K = (1.5X107° + 4X107%)(1.5X107 + 2X107)
—_— -6
= 3.23X107°. (An error of three orders of magnitude.)

Thus this example illustrates the need to simplify fault
trees to eliminate redundancies.
In some cases fault trees with redundancies can be

snmphhed to remove the redundancies, but the probabil-
ity of occurrence of the top event will not change. As an
cxamp!c ccns:dcr the fanl'. ree in Fig. 5-13(A). The

By using Eq. 5-10, the fault tree can be redrawn as shown
in Fig. 5-13(B). If Events A, B, and C are assigned failure
probabilities as follows

— T3 e mar calan H
A = 2X107 failures per selected period
B = 2X10™ failures pc.r selected period
-4 .
C = 3X107* failures per selected period

the probability of occurrence of Event D can be calcu-
lated. If Eq. 5-9 is used, the probability of Event D is

-3 -4 -3 -4
D = {(2X107)(2X107H] + [(2X107)(3X18 ]
D = 4X107 + 6X107

-6
D = 10 failures per selected time.

|
N
X
N —
(=

vUo
I
%>
S

As can be seen from this example, the fault tree can be
simplified to remove the redundancy, but the probability
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of occurrence of the top event remains the same. The
reason the probability of D remained the same is that Egs.
5-9 and 5-10 are equal from a purely algebraic point of
view. Egs. 5-5 and 5-8 are equal from a Boolean algebraic
point of view; however, they are not equal from a purely
algebraic point of view. Consequently, Eq. 5-8 gave the
correct probability of the top event.

The rules for simplifying a fault tree with a redundancy
follow:

1. Write the Boolean algebraic equation for the top
event.

2. Use the rules of Boolean algebra to simplify the

"equation for the top event to the maximum extent
possible.

3. Draw a new fault tree to satisfy the simplified
equation for the top event.

4. If the probability of the occurrence of the top
event is needed, use the simplified equation for the top
event to calculate the probability.

Another value of the simplified fault tree is that it is
easier to recognize events or conditions that could cause
single-point failures. Note from Fig. 5-12(B) that Condi-
tion B is a single-point failure.

5-5.1.7 Other Uses of Fault Trees

The logical approach inherent in the fault tree method-
ology has led to a variety of other uses. Some of these uses
are

1. The use of fault trees permits the elimination of
redundancies that otherwise might result in an incorrect
equipment failure rate calculated from the failure rate of
the individual components.

2. When the top event selected for a fault tree is that
the subsystem will not operate satisfactorily, the resulting
fault tree will indicate all the events and conditions that
would lead to unsatisfactory operation. This analysis of
the fault tree could indicate potential troubleshooting
problems that may occur during maintenance of the
subsystem.

3. Fault trees may be used for accident investiga-
tions. The top event is the immediately apparent accident.
The tree consists of all events and conditions that could
cause or contribute to that accident. An investigator
would eliminate the events or conditions that evidence
showed did not or could not occur. The remaining items
in the fault tree will point to the cause or causes of the
accident.

4. By using probabilities of occurrence of accidents
and of potential dollar losses. risk assessments may be
made to determine whether specific corrective actions,
preventive measures. or changes in design are economi-
cally justifiable.

5-5.2 ANALYSIS TECHNIQUE AND
FORMAT
5-5.2.1 Technique

One of the principal merits of a fault tree analysis is the
progression that occurs during its accomplishment. The
tree evolves as the consideration of each event or condi-
tion brings to mind more and more events or conditions
that can cause or contribute to the top event. A logical
progression of steps is followed in conducting an FTA,
l.e.,

1. Select the top event.

2. Identify the subsidiary events and conditions
that, alone or in combination, can cause the top event.

3. Determine whether or not each of these events or
conditions by itself can cause that top event or whether all
events or conditions are required simultaneously or in
various combinations. This information is then dia-
grammed with suitable logic symbols and stipulations.

4. Identify the events and conditions that can cause
each subsidiary event or condition. Repeat the process
until the tree reaches basic information such as compo-
nent failures, errors, hazard characteristics, or an adverse
environmental condition.

5. 1f desired, the analyst can conduct or have con-
ducted a failure mode analysis of each component failure
shown on the tree.

6. Examine the tree and each cut set to determine
whether there is any arrangement that could lead to a
single-point failure.

7. Determine how each basic event at the bottom of
the tree can be minimized. The responsible organization
should then be notified regarding the need to take action
to minimize the possibility of occurrence of that event or
condition.

8. If a quantitative analysis is to be accomplished
and if the tree is small, develop the Boolean equation and
simplify it. If the tree is large, the use of a computer may
be necessary to perform the quantitative analysis. Ref. 15
provides information on the computer-aided synthesis of
fault trees.

9. Enter available, required reliability and other
probability data into the Boolean equation. Where data
are not immediately available, they can be obtained by
Monte Carlo or other simulation techniques.

10. Determine the probability of occurrence of the
top event. Where desired, the probabilities of the top
event along each cut set can be calculated to determine the
most critical path (the path with the highest probability of
occurrence).

5-5.2.2 Format

The basic format of a fault tree has already been pre-
sented through the diagrams in Figs. 5-8, 5-10, and 5-11.
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s sy H adiagram
if needed. The condition or fault could be written within
the symbol, as shown in Fig. 5-14. This approach is satis-
factory provided the fault, condition, or event can be
described in a few words. Another po:sible approach to
identifying the parts of the diagram is to number the parts
on the diagram, as shown in Fig. 5-15. A table can be
constructed indicatine the numbers and the condition or

SULISILILLILAU NIV AlE vt Wi otls Qate as A0I:0

fault related to that event. Other columns could be added
to the table to provide additional information as desired.
Since the numbers grow larger (more digits) as the
number of levels increases, this approach is limited to
reasonamy smau irees. ror iarge trees the assistance of a

to be con51dered, and its posmon in the hierarchy. Unless
a strict discipline of labeling of items and their status is
followed, errors inidentifying items may occur—e.g., two

JURP e iaa

different codes may oe ‘&SSig 1€G 10 ihe same item.

5-5.3 SOURCES OF DATA

Top events can be selected from such sources as past
experience and general knowledge of problems that
potentxall existed or occurred with prcdecessor systems;

ifi c similar uux.umcuts ana

listed in par. 4A-l, Appendix 4A, are also helpful in
indicating potential adverse events that should be investi-
gated. Par. 2-3 provides additional sources of informa-
tion.

Information on the wunku"lgs of auuaystcms SUUJLCth
to FTA is best obtainable from the designers because they
can describe how the subsystem will operate, the assump-
tions and data on which the design was based, potential
malfunctions that they have foreseen, and methods they
have employed to control the occurrence of adverse
effects.

sources lnsted in par. 4A-2, Appendix 4A, document‘s n
the bxbhography of this chapter; and FMECAs made
prior to the FTA. Reliability information, especially for
electronic components, can be obtained from Ref. 8 or
manufacturers. One note of caution concerning aata from
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The cxampie presemed is taken in part from Larsen’s

dllle)lb l)l lllC )dlllls auu al lllllls lJ“l“\} UCVILC /\.Vlgl)
of the SHILLELAGH missile (Ref. 16). The part of the
analysis shown here relates only to the qualitative por-
tion. The Boolean algebraic expression for the top event

MIL-HDBK-764(MI)

occurrence are mcluded n

Before proceeding with the analysis, it should be noted
that the safety design goal for Army materiel is to elimi-
nate single-point failures that could result in an undesired
event. This goai is not achieved, however, in every case
because the cost or requirements necessary to remove the
:|no|P-nn|nt failure of a cevprnv Faieonrv IV with Fre-

LS -2 QI8 2a222% 22 SCVEIILY L alezxol I

quency E may or may not warrant the rcmoval. In the case
of an undesired event of severity Category I, regardless of
frequency, however, the single-point failure must be
removed—e.g., in a system contammg high explosives

that couid be initiated by the singie-poini failure. in the

~Anca ~nf tha CH A Aavicra YAMR1Y whan a cinala_naint
wvasxw vi [ 1% UL u\'VlU\" I\AYIUIJ, Ywiivii a Jlllsl\' }J\Jllll.
failure was identified, an inhibiting dcsignf ature—such

e S&A system to
prevent a single-point failure to cause thc top unwanted
event to occur. A great deal of information can be
obtained about the electromechanical S&A device,.
XM813, by subjecting it to an FTA.

Fig. 5-16 shows the basic information about the S&A
device, XM813, for developing a fault tree to investigate
the possibility that the fuze might arm and the detonator
might fire prematurely while the SHILLELAGH mussile
is still in the gun tube. The fault tree for the XM813 device

is shown in Fig. 5-14. The symbol Y; on the fault tree No.
o] ITY ~ntn tenmofrce tmfacemntine fonem ¢hn CO A tonn ;e
L I‘U sdlc tia l 11D LIIIVULIIIaAlivll 11Ul L1IC OC/HA Lo l 1
Flg S- !4 o another fa-._!t .ree(notsh n here) and also to

w
¢ S&A device a
ing are described in the next paragraph.
The S&A device is a hermetically sealed unit that con-
tains a mechanical acceleration-sensing mechanism. As

z

snown in I‘lg 5- lO, the CXplOSXVC train consisis of an

ally .n.hqtnrl Aoennqnnr .n an nnhala m:,l ratnr
N Unoca:ancea rotor

nd its function-

and alead fixed in the base of the housing. The rotor has a
cantilever switch that shorts the detonator in the unarmed
position (Fig. 5-16(A)) but completes the electrical circuit
to the detonator when in the armed position (Fig. 5-
16(B)). A clock mechanism controis the rotation of the
rotor. A brass bias weight unlocks the rotor when the
missile a
armed position. At rest, the bias weight is restrained by
two helical compression springs mounted on the bias
weight guideposts. The bias weight has a decal with the
letters “S™ (for safe) and “A" (for armed), which can be
viewed through a port. in the housing to determine visu-
ally whether th

t
YYiivLiivy  wuv

accelerates and allows the rotor to rotate into the

a uni in the armed or safe nositio
ea £+

u in the armed or safe position.
Electrical power is supplied by an on-board missile bat-
tery. When the launched missile impacts, the double ogive
(contact switch) in the warhead makes contact, the elec-
trical circuit is completed through the S& A rotor and wire
harness. and the detonator is fired.

Fig I- l" )llUWD LHC LUIIIpIClEd fdu}l .ll <
bility that the fuze arms and the detonator fires prema-
turelvin the gun tube. After an examination of the interre-
lationships of the events and conditions and consideration
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'm;? Led?va:::;y \ Detonator Shorted
(A) Safe Position
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Switch Closed

£ Missile Battery
Activated

(B) Armed Position
Figure 5-16. XM813 S& A Device (Ref. 16)

of the fuze functional design and its mechanization (how from firing the detonator. Once the muissiie battery is
the hardware implements the functional design), the fol- activated, each of the defects shown in W, X, or K (right-
lowing comments can be made: hand side of Fig. 5-14) would cause the detonator to fire
1. If, for any reason, the fuze is mechanically armed prematurely (again, only if the fuze has been armed elec-
(left-hand branch), any of the cut sets in the right-hand trically at (O) (left-hand side of Fig. 5-14)).
branch—which could cause the detonator to fire pre- 2. The defects indicated in W, X, and K could have
maturely—would be single-point failure events or condi- been generated only during the manufacturing process.
tions. Those labeled. R. S. and T are readily apparent. handling, transporting, or maintenance of the round.
The cut sets that provide inputs to AND Gate No. 11 are This information should be used to alert personnel to the
actually examples of the potential single-point failure need for care during production, handling, transporta-
condition shown under M in Fig. S-11{C). In Fig. 5-14 the tion. and maintenance and to alert quality engineering
tree branch B normally inhibits these single-point failures personnel to the need for means to test the device to insure
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that none of these defects exists before the device is incor-
porated into a higher level assembly. A visual inspection
for dents in the nose area is required before using the
round. A dent s cause for rejection because firing a round
with a W, X, or K defect may cause the detonator to fire at
the instant the fuze armed. Whether the detonator would
initiate detonation of the warhead is a further function of
the timing between the rotor switch making contact and
the detonator being aligned with the powder lead. Nor-

ma]ly, this would occur at whal is considered a safe dis-

h
d review '.he circumstances
whereby the mlsSile batterv is activated so that if W, X, or
K does exist and the fuze is electrically armed, the condi-
tions for firing the detonator and the consequences—
whether the warhead can be detonated prematurely—can
be identified. The analyst shouid aiso mvesngale to
determine whether the rotor timing parameter
mit the detonator to fire prematurely, i.e., before the rotor
is fully rotated mechanically. This condition probably
would result in a dud round.

4. The condition FUZE ARMED (PREARMED)
fuze arms prematurely.) also appears to be dependent on

he output of AND Galc No. 2. This AND condition is

AND gate can be satisfi

IS ied
LUV ALY L galt Lail UL Satisiivu

by the same acgeleration r rotation events, i.e.,
those under the transfer s bol Y1 This type of arrange-
ment, that can lead to a smgle-poml failure, 1s shown
under P in Fig. 5-11(E).

—~ o~
—_

1 . [ ove ol

he advantages resulting from an FTA follow:

Because the FT A proceeds from the adverse effect
whose possibility of occurrence is to be analyzed—
considering only information on events and conditions
related to that event—nonpertinent information, events,
and conditions are omitted. Since only the parts of a
subsystem affecting the undesired event are analyzed, the

ETA baonncanc nee of o 4 sl £ oo ' a

1A DCCUINCS all ClllLlClll LOUI 101 cuuuug LUbl uiric,
~

a

—

nd paperwork associated with the analysis,

2. The FTA is an effective tool by which the safety
engineer can burrow into an existing or proposed system
design, isolate the most important troublemakers, and
link and identify complex combinations of events and

onditions which couid resulit in an accident. Dy the use of

C
Raaglean aloehrathe analuct can rednice thacomnlex taite
Boolean diglora inf anaiyst€an réeguce ine CompiEX o iis

simplest terms for further study. Without the benefit of an
FTA, failure combinations leading to the cause of the
undesired event may not have been uncovered.

3. If conducted early enough, an FTA can assist in
the elimination of costly design changes and retrofits.

4. An FTA includes external influences, e.g.. envi-

ronmental factors and human interactions which are no
ror nicn are ng

LIV 1ALV S QU i@ttt avuaUis, v HH ul

accommodated by an FMEA or an FMECA.

P

—
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5. An FTA can become extremely detailed in pre-
senting both the events and conditions which can occur
and their interrelationships.

6. Becausethe FTA1sa diagrammatic presentation,
it 1s l'CldllVCly easy to observe the causes, effects, and
interrelationships of subsystem components. Each entry
tends to alert the analyst to lower-level events and condi-
tions which could contribute to the cause of that entry.
Each entry alerts the analyst to consider additional fac-
tors that could affect the top event.

7. An FTA can be used beneficially for both a quali-

Gu PPN -

PPy Ve an e ia nemale /SiS
tative d[ Jualltlic llVC dlldly) S.

5-5.6 LIMITATIONS

Although FTA is being used increasingly by analysts, it
does have limitations, i.e.,
I. A faulttreeis a logi diagram that inciudes oniy

PO A affontc AF rrmditinme and susntc and thali-
Causeés anda ¢€iIeCis 01 COondailidons and €venis and tnéir
interrelationshins. It. therefore. must be sunnlemented

ps. it, theretore, must be supplemented

with additional material to make it informative to a
reviewer.

2. Computerizing quantitative analyses of complex
fault trees is extremely useful in terms of time and money
savings over the cost of manual analysis. However, in
fault trees that contain over 200 events or conditions. the
simplifications of Boolean equations and computations
of probabilities of occurrence of top events may require
considerable computer time. This is especially true when
occurrence of these events or conditions may be intermit-
tent or subject to limiting conditions or when simulations

such as Monte Carlo ICCﬂnquCS must be used.

? Tho calartinn nf nameanclatuire fareach avant and
N 1 UG DOVILL LIV VI BIVILILIILvIGLUuL L TUL vavil L Yvlle atliu
condition in a tree to he used for a cuamilatiw: analvsis

v can be applied.
The adequacy of the nomenclature for the application of
probabilities will depend on the skill of the analyst select-
ing them.

4. In the construction of he ault
difficult to distinguish between dependen
dent events.

5-6 SNEAK CIRCUIT ANALYSIS

Beginning in late 1967, the Boeing Aerospace Com-
pany and the Convair Division of General Dynamics
developed a computer-aided electrical system analysis

technique to help assure the trouble-free operat tion of the
rcand Snace Adminictratinnc{(NASA)

National Aeronautics and Space Administration’s(NASA)
APOLLO and SKYLAB hardware. This technique—
some elements of which are proprietary to the Boeing
Company—is referred to as “sneak circuit analysis”
(SCA). The analysis has since been appiied successfully to
a variety of aerospace, military, and commercial projects
with beneficial results. The techniquc has proven particu-

larly beneficial for mrmlnr\/ contai n\‘pg manual switches,

1diiy ULhthitid: (Ul Vvl ¥y vviiiaan aigqiluadi SwWilLliv

relays, transistors, and dizital logic. A review of a number

t=4

Natianal Aaranan
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of unexpected occurrences suspected of resulting from
sneak circuits highlighted these notable incidents (Ref.
17):

Lo b -
(%

Aircraftelectrical svstem “unannounced failures”
that led to crashes

4. Electric utility lineman electrocuted

5. Hydraulic analog wherein fire alarms were

initiated falsely at a public school by the automatic

sprinkier monitoring system.
Arrnrdinaly cincoe cnaal fircnite annarently are 1R
[\\/\-Ululllsl Y Dllive JiIVAan Giivuiwv GP}}“IMIILI] Q@i Uil
versalin complex electrical and electronic systems and are

a cause for concern with respect to safe, efficient, and
reliable operation of a system, MIL-STD-785 (Ref. 5)
provides for the conduct of an SCA. Since the conduct of
an SCA is costly and time-consuming, it should be
reserved for components and circuitry which are critical
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which mhlblts a wanted function (Ref. 18). SCA is a
formalized, systematic approach used to determine
whether electrical hardware contains latent (sneak) cir-

Cun pdth that wni' result in unplanned modes of opera-

not dependent on component faxlures althouzh many
sneak-circuit-caused erroneous responses or system fail-
ures may have been attributed to component failures.
Thus SCA is not the tvpe of activity performed by engi-
neers in the normal dchISltlon process of materiel. Pro—
rom SCA-—especially if
iscovered pro blemswdre tho
u]nple contractors, high change rates, or
complex systems. It is further emphasized that an SCA is
not an FMEA, FMECA, FHA, or FTA, neitheris it a
by—product of these analvses
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generate paths whcre sneak circuits can occur; complete
integration, or consideration, or testing of all operational
modes is not always a part of a modification process.

2. Design Oversights. A larze and ior complex SVs-

The designer, production engineer,. analvst and other
personnel responsible for a system may be unaware of or
not recognize conditions that spawn problems in test or
operation.

< 14
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3. Incompatible Design. Designs prepared by differ-
ent independent designers or design organizations may
result 1 mcompauomues wnen the assembiies or other

occasxonallv corrected by field “fixes™ that solve the
immediate problem but also generate other problems that
are not recognized immediately.

5. Human Errors. Errors can contribute to the
occurrence of sneak circuits in several ways When opera-
or unanucx-

ple manual operations may be performed out of sequence
and procedures may not always be followed, and these
situations may allow sneak circuits to result which other-
wise would not be encountered.
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At ntamial
Circuid i1 uxtcu 1.
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al Tha f
Sni €l 1neil are descri puuua
of the four basic cateocories of sneak circuits that these
ol the four basic categories of sneakx circults that these

cause actions result in

Sneak Paths. Latent paths in designed circuitry,
even without component failures, that permit unwanted
functions to occur or that inhibit desired functions due to
a current or energy flow along an unexpected route

created by power supply cross-ties, unanticipated ground
cunte NAnaratinne ate
switch operations, etc.

2. Sneak Timing. An inappropriate subsystem

o Ji = Pl

response in the sequencing of signals. For example, mis-
timed signals can render useless an output of step signals
the same way that faulty ignition timing can ruin the
performance of an automobile engine.

ctntiie raciilting fram nm ismmenmar fannantinn At accans
SLAlUd 1CHUILLL 15 LIUlLl all 1 llplUpCl LCUILIICL LIUGL, Al daddCLll-
bly, or control of display devsccs Fo.r examp!e, a hght

4. Sneak Labels. Lack of precise nomenclature or
instructions on controls or operating consoles that can
lead to operator errors

5. .)neal\ Procedures. Amblguou rding incom-

erations.
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5-6.2 TECHNIQUE AND FORMAT

As indicated previously, the techniques and formats for
conducting sneak analyses were developed by the Boeing
Company. Papers providing much of the background of
these techniques were presented at various proxessxonal

maatinoge nrlhiiding Sveteam Safoty Qaniety Tntarmat: Amn
meetings, inCiuding System Saiety Society 1 iternational
Conferences. The information that follows has been
Conferences. lhe intormation that llow been

taken from these papers—principally, Refs. 17 and 19.
The type of data used for the SCA technique is an

important factor in providing the complete bodv of

information required. Detail, as-manufactured-level draw-

B ULLAT A\d—wJ, 4LV



ings—not schematics or functional drawings—are neces-

sary to estabiish the data base. The SCA lCCﬂnquC there-

€ Al ™ “
1ore, uses contr Ullllls documentation that defines the “as

built” or “as manufactured” configuration (Ref. 19). This
statement that manufacturing drawings must be used
does not contradict a previous statement in par. 5-6.1
which indicated an SCA should be initiated in the prelimi-
nary design stage. Here, gross configurations that could
resuit in a sneak circuit can be discovered and eliminated;
the detail drawings uncover the subtle sneak circuits.

5-6.2.1 Techniques

It has been proven that sneak circuits have distinct
characteristics in all electrical systems. It is these telltale
characteristics that enable formal analysis techniques to
detect sneak potential in electrical hardware designs. The

M!L-HDBK-?64(MI)

I. Reco
ent in all circuitry

2. Application of clues that have been found to
characterize sneak circuit conditions.
Each of these essential tasks is discussed in the paragraphs
that follow.

5-6.2.1.1 Topographical Patterns (Ref. 19)

Tha o
The approach is referr

rad ¢
“u L\J
that unswitchable powe (u
"

as n
nremovable) always is assumed

to be at the top ofa ‘tree” and unswitchable ground at the
bottom. The SCA is based upon the postulate that all
topological trees consist of one or more of the five possi-
ble topographs, illustrated in Fig. 5-17, that can be

(A) Straight-Line Pattern

|
AN
/ \

¢ A}

(B) Ground Dome
(Switched Ground-to-Ground Path)

/ \

(D) Combination Dome
(Combination Paths Through Node)

Figure 5-17.

(No Nodes)

\ /
\\‘//
|
|

(C) Power Dome

AL —

{Switched Power-to-Power Path)

(E) Reverse Current Pattern
(Current Reverses Through Cross Branch)

[ PV GRgIR }

{H-Pattern)

Basic Node Topographs (Ref. 19)
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or sneak potential at each node. The circuitry to
be analyzed is redrawn in what is referred to as a “node-
topograph” form. This method of circuit representation
will reveal the topographical patterns characterizing the
circuitry—i.e., ground dome, power dome, combination
dome, or H-pattern—as illustrated in Fig. 5-17. One of

1bination will represent the
is a schematic representation
of a circuit to be analyzed for sneak circuit conditions.
Fig. 5-19 shows the topological representation of Fig.
5-18. Although at first glance it may appear that this
circuit is more complex than any of the basic patterns, a
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Figure 5-i8. Circuitry as Shown on Schematic to be Anaiyzed for Sneak Circuit (Ref. 19)
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Figure 5-19. Network Tree Representation of Fig. 5-18 (Ref. 19)

closer inspection will reveal that it is a combination of
these patterns. The fact that the circuits can be broken

down into the basic patterns allows a series of clues to be
applied for recognition of possible sneak circuit condi-
tions. Clues are discussed in par. 5-6.2.1.2.

5-6.2.1.2 Clues (Ref. 19)

Clues are questions—suggested by the circuit topologi-
cal representations (Fig. 5-17)—the analyst asks about
the circuit to help identify combinations of controls and
loads which are involved in all types of sneak circuits. The

clues are standardized lists of nnPcnnnc—dPVPInnPd Iw

companies with experience in using SCA—that assist the
analyst in determining the different ways a given circuit
pattern can produce a sneak condition. The list of ques-
tions is continually being expanded: most of the questions
are held as propnetan information. For example, for a

circuit represented by the “H™ topograph (Fig. 5-17(E)),
the list contains more than 60 clues. Simple examples.
provided by the Boeing Company. of the node-topo-

logical/clue. relationships are shown in Fig. 5-20 and

Tables 5-2 and 5-3. The clues are learned best through
The intent he

1 ne mntent nher

annlicatia
appiication.

orderly approach exists for sneak potential identification
in topological trees through a complete assessment of the
topographs representing each node.

was to indicate that an

1O ngitale aal an

re
<

‘I‘\

= Chrmia
S>- Format

ig. 5-21 is an example of the form used
ntered into the computer for processing. These com-
r data masterfiles form the data base for the com-
puter-aided SCA. When all masterfiles are complete. a
series of programs referred to as the “automated sneak
program” (ASP) is run. The programs do two things:

1. Allcontinuity data are searched by the computer.

£
0.4
Fi to list data to
bé en

puter

stariing at the power points and terminating at ground
other power points, or at open ends.
2. The programs provide outputs that represent the

continuity data in the masterfile.



. Do power and ground originate at same source?
. Does power match the loads—i.e., AC, DC, signal, polarity, level, etc.?

[ I

3. Is switch S| open when load L, is desired?

4. Is switch S, closed when load L, is not desired?

8 Iec cwiteh €. necaccary?

e RO DVVINGLIEL O} Il\-\t\-“ﬂl].

6. Does label of switch S, ma;g unction of load L,?

- < asle
3 L, Note: S, is a general switch— circuit breaker, fuse, etc.
9 L, is a general load—~x.c., loglc gate output, relay coil, etc.

Ground

-
-
€

(4]
e

absolute potentials. Under this condition current can flow
L, through L; and Ls, assuming S: and S; are closed, even if S,
is open to remove power. A few of the more straightforward
questions (clues) are
<! H anAdlaa T Aociand
. Dl UPCH D L, L2, 4llU/ Ui L3 doitcu

|
z g
] dlstmct nossnbnlltv exnsts that the Erounds wﬂl be at different

s
S:open: Is Lo desired (and inverse of S,

z>
19—

- IR ) 2
S, —-/ \—— Ss desired)? . .
Vg o 3. S; open: Is L; desired (and inverse)?
/ \ 4. Does circuit loading through L: by-pass L; or inverse?
| } ‘g | S. Does label of S, reflect true function of control for L;
=2 ! \ =3 (same for S;-L;)?
Y Y 6. Does label of S reflect the function of only part of the
Ground Ground circuit, e.g., L; and not L; or vice-versa?

complicaied ones F()r exampie, L: couid be an indicator
required to monitor the operation of L;. Yet, if Sais open{(L;
“off™), the indicator L; can falsely state that L; is “on”

vy o e

opograph/Clue Relationship (Adapted from Ref. 17)

{cont’d on next page)
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Schematic

Owgitai Clue:

Outputs tied together
Output controis must be
mutually exclusive
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Detailed Circuntry

Impact:
Undefined logic
state on bus

(C) Combination Dome Topograph
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Combmanon Dome

{

Basic Clue:

Undesired paths: S,
toS;0rS310S,.

Power

</

Figure 5-20. (cont’d)

Formats for output data are considered proprietary
because the input they contain would permit programmers
to determine the details of proprietary SCA programs.
The format for a sneak analysis report is narrative and is
illustrated by the example, Fig. 5-22, provided by the
Boeing Company.

5-6.2.3 Guidelines

Guidelines for the application of the techniques follow:

1. Refer to other analyses—PHA, FMECA, or
FTA—to identify the adverse end events that can result
from sneak circuits. Review the equipment design to iden-
tify those circuits to be analyzed.

2. Mark the partition points where different subsys-
tems and “black boxes™ interface so that the overall anal-
ysis can be divided into manageable portions for detailed
analyses.

3. Review the drawing of each black box, such as
that shown in Fig. 5-18, which shows circuitry, compo-
nents, and their interconnections. By use of standard

electrical symbology, prepare the data from the “as built”

drawings for computer processing. This will also provide
an independent review of the completeness of design
information for production purposes.

4. Uniquely identify and encode all wire segments.
These data are entered into the computer. The informa-
tion entered includes each and every signal path segment,
using “From-To" identification, as shown in Fig. 5-21.

5. Process the data using an appropriate SCA soft-
ware program such as ASP or Digital Analysis Program.

(These programs are proprietary, but some of them are
available for sale.) The output of the computer-processed
data will define all the possible paths that can exist in the
circuitry.

6. By use of topological symbols (Fig. 5-17), prepare
individual network “trees”, as shown in Fig. 5-19. These
trees use a representation different from those in stan-
dardized electrical drawings and show such factors as
circuits that can receive power from designated points;
power and ground points; and components—such as
loads, diodes, switches, and umbilical disconnects—
between power and ground points. Network trees can be
drawn automatically by a computer-controlled plotter or
manually on a graphics terminal by using the computer
output data.

7. Prepare a network “forest™ that 1s a representa-
tion of all the inputs required to cause each adverse end
event, and the circuitry and units involved in the genera-
tion. control, and transmittal of those inputs. The “forest™
diagram will show the interfaces between units (Fig.
5-23).

8. Apply sneak clues to identify and analyze sneak
circuit paths. Par. 5-6.2.1.2 discusses clues.

5-6.3 SOURCES OF DATA

Data for the circuitry to be analvzed in a sneak circuit
analysis can be obtained from wiring diagrams and lists,
schematics, signal lists, parts lists, and interconnection
drawings. For a final, rigorous SCA. however. "as built”
drawings must be used.
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CLUE: Output of latch goes off card, out of
box, etc.

PROBLEM: Signal reflections may reset the latch.

CITIE: cynchranone innnt data

A SR LY SN (1-’] UM VIV UO L) Al wSiavia

PROBLEM Violation of setup;hold times may
cause output hang-up.

CLUE Asynchronous clear or preset used
for other than power on initialization

PROBLEM: Clear/ preset may occur as latch is
clocked, which results in pulse (glitch)
output.

CLUE: Latch not initialized

PROBLEM: Initial system stated undefined

Counters

CLUE: Output of counter decoded with com-
binational (asynchronous) logic

PROBLEM: Small differences in output transition
....... ha Aan~dad tcatn alitahac
lllllc llldy o GCTOALCA IO slllbllcb

CLUE: Counter not initialized

PROBLEM: Inaccurate count

The SCA group at Boeing Aerospace Company stated

my's PERSHING missile SCA con-

s, 12 ‘h-clcn anomalies, and 40 draw-
ing errors were found. Because SCA programs and out-
puts are proprietary, most information suitable for
examples is not available to the general public. The
example addressed is a sneak analysis report on the Army

HELLFIRE mlssue that was provided by the Boeing

Fig. 5-24 the sneak circuit rcport HFM-3 clues are shown
at positions identified as *X : - . These are related to the
interfaces, the technology families. and the analog to
CMOS transition. To applv clues. verify whether a prob-
lem exists by calculating whether required voltages at
input to U-8 are always met—i.¢., never between 3.6 and

8.4 V). Additional examples of clues applied to various

5-40

TABLE 5-3.

1. Logic Loop With Odd Number of Inversions
Topology
#r v
Clue A 4> B
Boolean B=A-B

Problem: The loop trends to be stable, which
results in a possible glitch or insufficient pulse
width.

2. Logic Splits and Rejoins:

Topoiogy
A =  Non
Clue: AT NA———"""
Boolean B=A- K_
B=A+A
B=A-A
B=A-A
Problem: a. Logic race may result in glitch.

b. Possible unnecessary logic.

Note: A =not A

B=notB
typical topographs are given in Tables 5-2 and 5-3 and in
Fig. 5-20

5-6.5 ADVANTAGES

Advantages claimed (Refs. 16, 17, 21, and 22) for SCA
include

. SCA is an effective technique when used to isolate

problems that escape other methods of ndenuflcauon
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2. SCA can be used to assist in controlling the con-
figuration of a subsystem, especially if numerous changes
or modifications are occurring.

3. SCA is performed by analysts using computer
programs that make an independent assessment of an
entire 3uusvacc1u—h3:’d‘v‘~'ar6 software. and interfaces—
more thorough than the reviews done by design checkers.

4. Once the initial SCA has been done. it can be

updated quickly to analvze the effects of modifications.
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COMDIITED INDIIT ENDM
CUVIVAI URLJN 11V1 Ul 1'UInv:
CARD | BOX DWG. NO. PART NO. BOX

Black Box Detait Schematic TYPE | REF & TITLE
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SK104 6 SK104 4 MOT CONT
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Figure 5-21. Example of Detail Schematic Encoding (Ref. 19)

5. The preparation of input information to the SCA ment. However, in some cases, the usefulness of the SCA
reveais omissions in design documentation and aids in for the identification of causes of costly problems in
identifying errors in drawings. fielded materiel offsets this ‘.-.m:tausn.

6. SCA identifies mission-critical malfunctions fre- 3. SCA normally does not consider the effects that
quently missed by the usual development and operational can result from the erroneous connecnons, short circuits,
tests and human errors that—combined with potential design

7. SCA provides functional diagrams down to com-
ponent level.
SCA costs less than would the consequences of

5-6.6 LIMITATIONS

Limitations of SCA for safety purposes include
1. Every component and circuit must be included in
the analysis. This all-inclusiveness makes the SCA expen-
sive; however. it can be tailored or limited to specific

high-risk subsystems or to those with potential hazards.
Despite the cost, an SCA might be relatively inexpensive
if it eliminates an event that could have catastrophic
consequences.

2. SCA is usually conducted only after the design
documentation has been completed. This factor makes
the resulting design changes difficult and costly to imple-

errors—constitute most circuitry problems. These areas
of concern can be considered in a type of sneak analysis
cauea common cause faiiure analysns { rlg 5-25).1Ift

SCA does not conSIdcr the effects of transient
voltages, electromagnetic interference (EMI), and similar
influences that can affect electronic systems. (This limita-
tion also can be overcome by using a type of common
cause faiiure analysis as iliustrated in Fig. 5-25.)

~

5 The need to consider all combinations of switch-

. 111V 1iIvCu I.U LUllblubl aAll Luiiviiativiid vl dwvwiitvig
ing positions, transients, and timing may rcqt_ire so much
computer capability that the use of SCA for digital logic

circuits may be impracticable.

6. For review of the topological sets, the clue lists
have been developed from more than 10 yr of experience
and are generalily not availabie to designers.
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SNEAK CIRCUIT RE

PORT HFM-3
HELLFIRE MISSILE

TITLE G BIAS COMMAND’” SIGNAL LEVEL IS DATE
INDETERMINATE
ENGINEER
REFERENCES
1. U.S. Army MIRACOM Dwg. No. 13042343, Basic ““Schematic Diagram-Scan and Mode No. 1",
2. U.S. Army MIRACOM Dwg, No, 13042203, Basic, “System Schematic"’.
3. U.S. Army MIRACOM Dwg. MOOTMS, ‘“Telemetry Missile Schematic”,
4. Rockwell International Dwg. V104—-50151, Rev. A, ““Autopilot Interconnect”.

e A ]

Rockweii internationai Dwg. Vi04—50153, Rev. A, “Autopiiot Logic Moduie’
“CQOS/MOS Integrated Circuits’’ by RCA Corporation, 1977,

g:ur

MODULE/EQUIPMENT — LOGIC MODULE, AUTOPILOT ASSEMBLY

EXPLANATION
Figure 1 shows the circuitry implementing the G BIAS CMD" signal. Due to presence
of zener diode VR9, the voltage at pin P1/V is approximately 4.5 volts. This means
that the voltage at U7 pin 10 is given by : 2 +(.6) Vpy,, = 5.4 VDC (note that the out-
put of the ground compensation circuit is = OVDC), it follows that if the voltage at

VVIITT] UIT VUIGYT dal W/ I 1L 1D ™11 VI/U LHGH UIT VUILGYT Ol WU PITE U 19 Ve Vs,

When the voltage at U7 pin 10 is 5.4 VDC, the voltage at U8 pins 5 & 6 is 5.4 volts.

Reference 6 (page 52) shows that: V'L (MAX) = 3 volts {for Vnn = 10v) and = 4 volts
(for VDD = +15 volts, V| (MIN) = 7 volts (for VDD = 10V) and = 11 volts (for VDD
+15v). In the case where VDD = 12 volts, it may be assumed that VlL is between 3 and
4 volts and VIH is between 7 and 11 volts.

Since 5.4 voits meets neither of these conditions, the output ievei {Hi or Lo) at

U8 pin 4 is indeterminate. This implies that the output level at U8 pin 10 (“G BIAS

the low at nin 8 is not sufficient to determine the state

v (o4 S (RS54 LA

POTENTIAL IMPACT
Inhibited functioning of the pitch integrator circuit, resulting in inaccurate missile

guidance commands.

RECOMMENDATION .
Remove resistor R7 from the circuit. Disconnect pin 4 of U8 from pin 9. Connect U8
pnn 9 to U8 pin 8 and tie pins 5 & 6 of U8 to ground. The circuit shown in Figure 2

output as the circuit in Figure 1 with the exception th
e

Il
seeker G BIAS CMD will be high, not indeterminate,

in the case of the laser

CONTRACTOR ACTION BY DATE

REMARKS

(cont'd on next page)
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Figure 5-24.Application of Clues to Analog to CMOS Portion of Example Network of Fig. 5-22(B)
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Crit
Function
Sats fiom
Fault Tree identify Define List
Commonalities Critical gles of
Within Groups: Failures Failure Causes
[\ VS T )
____,{ Cabmets/elc. Electrical Shorts
ConneaostPms Eiscirical Opens
Masmnanco Error Over Heat Fire
Pan Numbev
Topographicat '
Natwork Trees Cred»ble Failure
from Sneak Piece Pan; b_y Area
Analysis of Susceptibility and Mcdes
Generic Features /__,\
Faiiure Effect
/" and Recovery
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Loss of Function
Emer Procedure
XYz
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Criticality &
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Figure 5-25. Common Cause Failure Analysis (Ref. 20)
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CHAPTER 6
SYSTEM HAZARD ANALYSIS

The subsystem interface relationships that make up the system are discussed under the subheadings
physical, functional, and flow. System hazard analysis methods and techniques are defined together with
several specific supporting techniques such as plotting of hazards and human error analysis. Sources of data
for system hazard analyses are given, and the advantages and limitations of the various techniques are stated.
Data are provided on formats for conduct of the system hazard analysis.

6-1 DESCRIPTION AND PURPOSE

This chapter presents detailed information on the sys-
tem hazard analysis (SHA) discussed in MIL-STD-882
(Ref. 1) and Data Item Description (DID) DI-SAFT-
80101 (Ref. 2). The SHA is necessary to define the safety
interfaces between subsystems and to identify possible
safety hazards in the overall system. It will determine
whether system hazards can be eliminated or controlled
with design safeguards. The need for procedural safe-
guards, however, will be recommended only as a last
resort.

That certain of the hazards inherent in the overall
system will result from hazards inherent in the subsystems
is quite evident. What is not so evident is the manner in
which the subsystem safety problems may affect the sys-
tem as a whole. One example of this involves a self-
propelled gun. During development the engine is tested
and found to have a vibration mode that falls just within
acceptable limits. The hydraulic pumps and electric
generator (or alternator) are tested separately and found
acceptable. When the engine is tested with the pumps and
generator, the vibration mode grows worse and becomes
an unacceptable hazard. However, when the engine and
all engine-driven equipment are mounted in the self-
propelled gun and the complete system is tested, it might
exhibit better or worse vibration characteristics than the
subsystems. The point is that the SHA, either from
dynamic analysis or test data, can provide results quite
different from what might be expected from a simple
compilation of subsystem hazard analyses (SSHAs)
because of the interactions of the individual subsystems.

In addition, a system as a whole can present a more
hazardous situation than that found in the subsystems.
Consider arifle, for example. The combination of the rifle
and the ammunition is a much more hazardous (lethal)
system than that represented by either of the subsystems.

Thus SHA analyzes the effect that each subsystem has
on all others during the normal and abnormal operation
of each one, but, more importantly, it analyzes the opera-
tion of the system as a whole. The SHA must establish
that separate units and subsystems can be integrated into

a safe system. The operation of one unit or subsystem
must not impair the safe performance of, or cause damage
to, another unit or subsystem within the system. Because
human reactions required for normal system operation
are considered part of the system, “human error” must be
considered as a possible failure mode in the SHA. Lastly.
the environment will have an effect on the system and
must also be considered in the SHA.
In summary, the value of an SHA lies in its identifica-

tion of

1. Interface problems

2. Dependent failure problems

3. Synergistic hazards

4. Additive hazards.
When asafety level has been defined for a specific system,
proof that the design satisfies that safety requirement can
be obtained only by preparing an SHA. Other safety
analyses, studies, test reports, experience with related
systems, and program data—such as reliability reports—
will be useful to support the SHA.

6-1.1 INTERFACES

The various interface relationships among the units or
subsystems that must be considered in the SHA can be
categorized principally as physical, functional, or flow
relationships. Each is discussed in the paragraphs that
follow.

6-1.1.1 Physical Relationships

Each subsystem might be well designed and built, and it
may operate as required when tested separately. How-
ever, when the subsystems are combined into a system,
thev may not fit together because of dimensional incom-
patibility or together they may create other physical diffi-
culties leading to possible safety hazards. Examples
follow:

1. Theclearance between units is so small that one or
more units can be damaged when a unit is being removed
or replaced during a maintenance operation.

2. Access to. or egress from, equipment may be
impossible or restricted because of dimensions or place-
ment of a unit within the equipment.
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3. Inability to tighten, join, or mate units that should
fit tightly together can result in structural failures. It may
be impossible to prevent movement between two parts
because of bolt holes of different sizes or a convex surface
is being mated with a flat surface.

4. Units or subsystems may have symmetrical
mounts and at least two duplicate hydraulic, pneumatic,
or electrical connectors that create the probability of
installation and connection errors. From a system safety
standpoint, the mating process must be such—e.g., the
use of differently sized and shaped connectors—that
assembly and connection errors will be impossible, have
an extremely low probability of occurrence, or will not
lead to a safety problem if a mistake is made.

5. Moving parts, if left unguarded, may be hazard-
ous to operating personnel.

6. A vehicle filter that is difficult to remove may not
be cleaned or changed as required. Thus the filter may
clog or the subsystem may fail due to contamination,
which would result in a mission failure of the system.

7. The physical location of a subsystem may create a
potential system hazard. A vehicle fuel subsystem with
fuel lines routed very near a hot exhaust manifold may
cause the volatile fuel in the line to vaporize; this results in
“vapor lock™ and fuel starvation.

8. Tolerance buildup amongseveral subsystems that
individually meet their tolerance requirement may result
in failure to assemble properly.

6-1.1.2 Functional Relationships

The output of one subsystem may be the input to an
interfacing subsystem, or it may control the output of the
interfacing subsystem. Unless the output is correct during
agiven time frame, it may damage the interfacing subsys-
tem and constitute a possible system hazard. Typical
problems that could occur are

1. Zero Quitput. The output of the subsystem fails
completely, so the receiving subsystem does not receive
the necessary input from the upstream subsystem. This
could be caused by an internal malfunction in the
upstream subsystem or an interconnect failure. For
example, a missile may become out of control because of
reduced input to the flight control subsystem.

2. Degraded Output. A partial failure occurs. and a
downstream subsystem does not receive sufficient input.
For example, partial clogging of hydraulic or pneumatic
passages can reduce flow so that a downstream unit is
inadequately supplied with fluid pressure or volume. This
can cause reduced pressure or cooling etffects and can
result in inadequate lubrication. reduced braking. over-
heating, jamming of automatic teed mechanisms, and
similar deficiencies.

3. Excessive QOuiput. A radar may be damaged
because the output voltage and current of a power supply
were not regulated. Vehicle batteries have been damaged

6-2

from overcharging due to failure of the voltage regulator.
Failure of the reverse current relay can cause the battery
to provide high current to a generator when the engine is
stopped and thus burn out the generator.

4. Erratic Quiput. Intermittent or unstable opera-
tion can cause relays or valves to chatter, which results in
surges of electric power or fluid flow. Cavitation within a
torque converter may cause damaging power surges.

S. Unprogrammed Output. Inadvertent operation
or an erroneous output could be a hazard if it caused
damage to interfacing subsystems. Inadvertent activation
has also caused injuries to operating personnel. For
example, if an interlock between a hatch cover and a tank
turret fails, the turret could be rotated while someone
stood in the hatch, and the turret could strike the person.

6. Undesirable Side Effects. Although the pro-
grammed outputs of a subsystem are within prescribed
limits, they may generate other outputs that could be
damaging. An electrical subsystem or unit may generate
heat that could damage nearby equipment. The scavenger
pressure of one pump may damage a redundant pump.
which would result in total failure of the system. Laser
devices may cause injury when laser energy is reflected by
specular surfaces into the eyes of unprotected persons.

6-1.1.3 Flow Relationships

Military systems use many forms of energy in various
functional relationships to accomplish a mission. When
this energy—electrical, mechanical, thermal, nuclear,
chemical, or whatever—is maintained in its normal, con-
trolled state in a system, it is useful to the mission. If the
energy becomes uncontrolled, it not only can jeopardize
the mission, but it can also harm personnel and damage
equipment. One method of examining the potential
hazard of energy “flows” in a system is to examine all
energy sources and how they normally flow and what
possible abnormal flows could occur.

The flow of energy between subsystems generally is
designed to occur in a “closed system”such as in piping or
wiring. Other energy flows may be “unconfined”; for
example, most equipment heats up during operation and
will radiate heat energy from one subsystem to another.
RF energy purposely is radiated in communications and
radar operations and may have an effect on other systems,
subsystems, or personnel. Review of these flow relation-
ships and possible failure modes is important for identify-
ing possible system hazards. Some potential energy flow
problems and effects are

I. Connections between two units may be faulty.
The lack of adequate bonding when mounting radar
antenna waveguides may result in the escape of RF energy
above acceptable levels in personnel areas.

2. Interconnection may fail completelv. High-pres-
sure hoses can burst when inadvertently overpressurized.
Such failures cause hoses to whip violently and injure



persons and damage equipment within their range. If the
fluid hot, etc.—additional

hazards occur.

3. Interconnections can suffer a partial failure.
Leakage of fluid or gas can occur at a break in the line
itself or at the interconnection between the line and the

unit. The IOSS of “Uld or gascan result in a foss of pressure
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o
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sure can act as a fluid needle or kmfe and can penetrate
the skin to cause septicemia. A small leak of combustible
liquid under high pressure could atomize and cause a fire
or explosion if exposed to an ignition source. If the line
contains a hazardous fiuid, even a smail ieak may prove
highly damaging or dangerous. A small leak near an

engme can cause fuel to hit the hot exhaust manifold and

cause a fire. Safety analysts, lhereforc. must consider all
adverse characteristics of each fluid used in a system.

6-1.2 METHODS OF ANALYSIS

Most of the methods of analysis described in previous
chapters can be used for SHA. However, in an SHA,

hese same methods of analysis require ashift in the safety
v1ewpomt. Instead of considering the hazards to lie solely
within each of the separate subsystems that comprise the
system, the analyst must now consider hazards that exist
because of the interactions of these same subsystems and
their functioning as a system entity.

A system-level fault hazard analysis (FHA) starts with

Vl
—_

tial for the hazard exnsts—such asin the brake or steering
subsystems—and determines what type of undesired end
events it may lead to, e.g., the crashing of the vehicle into
objects or people. Ref. 3 discusses other aspects of analy-
sis methodoiogy.

(FTA) st

A cuct artce
ysis\r 1 Ajstarts

A syste
sired end event—such as the crashing of a vehicle into
things or people—and analyzes the system to determine
whether and how it may occur. Failures of specific subsys-
tems such as the brake and steering subsystem will be
identified by this method of analysis.

These examples regarding the use of an FHA or an
FTA underlin

A ungeril

not necessarily different in all respects. The method(s)
selected for a particular SHA will depend on the level of
available information about the system. the acquisition
time frame, and the end use of the SHA. An SHA for use

I3 8 3%

rogram managers may take one form;an SHA for use
cn I
I

with an unde-
wWainil dil uilUd

ne the fact that the methods of n_nn!vcm are
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o
<
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nth inte

equ e meth ntheinter
est of time and economy, howe\er an effort should be
made to adopt a method that will satisfy multiple users.

The system-level failure mode, effects, and criticality
analysis (FMECA) usually tries to determine the effects
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that specific failure modes of individual components can
have on operations of the entire system. A system soft-
ware analysis, described in Chapter 7, also involves con-
siderations of how an entire system can be affected by one
subsystem, e.g., a computer. The possibility of human
error can be considered in either of these methods of
analysis. When a numan operauo of i 1
fie
the undesir ( I n
error) the probablllty that the person wxl make the erro
should be included in the SHA. (See par. 6-2.2.6.2.)
Selected outputs of the SSHA are considered as candi-
date inputs to the SHA. In addition, as more is learned
about the system, the possibility of a new undesired event
may need investigation. If the possible cause of this newly
identified, undesired event is identified as a subsystem
event, the SSHA will require updating. For this reason,
all safety analyses should be performed iteratively accord-

ing to the on-going requirements of the program. Like
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The ShA can aiso employ information gen raied inthe
nreliminarv hazard analucic {IPH A) /Qpae Chanterd Y The
preliminary hazard analysis (PHA). (See Chapter4.) The
PHA is particularly valuable for this purpose because it

generally covers the entire system and is intended to iden-
tify all potential hazards. It is also intended to optimize
safety by establishing optimum design requirements
within the constraints of operation requiremems sched-
e SHA shouid include a review of
those system and mission hazards identified in the
updated PHA and a review of the interrelationships of the

various subsystems.

6-2 ANALYSIS FORMAT AND
TECHNIQUE
The analyses described in this chapter will place the

emphasis on the interrelationships between the subsys-
tems for

1. Compliance with safety criteria

“ DAacecilala fm A v A m s Aaaa o A ams o | PP

4 roOoMIDIC ] lUCPCHUClIl, a pC 1ACIIL, AIIA SIINuUILanc-
ous failures, including those of safety devices. that could

=

present a hazardous condition
3. Possible damage to one subsystem from normal
operation or failure of another subsystem.

6-2.1 FORMATS

The format for the SHA should be selected for compat-
ibility with the analvsis method(s) to be emploved which
in turn shouid be selected to satisfv the requ

tha narticrnlar cuctam Anwn\nnmnnv nraooram If there ic a
LIV Pal tivuiail D'V)lblll ULV"IUPIII\-IIL Pl UEI Qilll. k1 LLIvIV 1D a
program need foran SHA dLlri_ the early design phases

g

of alarge system, the SHA can be presented in a narrative
format described in par. 4-3.1.2. This is usually done to
assist in formulating design criteria and emphasizing the
problem areas. Whether the analvst should doa PHA or

6-3
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an SHA at this time will be a decision influenced by
program factors such as the use for the SHA and the

Lgialil 1aliols suln as L OB S

schedule for updating the PHA. The basic formats for the
SHA are the diagrammatic format such as that for the
fault tree and the tabular format such as that for a fault
hazard analysis Each format has a somewhat different

scope with its own pnmar) OD_]CCUVCS advanie ages, and

limitations discussed in pars. 6-5 ud 6-6.
The selection of the correct format—that will result in

the systematic completion of an analy51s for a specific
materiel acquisition program—will be helpful for obtain-
ing acomprehensive and thorough assessment. The exact
construction of the format to be used should be consistent
with the particular needs and situations associated with
the design to be evaluated. Fig. 6-1 is an example of a
typical SHA tabular format that can be modified to

satisfy various materiel acquisition program needs.

6-2.2 TECHNIQUES

The techniques of analysis used in preparing a system
hazard analysis are primarily those used in the subsystem
nazara analysis described in Chapter

r
he came rememhberthatth
rinatt

now on the system rather than on the subsystem. a
in par. 6-1.2. The methods of analysis for conducting the
SHA are narrative; tabular; failure mode, effects, and
criticality; fault hazard. fault tree; and plotting. Each
method is briefly discussed in the paragraphs that foliow.

sent a discussion of a svstem. the hazards associated with
that system. and the effects on the system and with correc-
tive actions or safeguards. The analysis formats for these
techniques are discussed in pars. 4-3.1.1 and 4-3.1.2.

should concentrate on component and subsystem fanlure

leading toward system malfunctions. The FMECA is best
suited for application to hardware for which failure
modes and failure rates have been eslablished lt analvzcs

6-2.2.3 Fault Hazard Analysis

An FHA is a detailed investigation of the system to
determine hazard modes. causes of these hazards, and the
resultant effects on the operation of the svstem. Unlike
the FMECA the FHA ¢ X i

thie rMeCUA, tne llr\(.OuSi

6-4

t from a particular hardware design. The details of
cnnd ucting an FHA are presented in par. 54.

188 Y -1 |

6-2.2.4 Fault Tree Analysis

The FTA is probably the most useful tool in perform-
mg an SHA. Fault trees can be developed for all of the

s Y
14Z2d4IAdoud €vceil

il
ould happen when operat-
ystem. An FTA ctar‘t!no at

i, A 4 Stads

-

ist

1g, Or maintaining
the system level will show, in a logical manner, the
affected interfaces among subsystems, components, per-
sonnel, and the operating environment. Critical se-
quences, timing, and single-point failures can also be
noted in the fault tree. If the top event can be caused or
initiated Uy a xaiiure, a failure aﬁalyan must be under-
taken. The details of conducting an FTA are presented in

par. 5-5.

6-2.2.5 Piotting (Mapping) Hazards
Problems that could develop because of locations or

proximities of units, lines, or hazards external to the basic

system are frequently revealed by mapping. Plotting the
problem graphically can illustrate existing potentially

hazardous interrelationships. The examples that follow
illustrate the types of situations for which this technique is
appropriate. (See par. 4-3.2.3.2 for additional detail.)

1. balety distances need to be established oelween

R | Tha n
uci lllle auu lglllllUll DUUILLY. 11T dd
1

when fuel lines and anqec areinc

age of fuel from a poor connection uplured lme ontoa
hot surface could resuit in a fire. Many of these dangers
can be identified from drawings that show the locations of
fuel lines, connections, engines, spark-producing devices.
and similar potential hazards. In such cases, the fuel lines
should be designed with a minimum number of connec-
tions. The connections should be located where they can-
not leak flammable fluid on hot spots or where a means of
isolation separates the fuel line and the hot spot.
2. During the launch of a particular type of missile,

damper pads and end caps are C_]CClCd from the launch

is then ejected from t

orrect safety perimclcr for
personnel operating the launcher. Using the necessary test
or dynamic analysis data, the safety analyst would con-
struct two maps—one showing personnel locations and

the other showmg the trajeclones oi the ejected pads and

I

lU ddDCDD th PULClllldl hdLald a 11
need {or some controls.
3. Locations of fuel tanks should be reviewed to
a. Insure there is adequate separation between
fuels and oxidizers so that leakage of either one will not
result in contact with the other
b. Determine the necessity for dikes or contain-



MIL-HDBK-764(Ml)

wlo,] Jenqe | sisk[suy piszey wnsiS °§-9 andiy
SNOLLIV HO SNLVILS ALI'TIgVAOYd ANODILYD UUVZVH HINAO AN WHLSAS/WILSASENS LINIAG ANAAA JIVAAFINI ANV 'ON ‘
ANV S149:444 WI4HL- ANVZVH UYVZVYH AV LVHL NO .10 [MSVHd NOULVOIHILLN UL Wt
SNOLLVUNIWINOITY ) SAINFAT WVIAALSIN 104443 AYVZVH FJAOW QUVZVH R.EH8) Wil
WO SNOLLIV LINFWSSISSY ASIY ‘SAS
ELINNER.R.ION]
‘SRYVINIY
9] E] a D q v AN
- 7 dlvd MHIAHY WALSASHNS
- — dlva LSATVNV SISATVNY AYVZVH WIALSAS T4dONW
T 407 "35Vvd [WALSAS

6-5

TN NArTICI1119Ar SUCYIAIM (OOfAvVvVAIiOoOnNnmMeNnI Nrovram

Tk &

mauv

1ALVAI

AAI113ANTIIINIAS TN 11TV

"NY PNOCINEALTS TNAT

"NEPTréd 18 3



MIL-HDBK-764(Mi)

c. Determine whether or not leakage could en-
danger personnel or facilities along channels through
which the liquid would flow.

This type of mapping would also pinpoint possible
hazards at a vehicle refueling depot.
4. Fig. 6-2 shows how mapping can be used to ana-

shal £ conc vaciiltime £onan Ann: te imus
lUllIlV ol 1ires leUllng llUlll dLLluClllb 1348
S

volv-
ised In
an accident analysis of existing designs, it i1s undoubtedly
an effective way to study whether or not similar hazards
might exist in designs of new helicopters. The layouts will
indicate the susceptibility of fuel tanks to rupture by
ianding gear after a hard impact and whether or not the
proposed uES‘lgf‘l of the lauuii‘lg gear should be reconsidered.
A study of helicopter crashes showed that 90% of
the fires were generated at initial impact or immediately
thereafter. In 809% of the fires, ruptured fuel cells and
broken fuel lines caused spillage or leakage of fuel that
ignited when it hit a hot surface, such as the exhaust
system of the engine. In major accidents the helicopter

¢ <
L SS

Armv heliconters. Although the mapping wa
Army helr pping wa

Lopill Bt it ia

ﬂﬂﬂﬂl"ﬂll‘ rn"c Nnuver ‘)ﬂf‘ ‘IDC nn tc E\dp \I!hlf‘h "\' r-l(c at
Sviivi uu] EWVLIID UYLI QGIIU 11V VI 11D OIuUL, VWilLIwiL VIVVAROD QA
least one Q_f the personnel exits and limits the means of

addition, the fuel tank mlght come to rest in a
posmon to spill its remaining fuel onto the hot engine
located below. Mapping will help to determine whether
such problems might exist in new heiicoptcrs

L

€
roup definine the machine -'n-humnn
] gelining tne macnine-ig-numan

mterfaces must develop a step-by-step description of the
specific human operations to be studied. For the opera-
tions mode of a system, this group will consist of the
designers and human factors engineers, who will be
assisted by Army representatives from the using com-

mand. For the maintenance and support mode, the
human interfaces will be defined hv the mmntamahﬂnv

and logistic personnel, together with human factors engi-
neers, assisted by the designers and using command
representatives. Once these definitions have been made.
the safety engineers can study the human action steps to
identify potentiai hazards in personnei error by consnaer—

i
iy tha ~Aaoiicac ne A mtrihoaitin £
Hig lllC Laudldy aliu 1

discussed

6-2.2.6 Human Error Analysis
6-2.2.6.1 General

Human error can be detined as any personnel action
that is inconsistent with behavioral patterns considered to
be normal or any action that differs from prescribed
procedures Human error mcludes (Kel 4)

1
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Performlng a task not required

Performing a task out of sequence

Failing to perform a task within the allocated time
Responding inadequately to a contingency.
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Figure 6-2. Fuel Tank Vulnerability in
Helicopters

Willie Hammer, PRODUCT SAFETY MANAGEMENT
AND ENGINEERING. € 1980, p. 199. Reprinted by permis-

sion of Prentice-Hall. Inc.. Englewood Cliffs. NJ.



Regardless of thorough training and high skill levels, a
techmcxan will make mlstakes and errors frequently

the engine ovcrheats and the truck stops on the road—
inconvenient but not serious. A technician fails to put a
cotter pin in a castellated nut in the flight control linkage
of an aircraft, control of the plane is lost in flight, the
plane crashes, and all aboard are killed—very serious.
Maintenance requirements are so demanding that they

often leave no room for human error, yet mistakes will be

Vilviiava HUTVUIHN IV (Ulian LirUn, yOUUliistalss

made. For example, a report by one of the military ser-
vices revealed that in a 15-month period errors made in
aircraft maintenance contributed to 475 accidents and
incidents in flight and ground operations. Ninety-six air-

craft were scriousiy damaged or destroyed, and i4 lives
were lost (chr 5). A :l.uuy of these accidents revealed that

many of the failures that caused the accidents occurred

short]y after periodic inspections. The report concluded
that these human failures were caused by

1. Inadequate basic training in the relevant mainte-
nance practices, policies, and procedures

2. Lack of training in maintenance of the types and
modules of equipment being maintained

3. Inadequate or improper supervision

4. Inadequate inspection.

Knowledge about human error can reduce the proba-

bility of damaged equipment or personnel injury by
imposing human factors constraints on the equipment

design. The cnaractensucs that foliow contribute IO

Populatlon stereotypes, 1.¢., the manner in which
most people in the population expect something to be
done—e.g., when a control is turned counterclockwise,
the controlled function is expected to increase

2. Performance requirements that exceed human
capability

3. Designs that promote fatigue
Inadequate facilities or information
Unnecessarily difficult or unpleasant tasks
Necessarily dangerous tasks
Unpleasant tasks.

No e

6-2.2.6.2 Quantification

A need exists to understand and predict the contribu-
tion of human error to the safety of asystem from both an
operational and maintenance point of view. Infact, some
analyses reveal that the majority of system failures are

ttrihiitahlats hisman srrnr a
attributable to humanerror and not to hardware. Accord-

ingly, human error must be analyzed in combination with
all of the other failure modes for the SHA.

Much work has been done in human performance reli-
ability (HPR). Yet a basic problem remains. i.e., lack of a
good data base of human error and performance (Ref. 7).

output should be used v'vith caution There are several
HPR indices that differ both in scope and in type of model

used. Two types—the technique for human error rate
prediction (THERP) and the Siegel-Wolf model —will be
discussed. Ref. 8 discusses other techniques.

The analytical or simulation THERP can be used to
predict the totai system or subsystem failure rate resuiting
from human errors (Ref. 9). The THERP methodology

beoins with a task analvsis that divides the system into a

Vepiis walhl a task analy wial d1viGCoes 210

series of personnel-equipment functional (PEF) units.
The system being analyzed is then described by a func-
tional flow diagram. Prediction data are assigned to each
PEF unit. A computer program calculates the reliability
ot task accompnsnmem and performance compietion

The SngCl-WOlf digital simulation model is oriented
toward the effects of time stress on the successful comple-
tion of the task. The model outputs are (Ref. 9)

I. Average time expended

2. Average peak stress

3. Average final stress

4. Probabili ity of task success
5. Average waiting time

6. Sum of subtasks ignored
7. Sum of subtasks failed.

A good start on a data bank of human error rates has
been made by the American instituie of Rese rCh {AIR)
(Ref. 10). The AIR estimates of error rates are for aver-
age, trained mi ita,ry personne! with average motivation

very little work has been done to quantify the degradauon
of human performance under operational stress.

A second source of data resuits from an analysis of the
maintenance data in The Army Maintenance Manage-
ment System (TAMMS). Maintenance actions reported
through TAMMS are analyzed and supplemented with
independent judgments and arrive at quantitative values
for human error data. Table 6-1 presents the results of a
study that used this method. Human error rate estimates
for a large system were derived from existing data of poor

quality by modifying the data with the independent
}udgmcmc f human reh hilit.y analysts (Ref. 10). These

reviewing information on per-

sonnel skill levels; prevxous]obs held by these personnel:

procedures; and design of the control, displays. and other

equipment read or manipulated by the personnel.
f

. < s maa A R o =
To date, the primary source of HPR information is
subjective data based on expert opinion or objective data

supplemented as necessary with subjective judgments.
Techniques for developing expert estimates include the
Delphi Technique (Ref. 9).

The results of the human error analysis can be pre-
sented in the narrative. tabular, or even logic tree format

6-7
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TABLE 6-1. HUMAN ERROR RATE ESTIMATE DATA (Ref. 10)
Estimated
Rates Activity
0™ Selection of a key-operated switch, rather than a nonkey switch. (The value does not include the error of

decision where the operator misinterprets the situation and believes the key switch is the correct choice.)

10° Selection of a switch (or pair of switches) dissimilar in shape or location to the desired switch (or pair of
switches) assuming no decision error. Forexample, operator actuates a large-handled switch, rather than
a small switch.

X107 General human error of commission, e.g., misreading label and thereby selecting wrong switch.

10 General human error of omission where there is no display in the control room of the status of the item
omitted, e.g., failure to return a manually operated test valve to proper configuration after maintenance.

3107 Errors of omission where the items being omitted are embedded in procedure, rather than at the end as in
the previous activity.

3X10~° Simple arithmetic errors with self-checking but without repeating the calculation by redoing it on another
piece of paper.

0.2-0.3 General error rate given very high stress levels where dangerous activities are occurring rapidly.

depending on how much information is to be provided
about the human error and where it fits in the SHA.

6-3 SOURCES OF SYSTEM HAZARD
ANALYSIS DATA

The major sources of generalized accident and reliabil-
ity data are listed and described in Chapter 4, Appendix
A. A review of field accident reports and hazard reports
for fielded Army systems similar to the one under devel-
opment will assist in performance of the SHA. More
specific system hazard data will be found in documents
pertaining to the system under development—i.e., system
specifications, requirements document for mission param-
eters, and safety analyses (PHA, FHA, or FTA) that may
have been performed earlier on the system.

The safety analyst should review the input require-
ments for each subsystem along with any possible safety-
related restrictions or qualifications that may apply.
Comparing input limitations of one subsystem with all
possible outputs of an upstream subsystem will help in
determining possible hazards and necessary safeguards.

6-4 EXAMPLE

The system hazard analysis shown in Fig. 6-3 was taken
from an analysis performed on the Army Laser Target
Designator. Two subsystems and their interface and
hazards are shown in the figure. The analysis is represen-

6-8

tative, and only one page is included to show the format of
the system hazard analysis.

6-5 ADVANTAGES

Each system-level safety analysis method can be used
more advantageously in one circumstance than in another.
The general criteria for determining which method would
best serve for developing the SHA for a particular pro-
gram are

I. How much data are available when the analysis
must be made?

2. How much time is there to prepare the analysis?

3. How is the analysis to be used and for what pur-
pose? (It is assumed that experienced safety engineers
personnel will be performing the analysis.)

In the paragraphs that follow the advantages of the
different analysis methods in relation to the circum-
stances will be discussed.

6-5.1 ADVANTAGES OF THE FAULT TREE
ANALYSIS

The FTA has the advantage of depicting, in a dia-
grammatic manner, an adverse end event and the factors
that could cause it. Thus an FTA quickly identifies the
design areas-—such as components or subsystems—that
will require failure probability number values.
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When the lowest levels of all branches of the fault tree
have been assigned probability values, the probability
numbers can be calculated for each succeeding higher

A e ~F1 N rant att

lCVCl uuun lllC plUUdUllllV Ot lllC uuucsucu gvent at th lUlJ
is known. Not only does the technique allow determina-
tion of the risk, but review of the FTA diagram will show
the contribution of different parts of the system to the
total risk assessment. The FTA enables the analyst to
determine the possible failures that will yield a given set of
failure symptoms, and the critical paths and the safety

tenrannt ~f Alhnmoaac
Hilpaclt Ul Lualiges.
18

The FTA 1 e best approach to use when specific
undesired events are known to be p OSSlblllllC'S in an alter-
native design under consideration. The FTA can provide
management with information to assess the risk that these
undesired events will occur if the particular design is
chosen.

6-5.2 ADVANTAGES OF FAULT HAZARD
ANALYSIS

The FHA in tabular format is more useful t¢ show all
the identified hazards in adesign and provide information
concerning each one. Itis evident from an examination of
the SHA shown in Fig. 6-3 that the hazard data are

c

elated to potential fauits, their effects, causes, and cor-

rontiva nntinn Tha CHA wcing tha EHHA mathad ic at
1ICLLIVO avlilivll 1HC Ol u)uls LIIC & £1/7y NV Uilvg, 1o av
first aqualitative approach to asafety analysisthat can be

performed quic only sketchy design data.
Later, as detailed design data probab\hty number values
for failures become available, the tabular FHA can be
updated as necessary. Thus it can provide useful inputs to
other analyses. In the meantime, the FHA will be useful

for comparing diffe
1Or comparing Gilicr

ing a general picture of the typ

in each alternative system.
The FHA method of developing an SHA can be partic-

ularly useful if a new system is to be developed by improv-

ing one already in the field. Then sufficient information

rent alternative svstems and nresent-
entl aniernauve sysiems ang present

es and numbers of hazards
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will be available for preparation of an FHA showing
aualitativelv where fPt\ will be affected bv pronosed
qualitatively wnere sal atiectec Dy proposed

:’

anges for the new system.

For example, an existing personnel carrier may be a
candidate for modification to incorporate an existing
gun. An SHA could be prepared in arelatively short time
to show qualitatively the hazards involved due to the
interrelationships of each of these ex-systems, now sub-

systems of the new system. This SHA | in narrative form,

could be developed from a previously prepared PHA to
incorporate the additional detail concerning potential
interface hazards. i.e.. the effects on the transported per-
sonnel due to the firing of the gun. When specific.
unwanted events have been identified in this manner, a

ADVANTAGES OF FAILURE MODE,
EFFECTS, AND CRITICALITY

v wrenw

ANALYSIS
The FMECA is more often prepared by the reliability
engmecrs(Ref 11). When data are made available by this

ineers celected 1nfnrm9'|n frr\m
(i I} 10T iIor

6-5.3

bilities that have been assigned in the FMECA can be
used for FTA or for special studies of safety-critical

Componeﬂts
P I R S C S L S A SUE S
/'\Uulll()n 11IN10Tmation oI valuc to une program is aiso
nrovided bv the “criticalitv” cection of the FMECA Thig
provideg oy tne “criticality section ol the rMECA. [This

information includes
Identification of critical items that should be
evaluated for the existence of hazarcs
2. ldentification of items requiring special attention
during production (such as special “high-reliability™
parts) to insure no degradation in the safety level

3. Reguirements for cnnnhpr snecification data to
. quiren ts spect ato

il LILaunVi Gal

insure that thc designed-in safety level is maintained
4. Requirements for procedures, safeguards, protec-
tive equipment, monitoring devices, or warning devices
5. Where development funds can be applied most
effectively to increase the safety level.

ETAar avamnla am EAMETA ~ran idantifiu a cnlid_ctata
1 Ul Cl\dlllpl(r, all Y iviL\_ /M Lail lucllllly a dyutliu=dliailc
switch in a laser designator system which can either fail to

operate or operate and fail (fail to close a circuit or fail in
the closed circuit condition). The criticality analysis por-
tion of the FMECA has identified the switch as safety
critical because it can enable lasing to occur inadvertently
when the system is turned on. The risk from inadvertent
lqcinn ~ then

an e inve hnqtprl fnr improvement—eithe
ng an then oe 1nv stigaled 1or improvement—eitner
gthatthes

__________ th witch is a very high-reliability item or
by addmg other cxrcuits to prevem lasing unless the
trigger is held down.

o

6-5.4 ADVANTAGES OF OTHER

TECHNIQUES AND FORMATS

Advantages of techniques such as plotting or mapping
become evident when the safety problem involves consid-
eration of the geometry of space and dimension. Exam-
ples of problems involving the use of these techniques
have been given in par. 6-2.2.5. When confronted with
special circumstances in a particular safety problem, the
safety engineer should use imagination, initiative, and
loglc to select one, or a combination. of the methods
described or should modify them to suit the special
circumstances.

\'ew mcthods of safelv analvsis are being developed

now mothade ara docrrihad inthoir narindicrale and litara_
1IC v jHICLituud al o ULD\,[IU\.U L vl PLII\J\JI\-QID allu ultvi a
ture availab 1 rences. The new ideas
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system undergoes the f
Decision Process (MADP) reviews tha
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design changes—i.e., in-process reviews (IPR), the Army
System Acquisition Review Council (ASARC), or the
Defense Acquisition Board (DAB). Accordingly, as the
design matures, updates will be required to reflect the
design changes and any new mission requirements or

pruu:uu res that mlgm dllCCI Sysiem SdICly

r\»qulaluuu
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TIMELINESS OF SYSTEM HAZARD

ANALYSIS INPUT SAFETY DATA

The SHA is limited in its scope by the level of detail to
which the FMECA, FTA, and other analyses were per-
formed. There are, however, two limitations in the use of
the FMECA for safety. The first is that the FMECA will
not be available at the time the SHA must initially be

6-6.1

_______ PR SO Y PO PR DN T
prepared, or, if it is available, it will be incomplete in the
areas required for safety analysis. The second is that the

eliability

completec FMECA will contain so much morer
data than safety data that it will require lengthy study to
identify the data useful to system safety. Much of the
FMECA data relate to failures causing the system to fail
to operate. This type of failure is generally a fail-safe

. £ .y we

mode, and most of the “failures to operate™ are not of

intaract tn cafoty anginsoare Thaca failiirac mitct ct:ll ka
1LV IVOL WV aau.l.y Lllslllbbl) 1 HILOL 1aiituivd LIIudt Siin vl
reviewed because some of them—such as a vehicle engine

v h cl
failure—might constitute hazards. depen
system definitions.

MIL-HDBK-764(MI)
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locatlon environments (both natural and man- made)
testing, maintaining, and storing will also place limits on
the SHA. Other limits are placed on the analyst doing the
SHA if the “system™ is actually a “subsystem” of a larger,
more comphcated ‘system”. For example, a missile sys-
tem, when combined with a fire control system, mlgm

o SO

become an armament system. A clear deﬁmuon of what
constitutes a system and its total environment is essential
to the SHA.

6-6.3 REQUIREMENT FOR PROBABILITY

RITTRAADITTY L7 ¥ YIINCQ

NUMBER VALUES

The FTA and any special safety studies that require
probability number values for subsysiems and compo-
nents will also be limited by the lack of data. depending on
p_rog_ram schedules. Although FTA logic diagrams and

analysis techniques can be drafted with whatever
informatlon is available, the reliability data that are the
foundation for probability calculations are generally not
available until considerable system and subsystem design

work has been accompusn d OCcasxonauy this limitation

ha overcome f elha martinnnlar annlucie ra~iiiea A hac
bdll UL UVYLILULIIL 11 LIC pﬂl tivuial ﬂlldl_y)lb ICHUIICU Has
sufficient importance. In such asituation a priority can be

established for a few specific reliability determinations in
coordination with the ongoing design effort.
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CHAPTER 7
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discussed. M thods or insuring safe software are given. A concept for a method of analyzing software

determin an generate, contribute to, or fail to control adverse safety
effecls in computer- comrolled systems is presented. The application of the existing, conventional safety
analysis techniques to software safety analysis is discussed. An example of a software safety analysis—based
on a prototype air defense system—is provided. A software checklist is included to assist the analyst in

programs to determ e whether program errors ¢

performing a hazard analysis.

7-1 DESCRIPTION AND PURPOSE
Software safety analysis is the study of software pro-
grams to insure that the program—used in its intended
operational environment—cannot cause or contribute to
a hazardous condition. The need to consider the contribu-
tion of software to potential hazards was emphasized by
the release of MIL-STD-882 (Ref. 1)—par. 4.3j addresses

design requirements, and Task 212 requires the perfor-
MIL-S-52779 out-

mance of a coftware hazard analvcic
Viii-= /7 CU

mance of a software hazard analysis.
lines a quality assurance program for software (Ref. 2).
The importance of computer software is highlighted by

1. The increased use of software to control hardware
functions in weapon systems

2. Thecombat capability of weapon systems and the
combat survivability of combatant units of the operating
forces depend, in part, upon the effective operation of the
weapon system software.
Accordingly, the traditional concept that the computer
system—a “black box” that gives a specific output based
on a given input together with its associated software—
not be considered in a system safety analysis is no longer
valid. Also the totality of software associated with a wea-
pon system must be considered. Weapon system software
comprises the software that is contained in the

1. Weapon system itself

2. Test and maintenance equipment

3. Training equipment
iraining equipment

and includes the software used to develop, test, and sup-
port the weapon system software (Ref. 3).
Betore delvmg into the system safety aspects of

SO
raviaw ¢ aftha caha taric
Ware, itis HUPUI tant to review some Of thne cnaracteris

1
that make it unique, i.e., different from hardware. Soft-
ware is a set of instructions, in a unique computer lan-
guage, that tells a computer how to operateﬁi e., what

tasks an(] IunCllonS {o pcrlorm Wncn [nC CompUIer lS
the software communicates

nnr'r\rpnratf-d ll'!!() a cv:tpm
with the hardware elemcms by instructing them on when
and what to do and on insuring that the tasks are per-
formed. Thereby, a general-purpose computer can be

nead ta acceamnlich anvthing fram accauntino ta fluing a
udXvu wwv ah\-UlllPllDll ﬂ‘lv\llllls vt a\.\.uullkllls v llvllls a

spacecraft, depending solely upon the particular software
program that resides inside the computer (Ref. 4). Distin-
guishing software characteristics follow:

I. Software is 1009 reliable; it cannot fail; it may
contain errors (faults), however.
2. Software is not subject to customary “wear and
" consequently, there are no failure rates as such.

3. Software will contain errors. Human program-

mers are not infaiiibie—and because of the errors, the

tear’

caoftware mav cauce unexnected outnuts that mav hP
SCi1twall [Miay <aust uliCAPLLlG Uulpuls adl iay

annoying, degrade efficiency and reliability, or generate a
hazard.

4. Software does not break. It always works as
uéSigﬁeu but not necessarily as intended.

5. Software errors are built into the program, and
the software usually does not stop funcnonmg when an
error occurs; the software merely continues to operate in

an unanticipated manner.

Anavamnlae nfamichanthat acenrred w
AlILAGIIPILC Ul @ LUSHap viat Ul univy

controlled system is taken from Ref. 5:
“During boresight and zero training exercise, an
M60AIE3 tank (with an old A7 XM2] Computer Card)

Vo upias BN S | P L PP I P LAt ADNC -~
firea ajnj [drmur piercing um,dlumg SaooljArDS round

with excessive Quner-elevatmn in the main gun. As the
gunner was makmg a final lay on the target, the accumu-
lator motor came on, the gun elevated; simultaneously the

gunner fired. The ammunition indexed in the computer
went from APDK ta Thioh-exnlagive n!achr1 HFP TbP

went from APDS to [high-explosive plastic] |
gunner and tank commander were unable to initiate any
corrective action to prevent the round from being fired.
The round was observed impacting a greater range in the
impact area.

“Commander, [US Army Test and Evaluation
Command] TECOM, considers that the Tank, Combat,
Full Tracked, 105-mm Gun, M60A1E3 does not meet all
specified materiei performance requirements. Specifically,
the XM21 Computer ammo reset was identified as a
Category | safety deficiency...the [program manager] PM
has determined that the problem is caused by low-voltage
transients.”

This definition of sofiw
paragraphs (Ref. 6):

“*‘Software’is defined as the totality of programs and
routines used to extend the capabilities ofcomputers such
as compilers, assemblers, narrators, routines, and sub-

Thicg ted \I'h hard\ lqro
1 iS5 WU Wit gaiuyyaiv , Utiinvu as

arc w
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the mechanical, magnetic, electronic, and electrical de-
vices from which a computer 1s fabricated; the assembl

of material forming a computer.”
The software safety analysrs to be discussed will deal
fo
12

th

Wl[n sonwarc the Slgnals joaded lﬂlO the com pu ute
Is

nrocessine hy the caoftware and the outnut clona
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result from the processing. The reasons for mcludmg
inputs and outputs will be discussed later. In almost every
instance, the scope of the software analysis must be re-

stricted to make it a pracucal proccuurc In dUulllUll the
method has been developed only for performing safety

HLIVLIIVU A4S ULl UL VLU pLU Viliy UL pLaaialilililpg 38%E

analyses of proposed or completed software programs; it
is not intended as an instruction for writing programs or
routines.
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(Ref 7)
software certification is not easy. Ideally, it means
checking all possible logical paths through a program;

7-1] shows a rather sxmple program ﬂowchart Evcn

through this simple flowchart, the number of different

th kot 1020
patns is about 10

check out one path per nanosecond (10" second) and had
started to check out the program at the beginning of the
Christian era (1 A.D.), the job would be about half done
at the present time.”

Another writer (Ref R) states. “Probablv t

MANUUICT wiitta (Aata. O 5@,

weakness in all software testing methods is their inability
to guarantee that a program has no errors. Exhaustive
testing of even the most trivial programs is an impossible

sboo Looe e oo PN n ranlictin tacting

task, and ihe best one can nupc forina lcaualu. testing
is find a high percentage of the remainingerrors.

a gl peliclilidgt Ol taT ILillidiiilils viiuls

1f ana had a caomnuter that ~anld
. 11 ON¢ nad a computler tnat Couwid

the maior
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t lead to the question of whether there 1s some
d her than testing that can be used to guarantee
that a program is error- -free...the answer 1s an emphatic
A bl o
d .

cha tha firtiira M

no, and this answer is not lu(‘c"ly 1o ulaﬁsn in the future.
Such unfavorable prognoses require that a radically
new approach be employed to achreve a usable method

are analysis. In effect, the method proposed here
is as di tterem from the usual lengthy, costly, and time-
s

uming method of testing computer software for

purposes as fault tree analysis (FTA) is different
from a failure mode, effects, and criticality analysis
ECA). With both FMECA and the usual software

7-2

“*Firmware is a computer program, i.e.,
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testing. a/l items in a product or program must be ana-

r
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lyzed to achieve the end results. The determination of
whether any unsafe conditions could occur is only one
result of the total effort. With the FTA and the software

lllC dlldlybl S€iects a

ana lyblb HlClHUU plUpUbCU llt‘:lC
a

e
fety problem and then identilies and studies onl
t

actors that could contribute to the _problem.

Two types of software safety analyses can be prepared

using the proposed method, i.e.,
TLA":..»a (1 nleim ) buscmn r P P
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data to alert deqmnem and systems

data to alert des engin otential
problems. Usmg these data they can orporatc safe-
guards into the software programs an mput hard-

ware to avoid the potential problems The information
n alens bha ncad o

fa
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pecifications.

2. The second type of an analysis can insure that the
completed software program contains suitable restraints
to avoid erroneous mputs orthe processmg of such mputs

and adeauate nrovicigne for nrevent r\n
anid adfguail provisiOns 100 piCviliung

undesirable outputs.
It is apparent that the problem of identifying and ana-
lyzing the causes of software hazards is not as obvious as

the usual hardware salety proolems a systcm sarely Cﬂgl-

neer addresses. There is a unigueness in the nrocess of

VOl QUUILSSUS. 2 1lie a usll\.‘\-\«llvua 111 L3I0 PIULCSS

software analysis which requires the system safety engi-
neer to attain a measure of expertise in software, firm-
ware*, and computer architecture. Aware of this unique-

c
S

r\m
Ui

ness, the safety analyst should be able to apply the con-
vcmzona! safety methods and techniques to the analysis of
software systems with a reasonably high level of confi-

dence to certify the safety of the product that the software
controls.

7-2 HOW SOFTWARE IMPACTS
SAFETY

As indicated in par. 7-1, although software does not
have any failures per se, it does contain error mechanisms
that can cause hazards. Research and experience have
shown that the basic causes of software safety problems
are (Ref. 3)

Specification Error. The software specification
defines what, and sometimes how, the software is to per-
form. This is basically a description of the software/

software that is im-
planted in hardware, e.g., as read-only memory.

ublishing Company.




hardware interface. If a software/hardware interface is
not properly planned, many unforeseen safety problems
can result.

2. Design Error. In the software design phase, errors
£
1

PO PRy e A nns ssa

such as incorrect algorunms incorrect interfaces, lack o
self tests, etc., can result in safety problems.

3. Coding Error. In the software coding phase,
errors such as incorrect signs, endless loops, unused logic,
syntax errors, etc., are basically the problems that often
are referred to as software ‘bugs™. These errors generally
result in reliability and quality problems, rather than
safety problems.

4. Hardware-Induced Error. This is the hardware
failure that results in the undesired transformation of a bit
in aword. These hiterrorschanee the entire mPanlno of a

1 4 VWAUI. 1 VOV Vit Vi VIS Vadagt tiit Laasai s vl ol a

software instruction; sometimes the new meaning is
acceptable to the computer, and sometimes it results in
garbage that the computer will not accept. Hard failures—

......... ; roemantalkla nnom o tennad anAd
WlllLll altc uauauy Icptatabvit—«Ldll L tiatcu allu Cor-
r

rected; soft failures, however, occur randomly and usu-

ally are not repeatable when debugging.
The literature (Refs. 8 and 9) indicates that 609% of
software errors are of the specification and design types.

The studies, however, evaluated the overall software reli-

ability and quality, and not strictly for the impact on
system safety. In the judgment of the author of Ref. 4,

most software safety problems stem from specrﬁcatlon
a £oacs
1

€Irors, dLLurumgly, it is im portant iné
neer revrew the remnrement dn cument.
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in which software/ hardware interfaces are not completely
understood and defined that safety problems arise because
these cases cannot be foreseen in the specification. Also

fa aftachn 10¢ anlu da ctratotha rarractn
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of the software program with respect to the specifications,
and there is no guarantee that the specifications are cor-
rect because the preparation of formal speciﬁcations Is a

difficuit and error-prone process (Ref. 10). Not all sofi-

U dll
ware errors result in Qaff-tv problems, and not Il software

that functions according to s_pecxﬁcatlons is safe.
The generalized hazard categories can be classified as
follows (Ref. 4):

1 Inherent Hazard A software-cont
1. dnnéréeni 1azard. A sCi1twarce=Coni

that is inherently hazardous due to the hazardous nature
of the equipment being controlled.

2. Timing Hazard. A software-controlled function
in which the timing sequences are safety critical. This is
often an overlooked area because sequences often are
taken for granted to be safe until an accident occurs.

3. Induced Hazard. A software hazard caused by a
computer hardware failure that causes a bit error; this
results in an erroneous instruction. For example, an
intended word “1101” meaning “add to Register A” may
be changed by an induced bit error to “1011™ that means
“subtract from Register A"

‘6 L,(Iif’ﬁl na‘.ara f\ muueﬁ COﬁUlllUﬂ m lﬂC SOH'
ware design that is not hazardous until a particular
unplanned or untested set of circumstances occurs.

It is unnecessary that the safety engineer be an expert

programmer he should have sufficent knowledge, how-

MIL-HDBK-764(Ml)

stand what functions or events are produced by which
commands. It is also important to recognize that testing
determines the presence of errors, not the absence. Soft-
ware system salety is too important to be delegated to

<A s trmAdacatand mensen e rnin
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7-3 METHODS FOR INSURING SAFE
SOFTWARE

Software safety can be achieved by the application of
engineering and management techniques during the soft-
ware development process Le., (Rcf 4)

I U_[lWaHf uevuuplueru reuuuquea 11ese are
special engineering techniques that are applied in the
software development process during each phase of the
software life cycle. For example, modular design and
structured programmmg are used during the design and

ylvslauuluus yhﬂJ\r, uud Slmu!a“o“ {’Q'} hp I!CPd Gn !hc

software as it is being developed to test how it performs in
a simulated system environment.

2. Software Management Techniques. These are the
typical management functions of planning. staffing,
organizing, and directing which can be applied success-
fully to software. Some key elements are conﬁguratron
control, proper scheduling, and up-to-date documenta-
tion.

3. Safety Analysis Techniques. These are the analy-
sis techniques used by the system safety engineer to iden-
tify and control software-related hazards.

4. Software Safetv Standards. These are safety
standards and requirements which, if available, would be
applicable to software modules as is currently done for
hardware items.

5. Standard Software Modules. This is a concept
similar to hardware part standardization whereby stan-
dard software modules could be developed and, when fully
proven, could be applied to any project requiring the
partlcular software functron. The use of the ADA lan-
guage by the Department of Defense can accelerate the
process.

6. Safety Configuration Control. These are sections
of the software code which are safety critical and should
be so identified and controlled by the responsible organi-
zation. These particular sections of the code should never

agmanial cafaes vn
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7-4 TECHNIQUE AND FORMAT

The technique and formats for the proposed method of
software safety analysis were developed specifically to
enable the analyst to idenufy safety-related software
errors systematically by focusing on the firmware func-
tions and the hardware /software interface. The technmue

and formats are described in the paragraphs that follow
7-4.1 TECHNIQUE RATIONALE

A safety analysis of system software has the same
general objective as all the safety analyses discussed in
prior chapters, i.c., to evaluate a design—hardware and
software—and to ldentltv potenual hazards existing in
tha system an
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analysis this objective translates into identifying software
conditions that could inhibit desired functions or gener-
ate undesired functions. Until recently, the analysis of
software programs was concerned with methods to detect
all errors that might exist in a program. This goal was
impractical—as pointed out in par. 7-1—because of the
time required. Therefore, the original goal generally has
been limited to analyses and tests of selected portions of
the program. However, these may ignore potentially
hazardous situations. To make the software analysis
practical for safety purposes, the technique must be sys-
tematic and it must be limited. Also it must be organized

to detect only those faults that could result in accidents

caused by controller* outputs. Steps to perform a soft-
ware analysis using this technique are

1. The analyst lists all the units of a system that
would be affected by erroneous controller outputs. For
each unit the analyst lists adverse safety effects that could
result from software-related defects.

2. Next, the analyst selects the erroneous input sig-
nal to the unit that will create the adverse effect. This
input signal to the unit will be an output signal from the
controller. The aim is to minimize the generation of an
erroneous signal and to control any such signal that might
be generated.

3. The software program will be analyzed to deter-
mine

a. Whether any means exist whereby the errone-
ous output can be generated

b. Whether any means exist whereby the required
safety-critical output can fail to be generated.

4. Adetermination will also be made whether or not
the program incorporates means to eliminate or minimize
the possibility that the erroneous output will occur.

5. The inputs to the controller will be analyzed to
determine what inputs could cause an undesirable output
(unless inhibited by a software routine). For exampie. an
operating sequence might require that switches A and B
be activated in that order. If only B is activated, or if B is
activated before A, downstream units might be damaged
or might initiate actions that could cause damage to other
units. The software program. therefore, must contain
provisions that will inhibit an output unless switch A is
activated before B.

6. The analyst will then determine whether or not a
source outside the controller, such as an operator error,
can affect the program by modifving it or providing
erroneous input data.

7-4.2 PROPOSED FORMAT

The proposed format for a software analysis in the
tabular matrix format. consisting of Part | and Part 2, is
shown in Tables 7-1 and 7-2, respectively. Part | (Table
7-1) 1s a report format compiling the results of the soft-
ware safety analysis technique described in par. 7-4.1.
This report is then evaluated to determine which line
items are of sufficient safety importance to merit further

*The term “controller™ includes the computer. input. output
devices. a mass memory, and the rest of the hardware associated
with the computer.
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safety analysis. Part 2 (Table 7-2) is a more detailed
software safety analysis.

Where necessary, the software analysis in tabular form
can be accompanied with short narratives to provide
detailed information too lengthy for inclusion in the
table. Forexample, a system might have a controller with
a number of units for inputs, processing, and perfor-
mance. The narrative portion of the analysis might list
descriptive features of each unmit, such as processing char-
acteristics or operating times, to insure that the features
are all compatible.

The column headings used in Part | of the example
format (Table 7-1) consist of descriptive phrases, to iden-
tify the type of information to be included in each column,
as follows:

1. Computer-Controlled Units of Svstem. All units
that are directly computer controlled will be identified —
whether considered subsystems, assemblies, or com-
ponents.

2. Adverse Events That Could be Initiated by Com-
puter Output Error. Each unit listed will be evaluated to
identify every event it can be commanded to perform by
either normal or abnormal output control signals from
the computer. The consequences of the event will indicate
whether it is—from a safety viewpoint—an adverse event
oranormal, i.e., acceptable, event. Forexample, a simple
“fails to operate” can be an unsafe event.

3. Potential Effects of Adverse Eveni. The adverse
events for each unit are further defined as to all of their
possible consequential effects on that unit and the other
units with which it interfaces.

4. Input Signal to Computer-Controlled Unit That
Would Generate Fach Adverse (Unsafe) Event. Each
adverse event is now analyzed to determine the type of
input or lack of input that will cause it to function in the
defined abnormal or unwanted manner. This signal or
lack of signal is also the unwanted computer output signal
or the signal that should be generated by the computer but
1s not produced.

S. Proposed Safeguard. The suggested change in the
software or other types of change—hardware, warning
device, procedure, or timing—that will prevent or reduce
the probability of the unwanted event are described.

Part 2 of the software safety analysis 1s the detailed
study. Column headings for Part 2 (Table 7-2) are defined
as follows:

6. Program Steps Which Could Produce or Permii
the Unsafe Event. The defective software logic point or
lack of asoftware logic point that produces or permits the
unsafe event is identified.

7. Alternative Internal Program Actions Which
Could Fail to Prevent the Unsafe Event. Possible abnor-
mal conditions existing with the unit that could receive
the erroneous input are considered. The defective soft-
ware logic or lack of logic to prevent the unwanted event
in view of the abnormal condition is identified.

8. Means of Avoiding the Alternative Action. The
logic change that will correct the condition described in
Column 7 1s identified.

9. Controlto Limit Alternative Action Which Can-
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TABLE 7-1. DETAILED INFORMATION ON SOFTWARE ANALYSIS (PART 1)
System _____
I 2 4 5 |
Compuier- input Signai to Computer-
Controlled Adverse Event That Could Controlled Unit That Would
Units of Be Initiated by Computer Potential Effects of Generate Each Adverse Proposed
System Qutput Error Adverse Event {Unsafe) Event Sateguard

not be Eliminated. A possible software change that can
affect intermediate conditions between those presented in
Columns 7 and 8 is descnbed

s of ldentifying Erroneous Output. The
nmhinag ion of software and hardware

changes tha( will go beyond simply preventing the
unwanted event as indicated in Columns 8 and 9 is de-
scribed, and the erroneous output or lack of output signal
from the controller is now identified.

1l. Means of Inhibiting Erroneous Qutput. De-
scriptions in the other columns deal with means to pre-
vent the unwanted event due to an erroneous output and
to identify the erroneous output. The software changes

he
that will inhibit the erroneocus cutput are described here.

12. Inputs 1o Controller Thar Can Cause Unsafe
Outpur Signal(s). Conditions that could cause the
erroneous output signals are described.

13, Program Siep to Avoid or Identifv Erroneous

T

Input. Software subroutines or other techniques that will
determine that erroneous signals are being inputted into
the controller are described. Possible corrections to pre-
vent generation of erroneous signals are indicated.

14. Program Siep to Inhibit Processing Erroneous
Input. The software program step that will refuse to pro-
cess an erroneous signal or that will inhibit outputting an
erroneous signal is described.

5. Operaior Capability t0o Change Program. or
Words, or to Provide Erroneous Inpurs. Interfaces. if
any, that exist between the operator and the software are
described. Can the operator bypass the output logic of the
software in any manner?

16. Remarks. Any software, hardware. procedure,
or management actions which affect the outcome of the

events described are detailed.
In addition to the column headings shown in Tables 7-1
and 7-2, the analyst may find it desirabie to inciude

~3
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TABLE 7-2. DETAILED INFORMATION ON SOFTWARE ANALYSIS (PART 2)

6 7 8

Alternative Internal
Program Steps Which | Program Actions Which
Could Produce or Permit| Could Adversely Affect
the Unsafe Event This Step

Means of Avoiding
Alternative Action

Alternate Action Which

9 10 11

Control to Limit
Means of Identifying
Erroneous Output

Means of Inhibiting

Cannot Be Eliminated Erroneous Output

columns that contain

|. Recommendations for specific tests to verify the
adequacy of the program. This will inform software test
personnel that a test is required for safety purposes.

2. Information on controller hardware interfaces
that affect the software program. It may be possible thata
hardware deficiency—such as transient voltage changes
because of poor regulation—can wipe out computer pro-
grams, addresses, or information. This evaluation can be
performed by using “clues” similar to the methodology
for sneak circuit analysis (SCA) (See par. 5-6.) and soft-
ware sneak analysis (SSA).

3. Information on common failure mode causes and
effects. The failure of a software program routine could
cause multiple effects whose interrelations should be de-
scribed if safety related.

4. Processing times when their durations or intervals
are safety critical—e.g., controller time to process a

7-6

(cont'd on next page)

safety-related routine—could affect weapon firing or the
interruption of firing.

5. Recommendations for requirements to be included
in computer program development specifications.

6. Critical values should be indicated. Ref. 11 states
the following on page B-17: “Many elements that have a
range of values will have one value that is particularly
significant to the analyst. This may be a breakpoint. a
minimum stock level, a critical wind velocity, etc. When
applicable, the critical value and its significance to the
analyst should be included.”

7. Check words and check values that should be
used by the controller to recognize input, computer, or
ouput errors (Ref. 12). This will avoid unexpected inputs
that have caused computer-controlled incidents—such as
105 V, interpreted as 5 V—by insuring that values of
received signals are within stipulated values.
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TABLE 7-2. (cont’d)

—
[39)
w

Inputs to Controller Program Step to Avoid
That Can Cause Unsafe or Identify Erroncous
Output Signal(s) [nput

14 15 16
Operator’s Capability to
Program Step to Inhibit Change Program, or
Processing Erroneous Words, or to Provide
Input Erroneous Inputs Remarks

7-5 ANALYSIS TECHNIQUES

Because of the newness of the concept and techniques
of software system safety analysis, hard data, e.g., error
rate, are not yel available to provxde ‘numbers” to aug-

ct o ..,_“Ao PPN mnth s de Doaemtnalls,s

y dlldlyblb meinodas. LVCllludH_V,

accumulated. Just as for hardware systems, the following
existing system safety analysis methods are applicabie:

1. Preliminary hazard analysis (PHA)/ fault hazard
nalysis (FHA)

2. Logic diagrams

3. Fault tree analysis (FTA)

4. Nuclear safety cross-check analysis (NSCCA)

5‘ Qnﬁ\uarp cnnal{ nnal\lmc fSSA)

6. Operating hazard analvsxs (OHA).

“A good understanding of the desxgn methods employed
in the creation of the software system is very helpful. if not
essential, in conducting the safety analysis. If the software

L ] e T T I IR, - £ 1 £ ——A ~

designer used the structured top-down approach, then the

same approach should be used by the system safety engi-

neer in performing the analysis. This is why it is important
for the safety engineer to be involved in the software
system from the beginning of its life cycle When a

Soltware lnaUCCU nazara lS lQCﬂll[
caused l-n: the hazard can be declare ri astheton evem The

Qi a3 UL IOP e

top—down approach of the software safety analysis will
lead to the cause of the hazard. Once the cause is deter-
mined by the safety engineer the hazard controls can then
be recommended and dppucu Uy' the software ucmgucx
“In performing the analysis, the safety engineer must
also include firmware functions and the software/ hard-
ware interface. This interface can be easily understood if
the safety engineer can identify the hardware event that
will be driven by a software action. Usually, safety prob-
lems surface in software when these interfaccs are not well
defined by the software system designers. Lack of ade-
quate interface definition results in specification errors,

many of which produce hazards or undesired events. This

7-7
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is another reason for safety engineers to be involved from
the beginning of the system life cycle. They should partic-
ipate in every walk- through and desmn review of the

system. The more software errors that can be detected
early in the life cycle, the more potential hazards can be
eliminated by design changes.

“Every software module is designed to accept known
inputs and produce known outputs. Errors produce
unknown, and probably undesired, output which can, in
turn, produce the undesired event. In many situations,
errors €xist in iesied and accepteu sofiware and can EO
undetected for as long as the path containing it is not
used. Such an error can be the one which will cause the
undesired event.” (Ref. 13)

The iisted techniques work extremely weil with hard-

ware cu hawavar tho At ha annally annlis
yvaiw 3]0‘&‘..3, IIU“\- vyei, lll\'y lllu] ll\ll vL VL!U“IIJ ‘-lyyll\rﬂ_

ble to software systems. The applicability of these tech-
niques to software is discussed in the paragraphs that
follow. Note that the familar failure mode and effecls

WA AN Lo PR g

e o -
analysis (FMEA) has been omiiied. Since ih
components insoftware and there are no pure t'ailure

FMEA | is not really useful and its apphcauon may be a
waste of time and resources. The results of these analyses

provide the bases for the detaiied software analysis indi-
cated by Tables 7-1 and 7-2.

va vy auvivy /-3

7-5.1 PRELIMINARY HAZARD
ANALYSIS/FAULT HAZARD

AN AT VCTIC
ALYAL IJO10

“One of the most important sysiem safety anaiyses is
the prP||m|narv Hazard Analvsis IDH A) In nnrplu ard_

faiay. ipu narg-

ware systems, the PHA is used to identify as many
hazards as possible early in the system life cycle. When
appiied to software/firmware safety analysis the PHA
may bein the form of Fault Hazard f\ual'y'SiS (l‘ nr\) The
FHA becomes a more useful preliminary analysis method
since the system safety engineer will be concerned with
identifying hazards which are caused mostly by software

errors. Determining these errors early in software life

r‘ur‘hﬂl will reduce the amount of rework which has to he
nount Wnicn nas o

performed because the corrective action can be imple-
mented in the design as soon as the hazard-causing fault is
determined. The FHA should precede other software
safety analyses that may be performed. A well-compiled
software safety checklist should be used in performing the
FHA.” (Ref. 13). A sample software safety checklist is
shown in Table 7-3.

!. Are logic decisions made in software verified by special logic built into each module?
2. Does software iogic verify the sequence and iogic of aii keyboard actions?
3. Are routines that compute and/ or set critical signals distributed over as many short sequence paths as possible?
4. Is control returned to the local executive as soon as is practical after the completion of a critical signal routine?
S. Is there more than one critical signal state processed in any of the critical signal paths?
£ Areinternal caftware renrecentatinne af fiinctinnal diceoratec reaunlarluiindated and are aoc renracantaed hu multihit
§. Areinternal software representations of functional discretes regularly updated and are flags represented by multibit
patterns or bytes?
7 D critical nrogram raontinec 11ce nrimarv command ¢ far laoic and camnutatinn?
Do critical program routines use primary command i s for legic and computation?

~2

W)

oes software test the data buffer for presence of new data at the time of the

9. Does the software include a comprehensive self-test program which will be activated frequently when the system
program isin nnerannn" Daes this self-test program have the rannhrlnv of detectino all dmnrnpanmpc in olobal data

......... SevUGI udl

caused by mterference from other software, read only- protecuon error, and effects of inadvertent or malicious

program alterations?

10. Are adequate provisions made for system backup or redundancy?

. Are alarms used t

13. Are procedures described that assure the prompt detection and correction of deficiencies which otherwise couid

result in noncompliant software?

14. Are provisions made for a transition to degraded or manual mode if hardware failure or software error occurs?



7-5.2 LOGIC DIAGRAMS (Ref. 13)

“A logic diagram is a pictorial representation of the
path software takes when a state and condition are
known. A simple logic diagram can represent a single
program instruction such as the one shown in...{ Fig. 7-2].

annlpv logic diacrams are constructed from simnler
...... ogic diagrams are constructed Irom simpier

ones.

“Logic diagrams are of different types and can be used
for different purposes. As an aid in software dcsxgn data
flow diagrams are used, and there are a variety of f these
diagrams. Example of a data flow diagram is shown in...
[Fig. 7-3]. Operational sequence diagrams are used in
analyzing operations and time lines. State diagrams are

used in sofiware development to indicate controi flow and

to define process and nrocess termination states. . [Fio
pr pr terminatio nig8.

7-4] is one example of a control flow diagram. Certain
data flow and control flow diagrams can be developed
down to the level at which programmers can code directly

fones tha dinsen

11Ul l.llC uldsl dlll

“Logic diagrams, when used in software safety, will
probably produce another form of flow diagram. These
diagrams describe the logic flow of data in software sys-

‘tems, modules or parts of modules. The use of logic
diaorame then wonld he a descrintion of data flow in the

CiRgs @riad (i WOUIU U0 & UOSLIipliil D0 Laia ¥

design-intended manner or nondesngn -intended. Basi-
cally these diagrams are better understood and useful if
the major levels in the diagram are aiso understood.

“In applying logic diagrams to software safety, each
diagram must contain levels showing the undesired
events, then the contributing events, and the error or
failure that could cause the contributing events. The con-
tributing event can be the wrong ouiput of a moduie, and

T
«<D A

£ o] |

Figure 7-2. Software Instruction Logic
Diagram (Ref. 13)
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the cause of the contribut

failure or firmware error.
“All the diagrams mentioned above are not enough to
demonstrate that process terminations of the software

ting event could be a hardware

AAAAAAAAAAAAAAAAAAAAAAAA tnlla cnfalfena Afacrnrynrthat
DVblC[ll pl OCOXCY 41T dLbCpldUly dal’d (XICC 1ClivUL) Ul ulat
the risk of hazardous process terminations is acceptably

low. For the purposes of software safety analysis, logic
diagrams, known as binary trees, should be constructed.
Examples of these diagrams are shown in...[Figs. 7-5 and
. nary trees should reflect a one-toc-one cor-
respondence between nodal branch points of the tree and
the software decision points. They should also reflect that
each branch can be categorized into a series of states and
separated by state transitions, such as predicate trans-

farmeand aloarithme and whichinturn can he decerihed
10rms ana a: goniams, ané wmicn in idrn ¢an o€ GIsCrioca

by Boolean expressions. The origin or the input to each
tree should always be an operation, an interrupt, or return
to higher level process. The ends of tree branches are
process terminations or hoids for operation responses.

WA Dy

A Binary State Transition Tree, as in...[Fig. 7-5]. is
resent the normal r\?Prannn of a soft-

(R OR S 1O RN LU al Opllatl a SUIL

ware system at all process levels which are safety critical.
The system safety engineer performing the analysis will
use the tree to determine if system errors exist, and which
are caused uy program €rrors or uv bmglc or muiilpit’:
hardware failures. System errors may be treated as a

virtual branch in which the occurrence and subsequent
processing can also be treated as a binary tree.
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tial in analvzine whether
al 1n analyzing whether

ve been established to trap

nations. These trees are esse

checkpoints and procedures ha

and contain software errors. This implies that there must
that a process has been legdlly
PEwY o -

be points whxch ascertal

mtarad thaot ebh

cnicrea, tnat tne

hazardous termination have been identified, then a statis-
tical method can be employed to compute the probability
Afa harardanig tarmination Thaoa anememiitad mealabkilisiac
Ul a ltlacailduud il uuuauuu
for hazardous terminations can be used in evaluating
risk for inadvertent processing of critical functions which
were not contained by traps. Computed probabllm
be used to determine the necessuy for moduym
ata th

coftware in order to rednice ore alim S
DQUILYWAIL LT VIULVE LV VULV U \-lll lll. LAS % ¥ i Pl vuvavl

an undesired event.”
Fig. 7-7 contains the transition tree symbol legends
associated with Figs. 7-2 through 7-6.

-0Q
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=
(4]

e sis (FTA), another
gram has roven very useful in the analysis of hardware
systems. lt can be just as useful in the analysis of software

systems especxally when the analysns includes the soft-

er form of logic dia-

1Ll VL a0E

ware/ hardware interface. r
methodology as the binary tree discussed in the previous

b -

section [par. 7-5.2].

"'A Binary *‘aUL‘ lermmano‘n ”Ee asin.. IU‘\ 7-6],1s “Software fault tree, or soft tree as it is sometimes
Ol primary consiGeration in tne sottware saiety anaiysis called, involves identifying the logical paths leading to a
because the ends of this tree may define hazardous termi- tan undecired event or mrocecs termination [ iks the
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Figure 7-5. Binary State Transition Tree (Ref. 13)
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Onpitirrad? Yes
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Figure 7-6. Binary Fault Termination Tree (Ref. 13)

7~ State l")'(ﬂ Direction L
(X ) X = Number ) X = Reference ) Termination
N” N

- |

Hold Transform . ~
Condition Assertion Complete? == No
I Yes

Figure 7-7. Transition Tree Symbol Legend (Ref. 13)

occurring using the numerical ranking by importance of
individual faults.

FTA, soft tree uses a deductive approach to identifying
these critical paths, both qualitatively and quantitatively,

and nrovides the minimal sets of states or critical pathe

aliG proviGos 100 OLiiia 5tis V2 s1aits LIS

which will lead to the top event. These minimal cut sets
are important in the soft tree because they provide the
unique path for the occurrence of the top event. Many
useful techniques have been developed to find these criti-
cal paths such as Boolean reduction. deterministic testing,

and simulation. Quantitative methods can be used to
determine the likelihood or probability of the top event

“In soft tree analysis. however, the quantitative ap-
proach is not easily determined because there are no
failures or failure rates in software. The quantitative
methods in soft tree analysis are nevertheless possible if
error or fault rates are used in place of failure rates. Error
rates in software can be achieved if sufficient software test
results data can be accumulated.

“Since the ultimate purpose of the soft tree analysis is to

7-11
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achieve total system safety, then it is important to include
the total system in the analysis. By this I mean all the
elements of automata* including software/hardware
interfaces should be included in the analysis. The useful-
ness of soft tree analysis is determined by the timing of the
analysis itself. For this reason it is essential that the sys-
tem safety engineer begin with preliminary and fault
hazard analyses early in the system life cycle, and then
implement the soft tree analysis. The soft tree analysis
should be used at various levels and phases of the software
system. With this approach safety can be designed into
the system during its development.

“The previous two sections [pars. 7-5.2 and 7-5.3] de-
scribed the logic diagrams and soft tree analysis methods
which are useful in performing software safety analysis.
The application is unique in that a model of the software
system is diagrammed to reveal possible abnormal behav-
ior. These analysis techniques will identify paths in the
software system which are critical. They may also identify
unused paths and paths which may lead to hazardous
terminations. The logic of the soft tree approach makes it
a tool to increase visibility for both engineering and
management.”

7-5.4 NUCLEAR SAFETY CROSS-CHECK
ANALYSIS (Ref. 13)

“Nuclear Safety Cross-Check Analysis (NSCCA) is
used in analyzing systems which command and control
nuclear functions. It was developed specifically to satisfy
requirements of Air Force regulations. The purpose of it
is not simply to perform a safety analysis on the software,
but also to show with a high degree of confidence. that the
software system will not cause the initiation of undesired
events. Therefore this type of analysis includes hardware
as well as hardware . software interfaces. NSCCA is per-
formed in two segments. The technical segment of this
analysis determines if the software and the total automata
system, by evaluation and test, satisfies the specified
nuclear safety objectives. The technical segment utilizes a
criticality analysis (CA). The procedural segment imple-
ments required security and control measures.

“The CA usually complements other analyses by
extending the results of the other analyses and categoriz-
ing the criticality of hardware failure modes previously
identified according to their expected frequency of occur-
rence and their effect on system performance. CA is a
procedure which relates the probability of a hardware
system component failure, or a software system module
errors to a defined critical event such as loss of life or
inability to perform a required function. The CA com-
bines the severity level and hardware failure or software
error rate to establish a risk or seriousness of the effects.
The severity level values and their corresponding proba-
bilities are used in the construction of a matrix indicating

*Automata is the assembly of computer equipment. facilities.
personnel, software, and procedures configured for the pur-
pose of classifving. sorting, calculating, computing, summariz-
ing. storing, and retrieving data and information with a min-
imum of human intervention.
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the distribution of criticality. The relationship permits a
criticality threshold to be established in order to identify
‘critical” situations. Corrective action priorities can then
be made from the list of critical items obtained from the
matrix.

“A CA can be performed using either a qualitative or
quantitative approach. The selection of the approach to
be used depends on the availability of data from opera-
tional experience and tests which have been performed on
similar systems under similar usage. If realistic data can-
not be obtained, then the qualitative CA approach should
be followed. In the qualitative approach relative probabil-
ity and severity levels are used. The combination of the
two levels establishes the relative criticality of the consid-
ered event.

“In the NSCCA the CA is an evaluation of the nuclear
safety objectives by assessing them against the discrete
software functions. A qualitative assessment is made as to
the degree to which each software function impacts the
nuclear safety objectives. Recommendations and sugges-
tions are then made for how best to measure the software
functions.”

7-5.5 SOFTWARE SNEAK ANALYSIS
(Ref. 13) :

“Another analysis tool which has been used success-
fully in software/hardware integrated systems is the
Software Sneak Analysis (SSA). [See par. 5-6.] Derived
from the sneak circuit analysis technique used to analyze
electrical/electronic ¢ircuitry, the SSA is used to identify
software sneak paths. These are logic control paths which
can cause an unwanted operation to occur or which
bypass a desired operation without regard to failures of
the hardware system to respond as programmed. When
this condition occurs in circuits, paths, or software
branches, a hazard, referred to as latent hazard, may
exist.

“The purpose of SSA is to detect and identify these
latent or ‘sneak’ conditions which can cause an undesired
and unplanned function or process to occur. SSA pro-
vides an effective method for verifying all paths in soft-
ware and those paths interfacing with hardware. Software
and hardware designs are becoming more complex and
the integration problem becomes more difficult. SSA has
proven to be very effective in the area of verification of
software; hardware interfaces and their proper functions
in very complex systems.

“Performing SSA on software systems will increase
confidence in system safety, will result in program cost
savings, and will reduce delays in system development.
The extent of applying SSA to software is determined by
the results of fault-tree and soft-tree analyses. The net-
work trees produced will provide the data required for
other detailed analyses. Sample of a network tree is found
in...[Fig. 7-8]. These network trees are also used as a
design change control tool during the design phase of the
svstem. Software sneak analysis is effectively applicable
to software systems, and it has become such an important
tool that it is already included in many military specifica-
tions.
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Figure 7-8. Topographic Network Tree (Ref. 13)

SS car be buumdcncd a uulu- O7 MICrosoit tree; sind
it is simply a detailed analysis to the component level, ofa
node, a branch in a sublevel of a soft tree. Since SSA
contributes to other detailed safety analyses of critical
components or subsystems, it is aiways desirabie to con-

duct thictune analvcicin the critical areac fwithin hudoet-
UULL tilS ty Pl allarysis i tat Litutar aitas ( witiliil gulgle

ary limitations). The analysis itself is so detailed and
time-consuming that, like FTA, computer programs have
been developed and are used effectively to chart the topo-
logical network trees.’

It is important to point out that an SCA of software will
locate many of the codmg and designerrorsin a program.
some of which may be hazardous: however, an SCA will

not overly identify hazards (Ref. 4).

7-5.6 OPERATING HAZARD ANALYSIS
(Ref. 13)
“In con51dermg the

SNEY AN o f

Analysis(OHA) tos
understand the purpose
OHA provides the basis for inputs to detail test operation
and maintenance plans and procedure reviews. The
development of safety sequence charts and sequential
task flow block diagrams is essential for the analysis to
identifv the tasks which require mandatory sequencing
and those which can be concurrent. The total svstem must
be interactively evaluated.

“For any analysis on software. to be meaningful. it has

itis illeUl tant to first
na]vcm in oeneral The

applicability of Operating Hazard
v,
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to be evaluated in the operating mode. The basic func-
tional-definition of software asserts that it is in operation

....... definition of software asserts that it is in operation
by stating that software is the automated execution of
sequential task instructions used in controlling the opera-
tion of computer hardware.

“Various methods may be used to supplement the OHA
such as desk checking. This method manually simulates
program execution in order to understand and verify
program logic and data flow. At times desk checking
should be used to suppiement the safety anaiysis being
performed. The benefit of doing this is that some areas of
the software can be more cost effectively evaluated by the
method of desk checking.

*As the name implies a software OHA is used to iden-
tify software operaiing hazards. We know that a hazard is
any condition, existing or potential, which could conceiv-
ably cause an accident resulting in loss, but the concept of
an accident occurring in software alone does not exist.
Thus when we refer to software hazards in system safety,

it chanld imnly thae hasarde accaciated with thae whale
1L Suvuiu llllyly LIIV llacaiud addvliailvu witlil uiiv wiiuvin

system of software, the hardware with which it interfaces,
and the operating personnel. Thus the software OHA 1s
not a software only analysis, but should include in con-
text, the whole automata system and ali the other hard-

ware svstems controlled by it

6Ll Uy

7-6 EXAMPLE

The software safety analysis technique discussed in this
chapter has never been rigorously applied but was devel-
oped for a specific application. Most of the information
used in Tables 7-4 and 7-5 and in Fig. 7-9 was derived
from the design of that prototype system but has been
modified to indicate how the proposed technique would

be applled to the XW-91 Army Air Defense System (a

mmthatlanl A caiab A b wearmAan cucte

llypUlllCULdl LU[HPU[CI—LUXIUU“CU WwCapuil Sy bLClll}

7-6.1 BACKGROUND

The XW-91 consists of a vehicle-mounted automatic
weapon intended to destroy incoming enemy missiles and
aircraft. The weapon is located in a turret that provides
protection for both the operating crew and the weapon
itself. The turret and the weapon are moved hydraulically,
the turret in azimuth and the weapon in elevation.
Movements of the turret and its window are limited—by
computer control, by hardstops. and by electromechani-
cal limit switches—so that the weapon will not fire into
the vehicle where it is mounted. nor into the ground
nearby.

The computer control has been programmed to inhibit
firing into any proscribed areas by means of data identify-
ing the boundaries of those areas. Before the weapon can
be fired. a cover must be moved out of the way. The
movement of the cover is controlled by the software pro-
gram, and the program has been designed to leave the

cover in nlace until 1ust prior to firine

vOD i plall Uil just prior 0 Liilig.

The radar picks up and tracks the target missile or
aircraft and provides slant range information to the con-
troller. Azimuth and elevation data from resolvers on the

fa Tha
LUIICL d“U WCdl}\Jll lll(Julll dare 1CU 10 lllL L\)llllk)“cl 1 ac
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controller will determine angle and distance to the target,

and 1t will nermit firinog when all nececcary caonditione in
anda it Win permit irnng will dn neCessary <onagiuions in

its software program are satisfied. If at least one condition
is not satisfied, firing will be aborted. For this example,
the abort system has been selected to demonstrate the
proposed technique of making a software analysis.

7-6.2 LOGIC

The conditions that must be satisfied to fire the XW-91
weapon, listed in terminology familiar to any design engi-

neer conversant with methods of logic, follow:
PA = weanon nointing to a safe area

weapon pointing to a safe area
PA = weapon not pointing to a safe area

(Note: The bar over asymbol wnll indicate “not”in accor-

dance with accepted logic notation.)

and

PA = PZ " PE (7-1)

(See par. 5-4.1.4 for Boolean algebra symbols and rules.)
where

PZ = satisfactory azimuth position
PF = caticfactaryv elevation nacition
A A Julldlu\-t\ll] vivvVvaliuvse PUQIII\JII-

To determine these conditions, the software logic
checks

TT = weapon on target

HS = hvdrauhc system Qperanng properly

PS = power system operating properly

CS = computer system operating properly
CFO = protectwe cover fully open

cCC = nratective caver claoced

CC = protective cover closed

TD = target within range.

An abort consists of either one or both of the following
actions:

. Inhibit. To prevent initiation of an action
7 Interrupt. To stop an action in progress.
Use of the word abort means that both inhibit and inter-
rupt would occur. (In some cases, separate analyses for
inhibit and interrupt may be required.) An abort in this
system will occur if any of the previously indicated condi-
tions fail to meet the limitations imposed in the software.
When a positive condition is required, any failure that
causes the absence of that positive condition will result in
an abort. The Boolean expression that indicates the rela-
tionship for aborts in terms of the governing conditions is

Abort = PA+ CFO+ CC+ TT

+ TD +HS+PS+CS. (7-2)

7-6.3 COMPUTER SOFTWARE PROGRAM

The computer software program routine for the abort
process is shown in Fig. 7-9. This routine is a limited
portion of the entire sofiware program. Further, the
example shown in the analysis technique will use only one
item. XW-91-700, of this routine. Tables 7-4 and 7-5 will
indicate how and why this item was selected and will start

with a review of computer-controlied subsystems. Certain
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ort relationship—TT, TD
!\ch uyi!h c;\fp'y .l T and TD

\ad

other items inciu
"Q Qﬂd DQ—.Q]’

Qg 1 aiv i

were included to abort firing so that weapon system
resources, such as ammunition, would not be wasted. HS
and PS indicate failures that would prevent system

Y Q.
I
Q.
=

'aiyzea to determine the potien nti
troller failures. Fo

Y
The XW-91 Air Defense Syslem is a complcx system
: be a
1t

R =t

esult from con

ose see Tablcs 7-4 and 7-5; their column head-
ings and meanings are described in par. 7-4. 2
Column 1, Table 7-4, lists the units that
controlled. The remammg uniis in the system ‘u‘:ed not be
euhlected to cnftware analvcm The informatio

potential effects, can frequently be derived from a PHA
Data to be entered in Lolumns 4 and $, 1denmymg the
erroneous computer output signals, and the safeguards
can some‘imes be derived from an FTA developed specif-
ically for this purpose. The end resultof a complete mmal
software safety analysis of the entire system would be an
analysis report similar to Tabie 7-4, Part I, but inciuding
all unitsthat are computercontr u“\,d Fromsucha repor t
all the safety aspects of a software system that should be
analyzed further can be identified.

Early accomplishment of Table 74, even without
Column 4—which requires information that may not be

ayallﬂh’b ulhpn a cnf'\uarp nnnl\lclc 1S {‘nndnC'Pr‘l Pnrl\l n

the acquisition process—can provnde guidance for soft-
ware programmers. At this stage of software develop-
ment, the programmers may not have considered the
potiential hazards that could result from inadequate soft-
tines or from software failures.

ware programs Or rou

Table 7-5 is used for the detailed analysis of a speciftc
potential problem revealed by Table 7-4. Table 7-5 also
may contain information derived from other sources. For

P ok e

C)\dlllplc lllC lllbl it

eim :ll \,Ulull“l U IlldV UC UCl IVCU llUlll d
subsystem hazard analysis.

Information from other columns in this detailed analy-
sis may be included in plans for controller tests. If the
sonware program in this example is modified as indicated

first items of Columns & and !!. simulated test

the
in the first iems ¢1 Loiumns and i, SiMuiateg 1est

inputs can be used to insure that the control system works
properly.

Information from this analysis can also be provided to
system and subsystem designers and software program-

mers to |nrnrnr\ratﬂ cnfpt\}-rnnral items |ntr\ the dpcunn
mCIS 0 INCOTrporatc sa.cty items into the ULSigh

The second and third items in Column 13 list design
features that should be included in the system, but these
will be benehcxal only if the software program includes

e safety analysis that deter

Each step in the softwa
mines whether or not there can be a deviation from th
desired program is subjected to a detailed review, which
uses “clues™ similar to those in sneak circuit analysis. For

- i N £o0 smcmezemn ~A
CAalnpic, a ICVICW LUUIU lC\Cdl Uldl a Saie, prograimmiinca

-

AT A

~ S e . PR PO TP Y o S £
4aadress 1n in€ computer 1s oniy onc oitl auierent irom an
address that could generate an unsafe occurrence. The
result of that analysis would be a recommendation for a

wider separation of those addresses.
The analysxs should also dctermme the adequacv of th

o

e wea
he LOS was poiming if the resolver or its
oflware program was amended so

ed the LOS by integrating
urret movement, a second

LOS agreed with the mdlcatcd LOS of the resolver, it
would be apparent that the resolver was working and was

rarrant Ifthacawyac a Aiffa vtharacalyar and
LutICLiL. 11 IR Wd&aulllDlLll\—C pUDblUl_y (98 1= resOIver ana
its circuitry had failed, and firing would be inhibited.
Thus control of a hazard would be exercxsed by computer

software programming.
A software program feature that anaiysts should be

aurara nficcoverad in tha nd -~ n(nl 11
aware oiiscovereg intnesecondacommentin{ociumn i1,

regarding TMTT (Tell Me Three Times). For such con-
troller functions the safety analyst is interested primarily
in the software in the category of “real time process™
controfi (in contrast with other ciasses of processing such

as scientific onol\rc-c and simulation)
as ientilic aiysis and simu.ation;.

interest for safety purposes are iterated and reiterated

many times per second.
In general real time process control software is very
insensitive to singie-cycie (transientj out-of-limit situa-

arrors. 'f cnr‘h an error HnAc f\l‘f‘ll?‘ \‘hﬁ- r\nnfi|_
ulil @il Cii1 Ol i Lond:

The routines of
0 reutingés ol

tions 1e
0ns, 1.C.,

tion will be corrected on the next iteration and the tran-
sient error is ignored. The iteration time is selected to
prevem transxent errors—such as those induced by p051-
/ € peaks—— rom deg ding overaii systen
A guesti critical importance then
arises regardmg how many iterations must contain the
out-of-limit signal before the program accepts that a
hdzardous condition exists and requ1res control action.

.......... Y S, PSP, cimata

/“\lly ll"llUll lullLLlUll tiidat call be ir lggCICU Uy a blllglC'
cycle, erroneous signal is vulnerable to transients—an
undesirable situation from the system safety viewpoint. In
the initial phases of system design. part of the software
safety anaiysis must be directed toward recognition and

3

ali af anu rantina that racnlt al a
\..uuuuauuu \Jl ﬂllY lUUllll‘- lllat lk.auua lll (l \4Ull|l Ul ﬂ\-llUll

because of single iteration indications that unsafe condi-
tions exist. To correct that weakness in software design,
the analyst should recommend the use of the TMTT. 2 3

(two out of tnree), 3 (three out of (anC) or other

nrnrﬂcc:nn th \IF!‘I w '|I\f\ fatitrac
processing and verification features
by Bk | AMUANTANLDC
I=17 t\u.'ﬂl‘ LAULS

Software programs for the control of hardware and . or
for input to human operators can have major unwanted
safetv influences on the hardware and on the human

operator’s decisions. Use of the software safety anal_\s
will reduce the possibility that errors or omissions in the
software program design wili cause “unplanned modes of

anaratis nmavnlaina
opération, uncXxpiaine

—mmrl At c hanic A immiite tA Aatadl tact Aroratinn
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glitches or abnormalities in electrical hardware and soft-
ware systems.” (Ref. 12).

The nce nf SCA technianec

The use of SSA techniques and a

described in this chapter will help the safety analyst to
compare the software desngn with the original software
speuflcauon to insure minimum software errors and

R, [ R O,

)
3
¥

AAAAAAAAA

lar hecks and controls have been mcorporated into
software programming after the need for such safeguards
was established. Fig. 7-9 has indicated how such needs

3% tahlichad h h i \
can be established by the designer. The designer can then

indicate to the programmer the need for a safeguard in the
computer programming.

7-8 LIMITATIONS

The software safety analysis technique was developed
very recenuy and has not yet been used often EﬁO'Ligu [y
determine its effectiveness. To perform a detailed soft-
ware safety analysis, such as the one described, is a
lengthy effort. It cannot yet be performed on computers:

1t must be done manuaily. Therefore, its cost of accom-

1. MIL-STD-882B, System Safetv Program Require-
ments, 30 March 1984.

2. MIL-S-52779A, Sofmare Quaiitv Assurance Pro-

gram Aequlremenu. l hugust I7I7

3. DOD-STD-1679A. Weapon System Software
Development, 22 October 1983.

4. C. A. Ericson, I1. “Software and Software Systems”,
Boeing Computer Services Company.

5. D. R. Parks, LTC. Letter from Commander, Test

and Evaluation Command. DRSTE-CM-RII,
Aha rdpon Drr\\nnn nfnnnd Mn to pM MA0 T,\n_k
ril

AULIULLVL T iUV PVuau, WV Vi iVaOu,

Program, DRCPM M6011, Wdrren, ML 9 Apn
1979.

6. Paul Goldsbrough, The Bugbook IV, Howard W.
Sams and Co., Inc., Indianapolis. IN, 1979.

7. B. W. Boehm, “Software and Its Impact: Quantita-
ti ment”. Datamari ion, 4R-59 (Mav 1973)

arion, 48-39 (May 1973),
tware Reliability, Principles and
] ey and Sons, Inc., NewYork NY,
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plishment can be high unless it is performed on only a

Lmited numhear of celactad avente
HMmit€ad NUMoCT G1 SCiClCh CVENIS.

Software design changes at any point must be subject to
“configuration control”. If any changes are made in a
program for any computer-controlled unit that is consid-

ered safety critical, those changes should be subjected to
immediate reviews to determine that the software pro-

L Uiaie iLVaLy 2O ULILH NS LAl i SsvalwWals

gramming has not been affected adversely. Such adverse
effect could be the removal of an existing program step
that contains a safeguard, or it could be the failure to
provide asafeguard in a new program. Ref. 11 can be used
as a guideline for configuration control of changes.

Some kind of safety-related configuration control
method must be used since there is a possibility that
seemingly insignificant software changes can have (and
have had) major, unforeseen impacts on a system. Such
changes can result from late software design; alterations
during or after testing; changes made prior to delivery of
operauonal unns to using organizations; or changes made
in the field for whatever periormance, maintenance, or
logistic reasons. Regardless of where these changes occur,
a safety analysis must be made to insure that the change
will not have any hazardous consequences.
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Two methods are presented for analyzing a system to identify hazards that could be present during specific
operational activities. The first method provides analyses to insure that the procedures developed for or by
user personnel will contain minimal hazards. The second method provides analyses to insure that contingen-
cies are minimized and controlled. Anexample of a procedure analysis and a contingency analysis is illustrated

Sfor the Howitzer, Self-Propelled, 155-mm, M109.

8-i DESCRIPTION AND PURPOSE

Prior to the inception of system safety programs and
the deveiopment of the operating and support hazard
analysis (O&SHA), delivered systems often reflected
inadequate considerations of user needs, capabilities,
practices and tendencies. Operation and maintenance
procedures were predicated on the designer’s concepi of
how the sysiem sfiould be operaied and not on hiow ihe
less design-oriented user might operate it. Designers
failed to observe the legal principle of “foreseeability™,
i.e., to anticipate ways that equipment operators would be
endangered by the use or faiiure of the equipment or by

oy aftha NLLCLI A thadcwhara_
unauo\. oitne \,qulpulbut O&SniAsare metnocas wnere

by designers and analysts can evaluate the prescribed (and
possible alternative) operation and maintenance proce-
dures, foresee potential problems, and take corrective
action.

y differ substanti
during various operations with the same system. For
example, maintenance activities may include welding or
exposures to high voltages or prcssures and thus may
iniroduce hazards that are not present during opcrduon
storage, or 1rancp rtation of the syste

itself may remain the same during thcse various opera-
tions, but its configuration, the procedures used, the pres-
ence of hazardous materiais, or the environment will

nrnhokln bhe fl-frnrnnt Faravamnle if a uahinrla ic stored
Pr Gialréne. £ Or CXampa?, i1 a venilil 15 5161¢a

without ns highly flammable fuel, then storage will con-
stitute a less hazardous situation than opcration Thus
any analysns ofa parucular type of system operation must
consider the SpeCIllL faciors involved.

There are two categories of O&SHA  ie.  procedure
analysis (par. 8-2) and contingency analysis (par. 8-3).
The procedure analysis is an evaluation of the adequacy
of the various types of operating procedures. The contin-

aency analucic ic a cetitduy Af Aanaratinnal citniatinne tha
évu\'_v ullﬂl'VDID 1 a Jl.uuv v UP\-lﬂllUllal ddtuanivin klla‘

could develop into emergencies and ways to prevent that
from happening. Each method can be applied equally well
to all tvpes of operations.

Ref. I indicates that the O&SHA is beneficial in

1. !in’nlno hazardous nner’zhnnc from ather activi-

ties, areas, and personnel

€
S

2. Providing controi measures if failures wouid

rcaly affant tha cuct 1ld faviea A Antact

1 1 all\-bl (380 ayau—lu Ul \-UUIU vaudsv a \-alﬂ)ll UPIIIL

event through injury to personnel or equipment damage
3. Designing, locating, and arranging equipment

components so that personnel will not be exposed to

hazards—such as eiectricai shock, cuiting edges. and

toxic a'mncnhprp_dnrlna oneratinon ma
......... uring cperalior

pair, or adjustmcnt
4. Avoiding unnecessary exposure of personnel to
physnologlcal and psychologxcal stresses that might cause
errors leading to injuries
S. Installing effective standardized warnin

on hazardous components, equipment, etc., fo
tection of personnel.

8-2 PROCEDURE ANALYSIS

For nurnoses nf thic nnnlucvc accume that t
I urpoeses NS aiysis, assume tnat t

materiel has been developed and tested and is now to be
delivered to the user organizations. The various opera-
tions to which this equnpment will be subjected include
events such as transportation, storage, training, full oper-
ational use. maintenance, repa‘r te ung and modifica-
tion. Most of the considerations in an O&SHA will
generally review

I. The procedures by which the equipment will be

used or could he micuced
useg or ¢oulC o€ misusec

2. The consequences of material or procedural
human failures

3. The means whereby the consequences and failures
can be minimized.

nee re_
[V P =

st.e s

"U

8-2.1 DESCRIPTION AND PURPOSE

A complete O&SHA consists of two major phases, i.e.,
1. Phase I. This phase involves the study of
a. The designer’s concept of how a specific piece

Af amis chaAs o ~Asnenen

GCi cquipment should be Opcr aied

b. Whether the operator or any other person wilil
be subjected to any hazard while the equipment is being
operated as designed

c. Theconsequences that might result if a material

ne Pl‘lnrn] huiuiman failiire chanld Aaceur durino accame-
VML G UG LGUE Y JHIVBIU UbL Ul Buiiug Gveviaan

ent of any operational or support procedure.

Qornr
Ui ops
plishm
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The purpose of this first-phase analysis is confirmation
that the operating and support procedures developcd by
the designer wiii minimize the probabllny of injury to the

operalor and ufdaulasu to the cq‘dipmem Ahﬁfrail'v'e}y
it may be found that even when the designer-specified
procedures are followed, unacceptable hazards are pres-

s
ent. [f so, the procedures the equrpmem design, or both,

must be cnangea before proceeomg to the next step.
2. Phase 2. This nhase is based on the fact that

IS P IS UdadLvUu Ul UL 1davy uiat

operators sometimes deviate from the procedures estab-
lished by the designers and take unauthorized actions
(which the operators may view as shortcuts) unforeseen
by the designers. These poiemm. aliernative aciions, or
misuses. must be mveum_a_rgd since lhev may lead to
mlshaps. Therefore, to comrol any hazardous allernatnve
actions, it is necessary that designers and analysts be able

to foresee the alternative actions that can be taken and the

caonceanancee thavy miocht cranca
LONSTHUTHTTS WYy mignt Cause.

Both phases for analyzing operational procedures can
be employed while the designers are preparing their oper-
ating and support procedures or after they have finished.

8-2.2 ANALYSIS TECHNIQUE AND

FORMAT

Because the procedure analysis method is a two-phase
process, the techniques and formats for the two phases
will differ. The technique and format for Phase | are
primarily useful for broad evaluations of activities such as

Q\IQ'Pm nnﬁfﬂflﬁn

marn'pnnnl‘p tect trancnartat:
..... eperaiien, nancsd «Toe

LGS pUL taien,

handhng, and storage. The techniq_ue and format for
Phase 2 are used for reviewing the detailed step-by-step
procedures to determine whether each procedure is ade-
MNIInta A memmbhoalilleins tbhne mmccnc s

tlia

Yuaic aud 1o Lv'alualc P1 UUaUlllll > lat pCl)UllllCl llll&lll
deviate from the actions stipulated by desi signers.

8-2.2.1 Phase 1 Analysis
8-2.2.1.1 Technique for Phase 1

As stated in the beginning of par. 8-2.1, the technique
invoives examining the designer-prescribed concepts for
operating the materiel. If this procedure analysis is done
after the operating and support procedures have been
prepared, the analysis can proceed in a straightforward
manner. However, if the procedure analysrs is to be made

prlor io oruermg the preparauon of the operanng and

support procedures, the analysis can only be accom-

plished with designer assrstancc. Regardless of its source,
information for analysis must be subjected to simple,
systematic imegralion and study as follows:

i. Ref. 2 pomls out that the first task in the anaiysi
of a snecific mh is to separate it into its basic stenc

2022 ST PSS,

Therefore, for each step or actwny, describe briefly what
is to be done and record it. Use the same order in which
the steps are to be performed.

VY Evamina annh ctam ¢~ tAdaeeifo bhomaode ~o ans o
& LAGriiie valldi Dvp tu iaculy fiazaidd vt PUIC 1=
tial accident sources that could result from accomplish-

ment of that step.
3. Develop solutions to eliminate or control the
hazards.

8-2

8-2.2.1.2 Format for Phase 1

A procedure analysis matrix is shown in Fig 8-1 It
indlcales how the three basic tasks previously described
can be broken down even further. In Column I, the
operational or support step identifications are correlated
to a functional diagram that the analyst prepares in order
to identify the operational sequence. This diagram can
take the form of a vertically developed logic-type diagram
simply to indicate the designer-specified sequence of
operating and support procedural steps to be considered
in the procedure analysis. Each step will be assigned the
identification number from the existing procedure or an
identification number arbitrarily assigned by the analyst
if no other number exists.

Each oper ational siep is followed b oy ashort déSCl‘ipliOﬁ
(Column 2) of the step. The information in the next six
columns (3 through 8) indicates the sources of the
hazards, events that could lead to a mishap, injury or
damage that couid resuit, and probabiiity of occurrence.
The information in Column 9 often is included to present
an indication of the severity of the mishap that might
result. Column 10 lists pertinent standards or regulations
that may contain measures (Some may be mandatory.)
prescribed to conirol the hazards. Column ii includes

solutions, and Column 12 identifies the organization or

person responsnble for taking action on the solution.
A narrative format can also be used to present this first
part of the procedure anaiysis in the narrative, each

maratinnal

Oy\-l ailivial Ul DUPPUII Dl\rl) lb dl)\.ub)hd fl.Ul.ll th\. VI.LW'
point suggested by each of the column headings. The
discussion of all of those factors can be placed in one
paragraph foreach operauonal or support step For more

LUmplCX prueeuurdl Slcpb the Ul&(_ubbl()ﬂ 01 eacn Sle can

bhe oroanized into senarate naragranhs with maior nara-
rganized into s¢ parate paragrap ajor pa

graphs identified by title.
Other information that the analyst may wish to include
in the matrix is

1 Thao affone ~AF AanAlh cancensen o ad namtine A bl
1. 111€ €i1€Cl 01 <acln lCLUllllllCllU ca Lilun Il Lac
hazard category or the p ohahllrt\ of occurrence

2. Remarks regardmg previous similar mishaps and
related events and other pertinent comments or informa-

tion not included elsewhere
1 w:xrrnnnc that chnanld be 1

(=3 u.uéu VARGl S

in manuals, and in training courses
4. Status of actions to implement the recommended
or required hazard controls.

8-2.2.2 Phase 2 Analysis
8-2.2.2.1 Technique for Phase 2
The technique for Phase i emphasized a study of each

1
eqioner (nemﬁpd nnprntrno or sunnaort nracradnral ctan
CILgner=3peciiicqd apgratin a8 uppornt procéduran WP

to determme whether it could be hazardous due to the
materials and the action involved in that step. The
emphasxs in Phase 2 combmes the evaluauon ofdcsrgner—

ap\.\.uuu pi rocedures with a aluuy of rcasunaow foresee-
able unauthorized alternative procedures that opera-

(=%

tional personnel might choose to employ This technique
is demgned to consider systematically these alternative
possibilities, their consequences, and ways to reduce the

r\cl{ nf thp consegQuences as fallawe:
CYuLnels as i GuOWS!
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1. List each step in the procedure that the designer
expects the operational personnel to follow. Note that
designers frequentiyv inciude muitipie actions in one pro-

cedural sten: however the analvst must review each
cedura: Siep, aowever, n¢ anaiyst must réview gacn

action separately. For example, the loading procedure for
a 155-mm howitzer states: *“Make sure round 1s clean and
fuze 15 presem and fully seated.” (Ref. 3). This statement

P T 1.
LllUIlb Llldl must UC LUHDIUCICU

:
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a
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b M e sure the fuze Is present.
c. Make sure the fuze is fully seated.
2. List ways the operational personnel mrgm deviate

frnm tha antinn ctinnlatad hu tha dacione
irom tne action StipuiawS Oy wuil UCSIgne

-1

undertake alternative actions.
3. Indrcate the potentxal effect(s) that might result if

\ tromed further.
4. Ifa ]ternatrvc action could potentially generate
or contnbute to a mishap, the analyst should list any

measures that might be incorporated in the design or the

rarodiire ta avnid Ar laccean thoe naccihility Af that altar.
proceqGure (G avoiG Or i€ssen (n pOssichily O tnat a:ier

native action.

S. If the possibility of that alternative action cannot
be eliminated, the analyst should list possible measures to
avoid or minimize the adverse effects of the potential
mishap.

6. Under “Remarks” include any omissions, ambi-
guities, or other deficiencies in this procedure. Also
inciude any other pertinent information regarding past
experiences and lessons learned.

7. A column can be included to list any warnings,
cautions, or other notes that should be incorporated into
manuals, other instructional material, or labels on the

equipment.

8-2.2.2.2 Format for Phase 2
The format for Phase 2 is the Iogical way to presem the

information deveioped by means of the technique for
Phase 2;c\vr_!uqr|no hoth the dpmun?r-cnm‘rhpd proce-

dures and possible unauthorized procedures that opera-
tional personnel might devise. See Fig. 8-2 for an example
of the format for Phase 2. A detaiied procedure analysis

londica menradra fortha Howitsar Calf Dronalled
Ul LllC anullls PlULLuulb TUL LUV T1uwilaer, SCi=ri1o pLuta,

155-mm. M109, is used to illustrate this technique. (See
par. 8-2.4.) A discussion of the columns of Fig. 8-2
follows:

. —~ 1 1 1 PR o TR DRI RN UPTU R, e
1. Lolumn | 1genulies tn€ proceaurdl step oy nuimoci
from the operator’s manual,

.
2. Column 2 identifies the wording of the step
exactly as written in the operator’s manual.

3. Column 3 Iists foreseeable unauthorized alterna-
tive actions. These l“lblll consist of a failure to p*‘rfu. m
the stipulated action (omission). a failure to accomplish it
completely, or action to change the prescribed step.

4. Column 4 indicates the potential effects that
might result from the deviations.

5. Column 5 recommends measures to preclude the

operational personnel from devising alternative proce-
dures that could cause mishaps.

8-4

6. Column 6 lists any measures that should be taken
to avoid or minimize any potential damage or injury from
mishaps that cannot be forestalied.

7 P.\lumn 7 w lll 1np|||Hp an

v
Viuul Gy

artinent
ciunchn

TAammentc
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not included elsewhere.
8 Column 8 lists any recommendalions for warn-

contain an extra column mllowmg the proccdure number

tn lict tha titla Af ansrh nracadiira
O ST Uil tiul O Cadil prodiaurt.

The analyst also may wish to include an additional
column for risk assessments; it would estimate the proba-
bility that each alternative action might occur. To develop

such probabilities, he would draw upon any data from
related field exnermnce and detail the requency with

which specific devrauons have occurred.
8-2.3 SOURCES OF DATA

Dranhohluthe hact canrcanfdatn farn mennadiiea nemale
i Auuaux_v LG ULDL VULV Vi datla 1Vl a prutiuulc auaty -

sisis experience. This is particularly true for categories of
materiel such as amller_\ with which the Army has had
long experience.

If “experience™ data are unavailable from predecessor
systems, the safety engineer may simulate them by having

personnel execute lhe proposed procedures using a mock-
up or a prototype. The test objectives are twofold:(1) to
determine whether the specified procedures can be per-
formed safely and (2) whether the test personnel can
substitute any potentially hazardous unauthorized alter-
native procedures.

Remember that this part of the procedure analysrs
deals with human reactions in pfﬂOfﬁiiﬁg Spec‘u'r(:u
procedures. When the safety analyst can reasonably sus-
pect that any human action will deviate in some manner
from the specified action, an error is possible. One
method of ciassifying such errors categorizes them a

nt

177

noarcictant o nAs Darcicta arrarc will rasne nndor
P\-l JlJl\—lll \Jl lallu\}lll s \rlDIJlLIlL 1LV VYLD LUV ULl UlluULE

similar conditions. Any repeating condition that is con-
trary to the normal human desire for less physical and

andnm errors ¢
conditions such as the physical a
operator or transient physrcal envrronments to which he
may be exposed. Whether a random situation is impor-

nnt tatha mearadiira analucie will damaemd
tant to the pruicauic

E'
('D
2
=l
o
-
9]
D.

auaxybm will pr&llu Ull Lhc DCV’CI ll'\
of the consequences of the human error resuiting from the
situation.

Error probability data for specific task elements can
sometimes be obtained from the Data Store developed by
the American Institute for Research (Ref 4) Refs. 5

SAnlhila AACsCalin (NGl NTaS.

through 7 are papers that contain quantitative data on
human reliability and probabilities of errors, and theyv
contain methodologies on how to compute probdbrlmes

st o oemmsiyen ad S AUy o
:.lld.‘. a i Usl aliiilicy acquc ILC Wlll UC dbLUlllPll\llCU SucccT
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-2.4 EXAMPLE

The data (Ref. 3) provided in Fig. 8-3 are the result of a
procedure analvsis using information from Ref 2 Each

ysis. Both the normal procedures and possrble errors
and or omissions are evaluated for hazards. A common
expression for this technique is the “what if...” examina-

tran ta A alia thoe ne.
tion to discover anomalies in the procedures that can be

related to hazardous conditions.

8-2.5 ADVANTAGES

The procedure analysis will either confirm that the
system will be operated safely or wiii identify areas of the

da tha I
design that will induce unsafe operation. Inthe worst case

it will identify operations that cannot be considered safe.
In normal acquisition programs the designers should
have the assistance of logistlc and usmg command expe-
rience o avoid unsafe pr ocedures. However, it sometimes
happens that the transfer of a functional requirement into
hardware results in the development of safety-unaccept-
able procedures. The safety procedure analysis is most
useful for discovering this area of the design and its asso-
ciated unsafe procedures. Through the systematic study
of each step of each operational procedure, other non-
safety-related errors and omissions will be discovered.
These findings are a fringe benefit because they are also

1mportam io lne correct operauon of th
r organizations,

a
=
3
B
-
T a
-
.
a’
-
<

8-2.6 LIMITATIONS

There are few limitations to the accomplishment of a
procedure analysrs The chief ones are the ability of the
analyst and the ievel of detaii to which ihi€ analysis is io be
conducted. Ref 2statesthat most jobsto be analyzed will
separate into 10-15 basic steps. However, the tasks con-
sidered by Ref. 2 are comparatively simple ones. The
example shown in Fig. 8-3 theoreticaily wouid invoive

fouras ebhnwm 10 ¢ far tho t 1 '
fewer than 10 steps for the entire loading and firing

procedure, but the entire system contains many such
procedures. The entire system analysis may be simple to
accomplish but it may also be so lengthy that it represents
significant cosi. Less detaiied anaiyses wiil cosi iess but

b |

11
may not provide the necessary insight to determine the
could cause

actual points at which human errors
accidents.

A contingen cyis considered to existif asystem is not in
a normal operating state and conditions are such that an

accident might occur unless corrective action is taken
immediately This definition assumes that
There is some corrective action that can be taken.

2. 1 nerc 15 llmc io ldKC LUrrCLllVC dLllUll bé
accident aoccurs

8-10

8-3.1 DESCRIPTION AND PURPOSE

A contingency will exist if a flammable fuel has been
spilled and immediate action is necessary to prevent a fire.
CTAAevaatirman manmla nr\v\“l\(‘ﬂ AP ' $7-3aVal¥l » \l!;"‘\ “amar_
DULIICLILIILD }IL\JPIL VUil udL \-Ullllllé\-ll\.: il LY 39 LU g
gency”. In a contingency, no accident has yet occurred. In
an emergency, an accident may or may not have already
occurred.

The contingency anaiysis shouid be used for any maie-

riel that could become involved in an accident, Even

minor items might be improved through small design
changes suggested by a contingency analysis. For exam-
ple a laser range detector or illuminator can cause injury
io u’iél‘lut'y' personnet The AND condition that prevents
this event is visual observation of the line of sight. The
operator, however, could be momentarily distracted from
the sighting operation but still could fire the laser by

pulling the trigger. During this moment, a friend might

N . ) >
cross the line of fire of the laser and be injured if the lager

beam strikes him. To prevent this accident, a brow inter-
lock switch could be installed to prevent firing the laser
unless the operator is pressing his brow to the sight for
sighting. If there 1s any possibility that the laser beam can
strike a reflective surface the Sgoht should be enumned
with a filter to protect the operator.

In addition to equipment redesign, the contingency
analysis may aiso suggest changes to the operating proce-
dures and the development of emergency procedures.
Major systems are generally capable of causing more
severe consequences when involved in an accident. These
systems, therefore, should benefit in many ways from a
Lommgéﬂcy dndlyblb by the development of appi“opi‘iatc
emergency procedures, identification of containment
and/or suppression equipment needs and procedures,
identification of escape and rescue equipment needs and
procedures, and identification of special training and skili
requirements. If other safety analyses have already been
completed, the contingency analysis can then confirm
that no safety deficiencies in the operating procedures
remain in the system. If such deficiencies do remain, the
contingency anaiysis wiii reveal the necessary changes
required.

A contingency exists when one or more, but fewer than
all, of the events to an AND gate (See Fig. 8-4.) that lead
to the adverse top event in a fault tree is inadvertently
present. { luau'v't‘i'l.ﬁi‘iuy
fram a situation in which the AND conditions of a fault
tree are satisfied intentionally until only one restraining
condition remains. For example, the blocking elements in

a fuze for a missiie launch may be removed sequeniiaily
nn'-l nnly one maore rpqnlrpd arrinn_prpcmnc 'hP ﬁrino

A ha
Ulbllllsul)llhb ‘I LUIIIIIIE\:ID&)

Wiitis Uiy RUIC (T vl QLo pa 33

button—remams.) In a contingency, the adverse top
event, or accident, will occur when the last condition or
input event is unintentionaily satisfied.

When only one more condition or input event is

....... ad il
u.quu\.u {6 gendrald an accident and its prbabl!“}’ of

occurrence is unacceptably high, immediate action must
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Top Undesired Firing When Friend
Event in Path of Laser
into Path of
Laser Fire
( \
. Brow interiock . Mode and
Trigger Power On Switch Fire Button Range Settings
Held Down Activated Pressed Permit Firing
Figure 8-4. Simple Logic Tree Use for Contingency Analysis

be taken. In a highly energetic system, such as a nuclear
weapon, the magmtude of the injuries and damage that
would result from an accident generally requires that the
design contain a iarge number of safety features io be

h -
unblocked before the top event could occur. The inad

vertent unblocking of even one of these safety features
might be considered a comingency
When events are expressed in svmbols. in terms of

Boolean logic, an undesired event K and the existence of a
caontinoancy miocht he exnressed as
contingency might be expressed as
K = A-B:C (8-1)
Contingency = A'B'T + A-C-T
+BCT+AT+BT+CT (8-2)

where

A, B, and C = events or conditions that contrib-

ute to the occurrence of K

added cor.dition that deveiopment

ln!o an nrc:dent rpqn|rpc Pnnuch

time for corrective action to be
taken.

1=

Fig. 8-5 illustrates how the Boolean logic equation can
be formed from the conditions shown in the logic dia-
am
ven

1. l:q O J CXPI’CDDC& lllC UIIUC)HCU CVCIIl dllU l[lC
ts that lead to the undesired event:

n [151]
=

K = A-B:C-D (8-3)

where
A = intentional event that must occur
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Breechbiock Opened
Top Undesired as Pronellant Charge v
Event is Ignit
(/— \\
| |
Propeliant Breechblock
Firing Device Propeliant Fails Ignites Opéenedf geffore
Operated tolgniteon Sometime After . Endof Safe
" Command (Hangfire) Normal Time yvai iy rerivy
(at Time ¢) and Prior to or
at Timet
A B C D

Figure 8-5. Simpie Logic Diagram to Illustrate Booiean Equation

B, C = other than normal, unintentional events the normal event of opening the breechblock is an action
D = correct contingency action, in this instance, to negate the contingency.
to preveni ihe unwanied event if D is taken Ref. 8 indicates one way to use fault tree analysis to
after time t—beyond which the propellant determine where monitoring devices might be located to
can no longer be ignited. sense critical information that would indicate the exis-
tence of a contingency. In Ref. 8 the author presents a
If event D occurs prior to or at time t, an accident will mathematical means of computing, from a quantitative
occur. Although thisexample is the reverse of the concept fault tree,
that time t is the period during which corrective action 1. The probabilistic importance of events in an
can be taken to eliminate the contingency, the example operation
still illustrates that time is a factor. In this case, delaying 2. Where critical sensors should be located within a
sysicm

on
1
N



8-3.2 ANALYSIS TECHNIQUE AND
FORMAT
8-3.2.1 Technique

For maximum usefulness, the contingency analvsis
technique must empioy a systematic method suitabie for
the evaluation of any type of operation. A contingency
analysis of the Howitzer, Self-Propelled, 155-mm, M 109,
is used to illustrate this technique. (See par. 8-3.4.)

To identify p0551ble contmgencnes use clues from
Army fieid c‘:xpei‘it‘:i‘lce accident data, and previc‘ua!y
completed safety analyses. The analyst uses the following
steps:

1. Select acontingency and evaluate the contingency
to determine whether existing emergency procedures are
satisfactory to control it. If not, make that contingency
the top adverse event of a fault or logic tree. This unde-
sired event will be analyzed the same way as a top hazard-
ous event in a fault tree analysis 1s analyzed.

-~

2. idenufy the conditions and evenis leading to tue
undesired ton event, Then use the fault tree analy VSis
co

undesired top use 1alysis
identify the factors that can cause those input
and events.

3. Establish the combinations of input events that
will result in the coniingency

4. Indicate how the existence of the contingency or
of each condition of the event leading to the contingency
can be recognized, e.g., temperature indicator and pres-
sure gage. Also, identify any aiternative indicators o

‘m.-.f], the existence of the r-npnngpnr‘y in case of doubt

that the usual indicating device is correct. (That a pressure
gage is truly reading a drop in pressure might be con-
firmed by a decrease in flow indicated by a flow gage or by
visually noting an output.)

5. List the actions to be taken to restore control of
the hazard. This might involve corrective action to elimi-
nate the problem or preventive action to insure that the
contingency does not develop into an accident. For

Tagim i1
example, closing a vaive will prevent leakage of flamma-

ble gas into an occupied area, using a blower will reduce
the level of gas to less than that required for a flammable
mixture, or injecting another gas—such as a fluorocarbon—
will prevent combustion.

6. List any other precautionary measures to be taken
while a contingency exists. (If a ﬂammable mixture exists,
there should be no smoking, open flames, or use of elec-
trical equipment that might cause arcs or sparks in the
hazardous atmosphere.)

In addition, the analyst might find it desirable to
include columns for the following additional information:

1. Point of No Return. When a contingency has
occurred, it is often desirable to indicate at what point the
effort to save equipment or an operation is to be consid-
ered unsuccessful and the persons making the effort
should abandon it and seek their own safety. An ammuni-
tion fire is a good exampie of this contingency sntuauon
Thefireisone step toward them lllaJUl unwanted event, i.e.,

a catastrophic explosion that could level the area.

ditions

2. Time Availability. Estimate the time required for
contingency to devolve into an accident. An example is

}.- YN I ' fne avmlaciva nrdnannce ananlfad in a

i€ “fallback time™ for EXPpi0sive OTGnance Cnguutd in a
ire. These data emphasize the time element; the data in
the previous step describe the physical conditions by
which on-site personnel determine the point of no return.
3. Contingency Equipmem The analyst may list the

‘‘‘‘‘ 1
types of personal protective (and other) equipment that

might be used to control the hazards contributing to the

contingency and where this equipment is to be located.
4. Outside Assistance. Information on outside

assistance that might be required or helpful can be listed

thic column

n
RAE LAAAD woavesiaza.

5. Probability Assessment. The probabilities that a
contingency might occur and that it might devolve into an
accident can be listed.

8-3.2.2 Format

The format for a contingency analysis must provide a
clear understanding of the possible events leading to the
undesired event. The format given in Fig. 8-6 is recom-
mended A discussion of the columns follows:

. Column 1 is adescription of the potential accident
and actions to prevent it.

2. Column 2is adescription of the inadvertent event
that will piace the system one step {event) ciosér t0 an
accident. The unintentional unblocking of a safety ele-
ment in a system is a contingency.

3. Column 3 indicates the possible cause of the con-
tingency. The cause may be materiel failure, personnel
error, or a combinaiion of both.

4. Column 4 is the indicator that a contingency has
occurred. It contains a brief description of the evidence
indicating that the contingency has occurred.

5. Column 5 explains the means of verifying that a

contingency has occurred. Any mechanical, electronic, or

visual evidence that can be obtained through a safe action
should be described. These data augment the information
of Column 4.

6. Coiumn 6 indicaies the remediai
he taken The dpcrnnnnn should include

time T during which action can be taken control the
contingency. If T is not known, state any data helpful for
determining T or to which it is reiated.

7 [ B H tha
7. Column 7 lists the means for verifying th

that t'*e
contingency has been controlled. This includes any

tinge phys
cal evidence or safe human action to verlfy that the con-
tmgency has been controlled. If time is an element of this

verification, the time span Or means o determine it
should be described

S us SiauUvia.

8. Column 8 is a general description of the safety
precautions that should be observed from the time of the
first indication that a contingency has occurred.

r’\‘ CA{u ....... idac n mlonatnsnantaranuadditiann 1

oiulin 7 pl Uviuctd a yla\.& LU LiitLl ally auuiuiviia
information that is helpful in solving the contingency
problem. References to other safety analyses or tests or to
other engineering studies might be appropriate.

8-13
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8-3.3 SOURCES OF DATA,

Asindicated, much information for contingency analy-
ses can be derived from fault tree anaiyses Methods of
.......
can be obtained from manufacturers ofsafety equipment,
many of whom can be found in publications such as Ref.

9.
Reports of accidents that resuited after a contingency

neriod durine which corrective action was not success-
Pe 1g which action was not

fully undertaken are often indicative of deficiencies that
existed in predecessor or contemporary systems. The ana-
lyst can obtain useful data from these events. He can also
us¢ them to evaluate whether his proposed methods of
controlling contingencies would have succeeded in these

cases. Par. 2-3 provides additional sources of information.

8-3.4 EXAMPLE

Fig. 8-7 presems anexample of an analysis of a contm-

aan~y that ele Auvv i tha landineg an A i
Bviivy iuat llllslll u,:uu uuuus lll\, lUdUlllé aliy lll lllb

procedure on which the analvsis in Fig. §-3 was based.
This example was selected to illustrate that the contin-
gency analysis is interrelated to the procedure analysis. In

addition, the corrective procedures developed to control a
contingency should undergo a procedure analysis as de-
scribed in par. 8-2.

8-3.5 ADVANTAGES

This is the first method whereby designers can deter-
mine the actions that should be taken to control a contin-
gency. Had the personnel at the Three Mile Isiand nuciear
power nlant been nrnvuded with the rnnhnopm‘y proce-
dures resultmg from an analysis such as this, they would
have been able to minimize the possibility of an accident

and the resulting effects.

8-3.6 LIMITATIONS

There is no limitation of the contingency analysis !gse!f_
It is possible to make this analysis as thorough as
other safety analysis; it dcpcnds only on the mformatlon
avaiiabie and on the skiil, experience, and imagination of
the anl\zc' |n rlp\/p‘nrnnn AdAacorintinne Aaf nannAarmal
i QG you Vplig u\f.)\alll,lllullb Ul nwviinviIilial
operational events. To this end, the more contact the
analyst can have with organizations using similar Army

materiel, the better the contingency analysis will he.
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MIL-HDBK-764(MI)

Different methods of eliminating and controlling hazards that could lead to accidents are presented in
descending order by degree of effectiveness. Fail-safe designs and isolation techniques are discussed as a means
of preventing injury and damage. Reliability technology is discussed in terms of minimizing failures. Safety
factors, warning devices, and labeling are presented in sufficient detail for the reader to understand how these
techniques are applied in safety considerations. Planning and equipping for escape, rescue, and survival—
important considerations for a well-prepared organization—are discussed. The chapter concludes with a

discussion of test conditions invoiving the safety aspects oftesz operations and iesiing iechniques a

IO O R
naineroi

Oj the US Army Tesi and Evaluaiion Command in iesi operaiions.

9-0 LIST OF SYMBOLS

n = totai number of working circuits in redundant

"t
all‘alls&‘ll\-lll
P = probability of successful operation of a redun-
dant system
total probability of failure

" - N ol (' L

probabiiity of materiai sirengihs iower than

\
o)
Il

material cfrpngth 184

Py = probability of applied load lying between applied
load V and (V + dV)

dP. = incremental probability of failure
p = probability of one redundant logic unit working
p(U) = probability density as a function of material
strength U
p(V) = probability density as a function of applied load
14
Q. = {} — R) = probability of {ailure of ith compe-
nent or circuit
g = probability that voter is working correctly
R. = reliability of each circuit
R, = probability of success of ith component or circuit

R..: = system output rehahllltv
R, = system rellablln_v
= material strength
V = appiied ioad
x = number of circuits operating that will enable
redundant arrangement to function

9-1 INTRODUCTION
Similar pieces of equipment designed by different engi-
neers can be either safe or hazardous. This occurs not only

annue A th hili
because of the varying capabilities of the engineers to

recognize the hazards and incorporate measures to con-
trol them but also because of the varving effectiveness of
the different types of controls employed. This chapter

presents different methods of eliminating and controlling
hazarde that could lead 10 accidents and different methads

NAZaiUS tadr LULL vaU (O QLLIUTHIS QG Wit Cail dheiaves

B Attivaloarmt aillt | repc

of limiting the injuries and damages that could result
should an accident occur. The methods are presented in
rough order by priority of effectiveness. At the top of the
list 1s de51gmng the equipment to be intrinsicaily safe
against specific hazards and thus to avoid accidents. At
the bottom of the list is dependence on persons to read
warning labels and to act safely. Safety is relative, and the
use of these control measures is one of the factors that
makes it so. In some cases, a ‘nig'n-priority method is

impractical, and a method of lower priority must be used.

It then becomes a designer’s choice. This chapter identi-
fies the available choices.
In desxgnmg for safety, numcrous methods can be used

PR N U Ao Al thaca maa

climinae 0 1 lldLau.D oUluC Ul s ulcxhudo
re maore effec

10
e more eff han others. For example, a barrier,
such as a guard, over a piece of rotating equipment is
much safer than a warning sign. MIL-STD-882 (Ref. 1),
par 4.3, hists many of these methods, and par. 4.4 specifies

Ao ada +
the order of préceadnie o be followed for "°lﬂg these

methods to satisfy system safety requirements and to
resolve identified hazards. This order of precedence may

w o=

e ¢
[«

- =

] TY_

1. Use design to el
2. Use nrnn’ml ve

design is mfeamble.
3. Use warning devices where neither design nor
safety devices are practical.
A ITea mennaditeac and ¢
. UDL PIU\'LUUIVD alg L

cannot be eliminated throug
warning devices.

lﬂ"

9-1.1 METHODS OF CONTROL

The methods used for eliminating and controlling
hazards and for reducing their effects should an accident
occur are described in par. 9-2. Key word descriptions of
these methods are given in Table 9-1. The list shown 1n
Table 9-1 roughly follows the order of precedence for

N2
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MIL-HDBK-764(M1)

TABLE 9-1
HAZARD CONTROL METHODS

N

. Control Energy Concepts (see par. 9-2.1)

. Intrinsic Safety (see par. 9-2.2)

. Isolation (see par. 9-2.3)

. Lockouts, Lockins, and Interlocks (see par. 9-2.4)

. Fail-Safe Designs (see par. 9-2.5)

Failure Minimization (see par. 9-2.6)

. Safety Factors (see par. 9-2.7)

. Warning Devices (see par. 9-2.8)

. Labeling (see par. 9-2.9)

. Minimization and Containment of Injury and Dam-
age (see par. 9-2.10)

11. Escape and Rescue (see par. 9-2.11)

12. Weak Links (see par. 9-2.12)

13. Safe Test Considerations (see par. 9-2.13)

CI\DOO\J.O\LI\&LMN._.

corrective safety action set forth in MIL-STD-882 (Ref.

1).

Although it is highly desirable to sele
f'e} ot

method with thel est nu

1OUG Witii wiae bad

m
tions may make another method more practical. Thls is
illustrated in Table 9-2, which uses the example of an
electric hand drill. Persons have been killed by an electric
shock when using metal-encased drills. {Tool manufac-
turers contend that the fatalities were due to improper
repairs that resulted in a live conductor touching the
metal case when the drill was used.) Other potentially

fatal conditions could exist (1) if an encased tool bit drills

into a live conductor or (2) if an operator drops a drill

using 110-V power into a container of water or other
conductive liquid and reaches in to retrieve it.

Table 9-2 indicates why and how safety tradeoffs must
sometimes be made. For example, using a hand-cranked
drill may be intrinsically safe, but it is ineffective for many
uses. An air-powered drill would eliminate the possibility
of electric shock, but it has its own lesser hazards and
other adverse features—such as the unavailability of
compressed air. Although the cordless battery drill is safe
against electric shock, it requires periodic recharging of
the battery, which has a limited life.

Thus, in practice, the hazard control method ofhighcst
priority, as established in Tabie $-1, may not be practical
inevery case. However, as a general gurde, priority should
be given to designs that minimize unsafe conditions in
order to minimize the need for procedural safeguards, i.e.,
actions on the part of the operator.

N
Many design engineers are unaware of t

the

order of precedence for selecting methods to control
hazards. In fact, a review of engineering literature, speci-
fications, and standards reveals that many designers do
not have a knowledge of safety principies and methods.
Such words as “fail-safe” (Refs. 2 and 3), “foolproof”

Sultin ywOIGS ian~sa:c IAN S D1 OLIpPIVY

(Ref. 4), and even perfectly safe” are requirements fre-
quently seen and used synonymously even though the
meanings are different. A fail-safe design allows for the

that ;eny imtareiim mal Amaratian

[ tha mAe
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9-2

of the system, but the failed state of the system is such that
no injury or damage will occur.

Many designers believe that to make a product “fail-
safe” is the ultimate in accident-preventive design; unfor-
tunately, not only do many of the designers not under-
stand exactly what a fail-safe design is, they also do not
know that certain other accident-preventive measures
may be far superior. It is said that a product cannot be
made “foolproof“ because fools are so smart. Further-
more, since bdlCly is a relative condition, a per:eCuy
safe” product is probably unachievable. Thus the safety
engineer’s job is partly educational, i.e., to provide inex-
perienced designers with some background in system
safety, and partly identification of specific hazards in the
proposed system design and recommendation of specific

methods to control them.

9-1.2 ACCEPTABLE CONDITIONS (Ref. 5)

As the result of many years of experience, system safety
engineers have deveioped general ruies, principies, and
priorities to make products safer. For example, to cite one
principle, a safety engineer would be highly reluctant to
accept a design in which one simple malfunction could
result in serious injury or damage. The safety conditions
that foliow are considered generaily accepiabie for, and
indicative of, good design. Analyses to determine the
safety level of a system should take all of these conditions
into consideration. The acceptable conditions include

1. The design requires at least two independent mal-
functions, two independent errors, or a malfunction and
an error that are independent of each other to occur
before an accident will result. It is important that the
functions or errors must be independent and that inde-
pendence must be insured by analysis. An adjunct to this

*
condition for extremely safety-critical* items that could

cause a highly catastrophic accident requires more than
two independent malfunctions or errors to occur before
an accident will occur
2. The ucmgu features for which aual_yara has indi-
cated that an error would be s ical v sitivel
prevem an error in assembly, mstallauon connecuon or
operation. Examples are polarized connectors to prevent
cross-connection of different circuits, asymmetricai fit-

+ tha At he acceamhlad
Lin'bs that cannot b€ assemovied An\.urrec{ly or
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cherl
valves that cannot be reversed.

3. The design positively prevents a malfunction of
one componcnt or assemblv from propagating other fail-

..... sbhane

Uurcd tiiat LUUlU caudt Ul_]ul Y Ul Udllldsc SULH Ucbléllb uld.\
be considered fail-safe. For example, a shear pin in a
mechanical device that will fail when an excessive load
that could cause damage to the equipment is appiied.

4. The design will limit and control the operation,

intaraction or ceauence of functioneg 1 m 1
litviavuivil, Ul ST{uLiiLe Uil duiaavuiviis ina SyStSuA 'xf SuCh

activities—unchecked—could allow an error or malfunc-
tion to cause an accident. For example, if an error in

*The term “safety critical™ is used for any condition, part. or

action that affects or could be affected by any safety aspect of a

mnradanst
proGguct.




eliminates electricity
and possibility of
injurious shock.

TABLE 9-2. SAFETY MEASURE PRIORITIES (Ref. 5)
Type of Priority Description of
Drill Number Safety Features Other Advantages Adverse Features
Mechanical a 2 Intrinsic Safety Cost of drill is low. Low mission effective-
Hand Dnll i Elimination of electric- ness. Tiring to use. Mus
Jﬁ‘ ity use eliminaies pos- insure gears are guarded.
sibility of shock
d hazard.
Cordless Battery 2 Intrinsic Safety Can be used safely when | Limited power which lim-
Drill Uses electricity, but operator is in water. its size drill which can be
— power level is too low Highly pGnable and con- jused and t type of materia!
@ to cause injurious venient. No cord to be which can be drilled.
‘\;\ shocks. caught on projections. Needs periodic recharg-
o Can readily be taken into |ing. Battery couid
nlm‘ec with doors or other g_)gplor_‘lg_
closed off places.
Three-Wire 6 Failure Minimization |Cheap for manufacturers | Path to ground may not
Metal-Cased T Third wire provides to change from 2-wire be complete so will not be
Drill path to ground for tool. Only connection on | fail-safe. Trying to
\-T\ \ current if there is a interior of metal case retrieve a live tool which
L@ short. needed for third wire. No | has been dropped in
need to redesign and pro- | water may resuit in a fatal
vide plastic case. shock.
Two-Wire 6 Failure Minimization |Redesign not needed Manufacturer’s conten-
Metal-Cased More rugged design tion that problem ue to
Drill increases reliability so incorrect repanrs may not
4 N there will be fewer be valid. nxguu neuabiliiy
‘LT\, \ failures users will means higher cost. Fail-
L@ attempt to fix ures may still occur but at
} themselves. reduced rate. Cord flexing
where it enters drill may
expose live conductor.
Dangerous in water.
Two-Wire 5 Fail-Safe Two-wire cord slightly Plastic not as abuse-
Doubie- ) Plastic protects user cheaper than three wire. | resisiant as metal. Cord
Insulated Drnill q‘ \ against shock if an Plastic case may be flexing where it enters the
1 I S internal short causes cheaper than metal. case may expose live con-
QT live conductor to con- ductor. Dangerous in
tact case water.
Compressed Air 2 Intrinsic Safety More power and higher | Very few homes and not
Drill (electrically) reliability than electric all shops have compressed
Use of compressed air | drills. air (CA). Hazards and
s )

space requirements of
compressed air systems
make CA impracticable
for the home. More

mauy

nanciy HAace
nose may

aw 73
CApTIiSive.

make use inconvenient.

bein g cnvated first would safely limit the operation.

. The desuzn will safely withstand an mad\ertent

1‘656336 of ENErgy lugucx than that normallyv r

example. a regulating valve reduces the pr

ina supp]v cvlmder toa lowe lev el The regulating valve
could

|mnncpd on what is normally a low- press

se of a relieving device i
The design will positivel

ure line. To be

acceptable, the low-pressure line should be able to with-
stand the inadvertent release of the high- pressure gas—
either because of the strength of the plpmg itself or

ad thals
Ulatcu lllLU llIC llll\.

accxdem. For example. such buildup could be prevented

O
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by means of relief valves, burst diaphragms, or fusible
links.

These are the mamr conditions that will create confi-
dence that the desngn is truly safe. When these conditions
cannot be fully met, other conditions can be applied based
on (1) visual and audibie warnings and cautions and (2)
isolation and containment. These conditions will also be
discussed in subsequent paragraphs.

9-1.3 UNDESIRABLE CONDITIONS

The following conditions should be considered unde-
sirable in any product unless the probability of an acci-

dent ic sxtremaealu low:
GLit 15 VAV y iUy,

. The materiel has hazardous characteristics that
can be eliminated or controlled by good design. This does
not apply if the hazardous characteristic, e.g., radioac-
tive, is necessitated by functional requirements or by
characteristics of the product and if procedural safe-
guards are stipulated.

2. A single occurrence of personnel error or compo-
nent maifunction couid cause personnel injury or major

damage to equipment or materiel.

9-2 HAZARD CONTROL METHODS
(Ref. 5)

The methods—following the precedence in Table 9-1—
for eliminating and controlling hazards and for reducing
their effects shouid an accident occur are described in the

aragravhs that fsllow
lusl uyuo LilAl 1VIIVU VY,

'U

9-2.1 THE ENERGY CONCEPT

The energy concept in safety matters i1s based on the
prmc:p]e that the magmtude of the effects of any mnshap
1s a direct funciion of the amount of energy invoived. in

one senge nnnnhh:.dminnr-p valueg fnr the storace of
s€nsg, qu N SIorage

explosives are predlcated on this idea, 1.e., 100 kg of
explosive will be more hazardous than 50 kg of the same
explosive.

The same idea is inherent in the boiler and pressure
vessel codes of the American Society of Mechanical
Engineers (ASME). These codes contain more stringent
safety requnrements for equnpment operatmg at pressures

AN

greater than i00 kPa (i5 psn) than for equipment operat-
safety reqmrements for pressure vessels wnh less lhan a
given minimum volume—even though the pressure may
be high—evidently because the total energy in the con-
fined volume is not great.

Examples can be cited to show that the extent of injur-
ies or damages will vary with the amount of uncontrolled
energy being transferred or transformed. Damage in a
collision between two vehicles will be directly propor-

Ylnn'\l to thP !{II’\F'I(‘ Pnprgy of imnacting vehiclec The

1S Lo LORS o} § o) { Vioahpaliing Voanlals,

effects of a shock received from static electricity generated
by wood, silk, or nvlon—in contact with another triboelec-
tric surface—will be far less than those from static elec-
tricity in the form of a lightning strike with its massive
amount of energy.

................................. I—i1v I~

In the context of the cited examples, the energy concept

is undebatable. Unfortunately, the idea (sometimes put
fnrth\ that the cafprv level of any system IS dxrpmlu related

to the amount ofenergy involved in the operatnon of that
system is not. A high explosive may release the same
amount of energy when it is initiated as a large quantity of
gasoline does when it ignites but in each case the ease
with which the reaction is initiated and the effects that can
be generated will differ significantly. Some explosives are
very stable and must be initiated by less stable explosives.

The ignition of gasoiine is far easier and, in this respect,
its presence presents a far greater hazard than that of a
stable high explosive. Once a reaction of a high explosive
has been initiated, however, it cannot be interrupted. The
shock wave and heat associated with the detonation can
be uevaslaung On the other hand, the rate of transforma-
tion and release of energy is far slower with gasoline than
it is with the explosive, and even inadvertent fires are
controllable. In this respect, gasoline is less hazardous.
Thus the amount of energy in a system is a very important

Iv
safety consideration, but the type of energy is an equally

important consideration.

Designers and analysts must be aware of these facts and
give consideration to the damaging effects that can be
generated by loss of control of an energy transfer or

transformation process and to the means of anVPnnng

this los